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2025/02/03 IR K &

y Chen

@FFFE FEEZEFTFRE, FTERK
https://www.iana.org/domains/root/db/org.html
Forgiiroot server FF:EZEEAZ!, traceroutefUfERAIT, 2IRiE 7 FIEAKRIPEER IPLIEFAEIE T, BFEMAISRHNERER, =2

.org Domain Delegation Data

[&+] C:\Windows\system32\cmd.exe

Tracing route to 199.19.57.1 over a maximum of 30 hops

1 ms ms ms 140.124.3.254

2 ms ms 140.124.251.22

3 ms ms ms 140.124.252.254

4 ms ms 192.192.7.221

5 $ Request timed out.
6 * o

C:\Users\Joey>tracert -d 199.19.53.1

Tracing route to 199.19.53.1 over a maximum of 30 hops

ms ms ms 140.124.3.254
ms 1 ms ms 140.124.251.22
ms ms ms 140.124.252.254
ms ms ms 192.192.7.221

Request timed out.

* AC

1
2
3
4
5 Request timed out.
6
7
A\

C:\Users\Joey>tracert -d 199.249.120.1

Tracing route to 199.249.120.1 over a maximum of 3@ hops

1ms 1 ms 1ms 140.124.3.254
6 ms ms 1 ms 140.124.251.22
13 ms ms 2 ms 140.124.252.254
ms ms 2 ms 192.192.7.221
x Request timed out.
* Request timed out.
x Request timed out.
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+ https://www.iana.org/domains/root/db/org.html

Name Servers

al.org.afilias-nst.info

aZ.org.afilias-nst.info

b0.org.afilias-nst.org

b2.org.afilias-nst.org

c0.org.afilias-nst.info

d0.org.afilias-nst.org

10

vas IP

199.19.56.1
2001:500:e:0:0:0:0:1

199.249.112.1
2001:500:40:0:0:0:0:1
199.19.54.1
2001:500:¢c:0:0:0:0:1
199.249.120.1
2001:500:48:0:0:0:0:1
199.19.53.1
2001:500:b:0:0:0:0:1

199.19.57.1
2001:500:f:0:0:0:0:1



oot@ubuntu2d; /tmp# dig +trace mozilla.org

;<> DiG 9,18, 30-0ubuntud, 24,04, 2-Ubuntu <<>> +trace mozilla.c
- 91(hal options; +cmd
: NS
NS
NS
NS
NS
NS
NS
NS
NS
NS

-ﬂbt.lﬂfu.
st.org.
-nst.info,

timed out
_ timed out
communications 19,54, ] . timed out




2025/02/03 IPS ¥715

#28258283 update
199.249.128.1
199.249.112.1
195.19 .56

199.19.53.1
199.19.54.1
199.19.57.1
192.64.119.254
85.179.241.3
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Root Cause

https://snort.org/rule_docs/1-30853

alert udp $HOME_NET any -> any 53 (msg:"APP-DETECT DNS request
for known bitcoin domain bitseed.xf2.org"; flow:to_server;
byte_test:1,!&,0xF8,2; content:" |07 | bitseed |03 |xf2]| 03 |org| 00| ";
fast_pattern:only; metadata:service dns; classtype:policy-violation;
sid:30853; rev:3; gid:1; )

Fia2iEE4 2 Dest IP &4l fy R4 B
Casel: Client -> DNS Resolver

+ 168.95.1.1

+ 8.8.8.8

Case2: DNS Resolver -> Authoritative DNS
x .org Authoritative DNS server IP &% A B2 44 B6
+ .xf2.org Authoritative DNS server |P & #i %51 A B4 E6

13



[ Redware [ comnectors 3R (7] SBMHEBHE g SRMRIMSEIE [ TMSERBZEA g TMS sz ) B3 D) B OERER  [ig comnector

Root Cause

JERENSAA: PF{EEEFD: 37—
RAkGHFRE: 26 —H 2025 00:00:00 TST P . 0
EERAERA: 2 T8 202500:00:00 TST =37
sRiEMa { %% Contains "miner" [Ignore Case] Or &%§ Contadns § tains "crypt” [Ignore Case] ) t: 0
PYSFIREMA: EiRERA f&: 0
BEemma:  RAERA [&{E: 0
g S -
£ EEHuERd & tIRE s O 7 S ] = 3 7 IB5ERE ¢ ZROGEHAER ¢ RIGESM S 2
1/29 0:29:05 PUA-OTHER Bitcoin Mining subscribe Stratum protocol client request attempt 140.115.67.136 95.179.241.3 b3 Sourcefire Sourcefire Mz
1/26 12:17:49 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 2001:288:1001:... 2001:500:f:1 7 Sourcefire Sourcefire Mz
1/26 12:17:48 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 2001:288:1001:... 2001:500:40::1 b 1 Sourcefire Sourcefire Mz
1126 12.17:47 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 2001:288:1001.... 2001:500:c:1 7 Sourcefire Sourcefire Mz
1126 12:17:46 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.30.21 199.249.120.1 7 Souyrcefire Sourcefire Mz
1/26 12:17:46 APP-DETECT DNS request for known bitcoin domain bitseed xf2.org 2001:288:1001:... 2001:500:e::1 7 Sourcefire Sourcefire Mz
1/26 12:17:45 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 2001:288:1001:... 2001:500:48::1 7 Sourcefire Sourcefire Mz
1/26 12:17:45 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.30.21 199.19.56.1 7 Sourcefire Sourcefire Mz
1126 12:17:44 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.30.21 199.19.53.1 b Sourcefire Sourcefire Mz
1126 12:17:44 APP-DETECT DNS request for known bitcoin domain bitseed xf2.org 2001:288:1001:... 2001:500:b:1 7 Sourcefire Sourcefire Mz
1126 12:17:43 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.254.69 199.249.1121 7 Sourcefire Sourcefire Mz
1126 12:17:43 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.254.71 192.64.119.254 b1 Sourcefire Sourcefire Mz
1126 12:17:43 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.254.69 199.19.571 b 1 Sourcefire Sourcefire Mz
1126 12:17:42 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.254.69 199.19.541 T Sourcefire Sourcefire Mz
1/26 12:14:29 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 2001:288:1001:... 2001:500:e::1 b Sourcefire Sourcefire Mz
1/26 12:14:27 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 2001:288:1001:... 2001:500:b::1 7 Sourcefire Sourcefire Mz
1126 12:14:26 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 2001:288:1001:... 2001:500:f:1 b1 Sourcefire Sourcefire Mz
1126 12:14:24 APP-DETECT DNS request for known bitcoin domain bitseed xf2.org 2001:288:1001:.... 2001:500:48::1 7 Sourcefire Sourcefire Mz
1126 12:14:23 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.254.65 199.249.1121 b Sourcefire Sourcefire Mz
1126 12:14:22 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 2001:288:1001:... 2001:500:40::1 b Sourcefire Sourcefire Mz
1/26 12:14:22 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.30.21 199.249.1201 7 Sourcefire Sourcefire Mz
1/26 12:14:21 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.254.69 199.19.57.1 T Sourcefire Sourcefire Mz
1126 12:14:21 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 140.112.254 65 199.19.53.1 b 4 Sourcefire Sourcefire Mz
1/26 12:14:21 APP-DETECT DNS request for known bitcoin domain bitseed.xf2.org 2001:288:1001:... 2001:500:c::1 7 Sourcefire Sourcefire Mz
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YN 1e] 3kt S iR F) 2

* https://www.shodan.io/host/199.19.56.1

Go gle domain b2.org.afllias-nst.org

P K7 #7254 F
* ez / -
2 #HE @w ER BA ME BE i FE
#7 REEESEEt e R - E—SERNUEESHESR
+ Google Search

N NsLookup.io
https:fAenana nslookupio > domains - EIEEEAER

.
* VI ru S I Ota I DNS records for b2.org.afilias-nst.org
These are the uncached A, AAAA, CNAME, TXT, NS, MX and SOA records for b2.org.afilias-nst.org.

Other DNS records are also available.

+ https://www.virustotal.com/gui/domain/c0O.org.afilias-nst.org
3.1
+ .org Y name server

P

--------
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