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1.Zeus V3BEER (38 % - 154E 17.35%)
MALWARE-CNC Win.Trojan.Zeus v3 DGA DNS query detected

=EAEH 2.Relevantknowledge BFRERAE (2L 22 55 - (G542= 10.05%)
= " MALWARE-OTHER Trackware relevantknowledge runtime detection

3.0penSSHER FFMHmE(EE 15 % - (H4RE 6.85%)
NASOC-Rule OpenSSH Vulnerability Risk (CVE-2024-6387)
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network flood IPv4 UDP-FRAG 3662.36
network flood IPv4 UDP 1110.33
network flood IPv4 TCP-SYN 265.63

DOSS-UDP-flood-80-Req M 62.53

network flood IPv4 TCP-SYN-ACK 1 40.19
network flood IPv4 TCP-RST 1 39.73
DOSS-DNS-Ref-L4-Above-3000 | 10.78
DOSS-DNS-Ref-Above 30 Answers | 5.61
network flood IPv4 ICMP | 5.14
DOSS-DNS-Q-Malformed-QD-AN  3.56
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FrEiEkEEAyySSHushFIRRIIRHEREE, FRHHELER

S5R A IRIGRER

R B AyySSHush# T Z18R H2ECVE-2023-39780£3EmEBMIK » ABEEHLNITEREE » MER
BLEREBERNER  ZNTE—CHRER MARTERR023ERSF4IRER

A | 2025-06-03 %

11/03/2023 RT- CVE- v

ASUS has released new firmware update for the RT-AX55 for CVE-2023-41345, CVE-2023-41346, CVE-2023-41347, CVE-2023-41348

We encourage you to periodically audit both your equipment and your security procedures, s this will ensure that you will be better protected. As a user of an
ASUS router, we advise taking the foliowing actions:

1. Update your router to the latest fimware. We strongly recommend that you do so as soon as new firmware is released. You will find the latest frmware available
for downioad from the ASUS support page at ity /i asus com/support/ of the appropriate product page at hitps /\wew asus com/Networking/. ASUS has
provided a link to new firmware for selected routers at the end of this notice.

2. Set up separate passwords for your wireless network and router-administration page. Use passwords with a length of at least eight characters, including a mix of
capital letters, numbers and symbols. Do not use the same password for multiple devices of services

3. Enable ASUS AiProtection, if your router supports this feature. Instructions on how to do this can be found in your router's manual, or on the relevant ASUS
‘support page, al hitps A asuis comMNetworking

1f you are unabie to update the firmware promptly, please ensure that both your login and WiFi passwords are strong. It is recommended (1) disable any services
that are accessible from the intemet, such as remote access from WAN, port forwarding, DDNS, VPN server, DMZ, port trigger. (2) passwords have more than 8
characters mixed with capitalized letters, numbers, and special characters to increase the security level of your devices. Do not use passwords with consecutive
numbers of letters, such as 12345678, abcdefgh, or qertyuiop.”

For further help with router setup and an introduction to network security, please visit
Nt " bimisup Q/1008000

[Modei name [Firmveare downioad patn
IRT»AX55 || Newwe asus. com/netwatking-tot-serversivl-6/ail-senes/it-ax55Mhelpdesk_blos/?

BRI EEHREEGrayNoise B EH T i8R HR MRV BRABREAYySSHUShIL
2178 WIELBEEPREERDHBECVE-2023-39780 &M ER S50 CVELR
SEHISEE:  FREBERRSERNREZAEREIAProtection » EMZEFIKIOTE

|

ERNREBRZELS
EERNERRS - =
EERURELRE

IT EXPLAINED | 45 %

FEZREmalBREE
RIETES | DIAIX
APl BERBEAPTI
E (pEEAEES
Z]

AE BRI 404

Istio-Powered
Observability

DevOpsDays | 31 4

ESRENERER !
SEERETHOTX
S

ITEXPLAINED | 35 &

SEER
https://www.ithome.com.tw/news/169322
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. HRABAREE 2 P I RISE Fy:RT-AX55 « RT-AC3100 - RT- LYRA

AC3200 RT-AC88U

[ port:53282 5y ssh &R » F A FEHE RT-AX55

o EEAHRASR AR EL port:53282 » WG H 2 B AL TUF-AX3000
RT-AC5300
RT-AX82U
GT-AC5300
RT-AC3100
BLUE CAVE

SEER
https://censys.com/blog/tracking-ayysshush-a-newly-discovered-asus-router-botnet-campaign
https://www.asus.com/networking-iot-servers/wifi-routers/all-series/rt-ax55/
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FEAEEEE=ERENEE  EESLSEEERTIIMEENER - BFEE AL ERESET I

MABERMEERY - 2025 F6 B4 H- #HTRITEED
¢ 7F F% {%Eéﬁé EOL EXREEREE CEEFRENTES — oEEFIEFENS  NTLREENNSRTERSTE — LENRENEENERS .
TERLNFBFEHREEEEERERER HEES TR R SRR TR R EREAS SR RSB EEES -
e T 7= =
© EEREREERE SO 2 B0 AR RI B
[ [:JH:?E?IEIIQ% EHEFTRSEOA LB R ER
BEEBRTER 2023 SRENTERE (CVE-2023-39780 ) - CEESFESEFIEREEESEEEENRETLH IEFABERTLE M EENKRERE -
A =57 EEEESERE 10 ES EE . ISSAEAETE - SlFFE - b5 ASUS BEEEREESESERNE  LERSERE -
© BRI mES
e OeEEFErRRTlizshE
- ZEH HRE > T2 5]
SSh Hﬁ‘ﬁ]: P‘P‘ —XE % EERELTSERESRE -
Eﬁ port * 53282 EEERENERTOFEEESERNEE
EEEEE IEFSETHAEEER -
Sk (EOL) :#BMATLIZZER
ESNESESRNEOLEE  BEEELTES
1
A E?a % ;{-‘&b /j EESFNTRIENS 2 EEEEESES
> ASOC Eﬁ‘é‘[‘%‘j‘ F-NHZR E%’ E 3 =RAAESEEAEDEE - Fli0 SSH - DDNS - AiCloud 3§ WAN £
PRSI (EREIP Y5208
E%EE Déx Dﬁ D (;E‘E \Iij - Web SERA LS EEENF LRESS TRNNFIMESE -
NHBAINHE )
INFEES YN 91 &
SHE TSRS OEEE
HERETLATL T RENEENANRERERE EESENEE
1.5 SSH ( REE TCP EiEE 53282 RETIE
=R - = Eﬁi’z’“/\%?‘svr\?l*i. SSH
2EZER .

https://www.asus.com/us/news/wbhfio4vgjodds5p/
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RT-AC3200

‘www.asus.com/n k s, A Find Another Model >
Upgrade Warranty: Here.

le e that the availability of the

are product lines might differ

Product Support For

RT-AX55

Find Another Model >

FAQ Manual & Document ‘Warranty More Service

BIOS & FIRMWARE

Driver & Tc BIOS & FIRMWARE

£/ WWW.ABUS.COM/ 15/ SUpPOTto

/iISUS  Shop Laptops  Mobile/Handhelds  Displays / Desktops  Motherboards  Components  Networking We don’t currently provide a software utility or drivers for this model

For Devices with Chrome OS, Driver will be updated while Chrome OS updating

RT-AC3100
EXPANDALL +  COLLAPSEALL —
Firmware
Product support for ASUS RT-AC3200 Firmware version 3.0.0.4.382.52651
Version 300438252651 353MB  2022/03/29
RT-AC3100
This model was end of ts Iife, and its firmware, utility, website, and manual will no longer be updated. For more detalls, please refer to
Find another model > https:fwwwasus.com/event/network/eol-product/
Driver & Tools FAQ Manual & Document More Service
aLL —
BIOS & FIRMWARE Looking for new gear? Tell me®
what you need, and I'll >
Driver & Tools BIOS & FIRMWARE recomme \ z
‘We don’t currently provide a software utility or drivers for this model %%E}Iﬂ :
For Devices with Chrome OS, Driver will be updated while Chrome OS updating https://WWW.asuS'Com/networking_io’[_ser\/ers/\/\/]ﬂ_routers/a”_ser]es/rt_
Errware XPANDALL & COLLAPSEALL ax55/helpdesk_bios?model2Name=RT-AX55
https://www.asus.com/us/supportonly/rt-
ASUS RT-AC3100 Firmware version 3.0.0.4386 48322 ac3100/he\pdesk_bios?modelZName:RT-ACE%TOO
Verden 3004362 4TIV 20E5faf2 https://www.asus.com/supportonly/rt-ac3200/helpdesk_bios/
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Solution Challenges Capabilities Why Us  Partners Resources Company Request A Demo

® R/ ZERaaS
(Ransomware-as-a-Service)

ARaaStocracy — RALord ransomware emerges with new DLS i
IE E o By Jovana Macakanja / April 30, 2025
~ BT
Introduction

The Latest data leaks site (DLS) Cyjax has identified is titled RALord, which constitutes one of 14 new DLSs identified in March 2025 alone. This

Ransomware-as-a-Service (RaaS) group appears to be sophisticated and professional, providing services including affiliates, data ransoms, and

. 2 O 2 5 ﬂE ﬁ 3 O E R L % dark web advertisements. It has been reported that the group is active on at least one cybercriminal forum under the username ‘ForLord’.
4 - RALord

o N As of late March 2025, RALord is not known to be associated with any other threat actors. However, the group claims that its product is not a
% % N V ) E z k H [o] new product and that it has experience with RaaS programs. Because of this, it is possible that the group has links to the similarly named
A\ nm ZIN
ransomware group RAWorld, which is also known as RAGroup. The known RAWorld DLS links are currently unavailable, and the group has not

posted any new victims since December 2024. It is also possible that RALord is simply using the name to hijack the group’s existing reputation
é}%éﬂﬁl : and appear more established.

https://blog.billows.com.tw/?p=3766&fbclid=lwQOXxDSWLASQpleHRUA2FIbQIXMQABHisfRAccyv48 T
fTg)Dfly5__jU_kskAGFPtRModYqyL32D6fAqOKbmHKX5BXY_aem_Au2X2YhCuni7V4pj3TI3HQ !
CYJAX

https://www.cyjax.com/resources/blog/araastocracy-ralord-ransomware-emerges-with-new-dls/
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® Nova EHMMLL—ARAREEEHE i
BTEES - About US (Nova Profile)

® ‘gﬁﬁ RaaS E/\] 2R By (1—%% Nova Eﬁ% ﬂfi@ we are new name , working as BugBountys but with other level , we provide our
tw 0 I
‘%ﬁ , 3'5%:'_&5[ Eé%zﬁ E% . " locker to our partners , also we share data from companys who deasn't want to
wag 7 WA = 1=

deal with us , we will not say hi to researchers , journalists , waste time , we
have Experience in RaaS program , so we are not new product , other thing ,

we are say and repeat don't ask help from cybersecurity platforms , they show

[ *E TEéz CYJ AX E/\J EIR.\ EIH ’ RA LO rd E/\J @gﬁ\xﬂi you mistake mirror about us , they just will stole your money with some words ,
Y Yl ) )
%;‘tﬁé@’é\ﬁgg 7’H:| 1& E—E |7T_| § , E?Eﬂﬁg ’f‘t\; and can't decrypt your files without the key or stop leak operation , think well ,
%EZ :%H ’%gﬁ% g 1%}5@ ,ﬁ/% %‘E E/\] 5“'};\ ® make sure is our attacks will not provide anything can be analyzed

Blog Mirrors
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IR ANEENova
H300E=£(#5) -

HAE

NovaZfg:g 57 - B4
BEZMRE - AERE -
HEANE

90/10 for affiliate
WRIEEE - MNEBEETE
590%+E - NovalEd
10%#) &

— @B AN KK E R INH
BE = NovaFid

Nova Affiliate

hello , Nova Affiliates is opened for advanced companies , or who want builc

bussiness of crypto , the price is 300 (discount) USD lifetime , XMR BTC an
ETH accept , you will take control panel to request and open tickets , manag
companies , and Chat account to negotiate protected , Locker (linux , VM E¢
, Windows - user permission "no features" - admin permission "generate
readme , change background , stop tasks and delete backups etc" ) , your
affiliate packege will be ready in 1 hour from payment , Send the full amount
the following address , and send us message in session (recommand) and t
with your transection to verfied your payment , in Nova chat , you must stay
connected with us to receive your lockers , we also will verify you if you are
researcher or white hat or law inforcemnt , if you are not accepted we will re
your money and delete chat history , Welcome in Nova Program

Notes (all this payment methods is mixer address , and will be updated ever
month)(please read this well before join , when you contact us send your
payment hash and your name without lot of words)

Recommand to Advanced affiliates (to build success bussiness with us you
must have Blog to post vicitms and use double blackmail , wanna Blog ? no
problem we can help you , can't encrypt company ? no problem we can help

you to break it together)

features

features

- Chat system for affiliates , create advanced and costumize negotiation chat
rooms , request lockers

- Control panel to organize attacks and request lockers

- Lockers (Linux , windows , Vmware ESXI) (request)

- Request to post in our BLOG

- 90/10 for affiliate

- support 24/7

- help for attacks and guide

- anti detection and anti analyst for all lockers (0 capture)

Rules

- The affiliates who doesn't been in touch or Doesn't made success attacks in 1
month will be Banned

- new affiliates need to be focused to learn and start they business

- Victims will be posted on our BLOG

- we provide just Lockers and guide (No RATs , Payloads , or other malwares)

- if you know your self can't make success attacks or work serious don't contact

or join

Mixers Payment Methods - $866 $300
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o IXENovaztZl(EENMA) - MAE RESERNE
ig - NovaBR B EITIEE -

o WRHIEE®E
REFENZEETT0%HE - NovaZEF30%FH -
EEENZEEIFS%AE - NovaZEF15%F)E
(E%ﬂz?ﬂ‘ﬁ’ﬂl AR HISE HREE - REIDUBFIZEA) - Payout Structure:

= Unverified Affiliates: 7

« Verified Affiliates:

o EIREMA
Remote (SSLVPN), SonicWall)
RDwe b/ RD P Credentialsl SS H « WPNs (including rer s: Citrix, Fortinet Remote (SSLVPN), Sonic\Wall)

Cisco (valid remotes), VMware

ceessful investments.
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o FIMERLE HEZHERAT0% -

o SEXZE/)T100GBEHM - EB50005K: - A%

100GB&#! - EB8A1000%% (B2EREHA - B
RAERNEMLEABENAER) -

FMN EERERESERIRENS -

VPNs (including remote desktops: Citrix, Fortinet
Remote (SSLVPN), SonicWall)

RDweb, RDP credentials, SSH

Cisco (valid remotes), VMware

Buyers Program

am , With follow
ell and contact

us, any company in deadline (in last day from post) allowed to be selled

Rules:

+ the buyer will choice his escrow (payment accept is crypto)

« the data who allowed for sell is 70% from full data (mean when data is

100GB , 70 will be leaked and 30 sell).

« the Price of every victim will start from 5k dollars (100GB<), 1k (100GB>).

« the deal will be in nova chat room after redirect from session (so please

contact in session first).

« the payment price will be negotiate , and when agree both , the full

payment must be receive.

+ the information of data will be in post (the buyer must be start direct with

negotiate without any waste time).

« the companies and journalists and negotiate guys (companies) will not

accepted , we will ask some quastions to verifyed the buyer.

APIPN currency accepted also: (APIPN 5<)

ps: Citrix, Fortinet Remote (SSLVPN), Sonic\Wall).




Feng Chia University

Time Left:

Jun 18, 2025

Feng Chia University

(FCU), located i an, is a prominent priv

Osint :

Education Chinese APT | Nova Affiliates
Feng Chia University (FCU), located in Taichung, Taiwan, is a prominent

private comprehensive university with a strong reputation in engineering,

business, and interdisciplinary research

leak content

*olish company specializing in fina
Public services PDFs and XLSx , DOCs , CSV , DB , have plans ,
Local disk content , reports , programs source code ,
secret payments , Backups ,
databases , Certs , Network LOGS
N Workers first and last name and ID
Credit cards with CVV ,

May 28, 2025
Students data and payments

SunMoon university
A ’ databases Schema and tables, and lot more

as been leaked shame ol

Education
Download samples Download sign

. I:;\E EE IZ‘E‘%E Y j( ﬁ )—I{SI_ E' ?}ﬁ /A\\ E:ﬁ encrypted Ransom Chinese APT | Nova Affiliates
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PUBLISHED

o SERNZNAMEZNER
S ¥N

Leaked 16/04/2025 | Encrypted 30/03/2025

. *.EL;. E —F ?E \$ i:t E ?}i /A\\ ?E o Download Links ://mega.nz/file/BNhS1TBb#Qi2 ibDmvJzyk
B =S :— mE NELps://mega.nz/ fLle/TZYHgBAAHBEY 40032kKz2Q
https://mega.nz/fTile/qQI11Bzh&WiQ oxelNC2]g
https://mega.nz/file/iBpxAYqC#7 U 3dbclPRH4
https://mega.nz/file/2d)2nSqk#-Pv j76194J10
https://mega.nz/file/WlgziaqQ#yor dZoYugxSU
https://mega.nz/file/acBGUIgC#Weq yItVIZs0s
https://mega.nz/file/aYoRjZza#chz ZnvJ49wlE
https://mega.nz/file/TNQGIR]Q#3ty ZC-YNENHc
https://mega.nz/file/nZpGhayT&#Ipr 3dGb-Fdgo
https://mega.nz/fTile/uYQBkLCT&#25H {YP3nHLrA
https://mega.nz/file/uFZD1ILC#KH] 3n2AcCQNE
https://mega.nz/file/0EWDURKa#whk a159kPHUs
https://mega.nz/file/KRYHULTY#Q41 jPbthNUaw
https://mega.nz/file/eZogmBhCEVVE KERRHLBT(Q
https://mega.nz/file/3NIjVKxK&e30 ZxC52jj18
https://mega.nz/file/PUYy1YCZ%TYo k1pFKBwBo
https://mega.nz/file/PQYkBR4SEdn1 aAZ24A50
https://mega.nz/Tile/XdIXOTOKENMEZ 1bGdog7gk
https://mega.nz/file/3YImnLLR#pdr D9GX1KSJIE
https://mega.nz/file/TI4AzbRa#qTu JVmSUyKas
https://mega.nz/file/nIAQIBLT#v-N JDAMISFEW
https://mega.nz/file/LcAGQANZ#AUA iTecgXtYg
https://mega.nz/file/TRANDR]jh#551 JArI_1wWee
https://mega.nz/file/adhCmLoQswWGY 3qqD3_gG2
https://mega.nz/file/BRNIVZRAZ]TU w3azs0-do
https://mega.nz/fTile/mNBgwSZCEzsY ~xgMEKXyU
https://mega.nz/file/OFYVCLBL#Trz tATkgPGTo
https://mega.nz/file/iUAEYR7I#qI] JaXPj8w-4
https://mega.nz/file/PERJVKpbigIA ard_RScyl
https://mega.nz/file/WBQjSAbC#q0T JZBORw-JT
https://mega.nz/file/DYhFnTRQ%#3NY Y1xLIJBeM
https://mega.nz/file/zYowTbhD#AL2 JaRKlsmdo
https://mega.nz/file/yEAXEIBTECEG 1AdVW_y08
https://mega.nz/fT1le/GRISLbhYEFHS IWTNwpBTU
https://mega.nz/file/zcwWTVAjY#xal JacklXaUU
https://mega.nz/file/rvsxyD4S#2B3 3vimThnBA
https://mega.nz/file/aJB31D6A#IIT APkQjFedM
https://mega.nz/file/2BwW2zBhD%czY _Enu4FB1T

https://mega.nz/file/HFwhUYBY£CSY ALtUHbkis
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E E@ Eﬁ 1% iﬁ ﬂ E‘Z Jﬁ]ﬁ HE % *ﬁ- % ° Sign in with your ASUS router account
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ol SNERIPEAR R B AT TE -
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1REEYEATFTBHET AL FENEAE -
2. EMILASE AR - Er R AH(Exploit) ©
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Shodan:

:E!%‘_ _ E

I3

ENRIEE R

brother
canon
dell
epson
Fuji
Xerox
hp
konica
kyocera
lexmark
oki
ricoh
samsung
sharp
toshiba

portSE T E iR

S PR port 3% -
BiEEARAER DR

—)

i
N

BT

brother port:9100 net:192.168.0.0/16
canon port:9100 net:192.168.0.0/16
dell port:9100 net:192.168.0.0/16
epson port:9100 net:192.168.0.0/16
Fuji port:9100 net:192.168.0.0/16
xerox port:9100 net:192.168.0.0/16
hp port:9100 net:192.168.0.0/16
konica port:9100 net:192.168.0.0/16
kyocera port:9100 net:192.168.0.0/16
lexmark port:9100 net:192.168.0.0/16
oki port:9100 net:192.168.0.0/16
ricoh port:9100 net:192.168.0.0/16
samsung port:9100 net:192.168.0.0/16
sharp port:9100 net:192.168.0.0/16
toshiba port:9100 net:192.168.0.0/16



| ftp

« FIF shodan ZH=AERRIL port:21 M5

« HAEIREUUEREA

O B b
LAREERNERTH
2.0JBEEEIRIREER

O EREEEE:
1.EARERE AR
2.3FUZ\%EE5‘%E’§*§%W%@
3. BT B E LR IR

/\

BINE)
HEEEREA) -

KR LB
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Nmap scan report for
Host is up (0.0038s Llatency).

PORT  STATE SERVICE
ftp
| ftp-anon: Anonymous FTP

21/tcp open

| -rwxrwxrvx
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| -rwxrwxrix
| —rWErWETwK
| —rwxrwxrix
| —TWXTWRTWX

1

I R e e e e S S e i i i e S S e S S e S S S S S S S S S S S S e S e e S

edu.tw |

(FTP code 230)

1952 Jan 08 05:52 AV.lnk [NSE: writeable]
2735900 Apr 10 2023 IMG 0713.JPG [NSE: writeable]
2649397 Apr 10 2023 IMG_0715.JPG [NSE: writeable]
3526945 Feb 14 01:12 info.zip [NSE: writeable]
20 Nov 01 2023 myt3mpfll- 3.txt [NSE: writeable]
1952 5:52 Photo.lnk [NSE: writeable]
125 2024 NSE: wriceable
s X .pdf [NSE: writeable]
329355 2023 SEMBT_C35323112309510.pdf [NSE: writeable]
37 2023 BT_C35323113014510.pdf [NSE: writeable]
371692 2023 SKMBT_C35323113015080.pdf [NSE: writeable]
374714 2023 SEMBT_C35323113015090.pdf [NSE: writeable]
507253 2024 BT_C35324022114130.pdf [NSE: writeable]
484727 2024 SKMBT C35324022114131.pdf [NSE: writeable]
2024 BT_C35324022314470.pdf [NSE: writeable]
2024 SEMBT C35324022314471.pdf [NSE: writeable]
2024 BT_C35324022314480.pdf [NSE: writeable]
2024 SEMBT_C35324030715510.pdf [NSE: writeable]
2024 BT_C35324030715511.pdf [NSE: writeable]
2024 SKMBT _C35324030716000.pdf [NSE: writeable]
2024 SEMBT_C35324031109510.pdf [NSE: writeable]
2024 BT_C35324032515370.pdf [NSE: writeable]
2024 SKMBT C35324032715550.pdf [NSE: writeable]
2024 BT_C35324042416230.pdf [NSE: writeable]
2024 SEMBT_C35324042416231.pdf [NSE: writeable]
2024 BT _C35324042509510.pdf [NSE: writeable]
2024 SEMBT_C35324042509512.pdf [NSE: writeable]
2024 BT_C3532404 .pdf [NSE: writeable]
2024 SEMBT_C3532404 .pdf [NSE: writeable]
2024 SEMBT_C35324070408330.pdf [NSE: writeable]
2024 BT_C35324081407220.pdf [NSE: writeable]
1364554 2024 SKMBT C35324081€07360.pdf [NSE: writeable]
1490833 2024 BT_C35324081608030.pdf [NSE: writeable]
1372293 2024 SEMBT_C35324081612430.pdf [NSE: writeable]
218131 2024 BT _C35324082714050.pdf [NSE: writeable]
305741 2024 SEMBT_C35324050215250.pdf [NSE: writeable]
1043140 2024 BT_C35324091014560.pdf [NSE: writeable]
46672 2024 SKMBT C35324091015060.pdf [NSE: writeable]
31357 2024 SEMBT_C35324051115371.pdf [NSE: writeable]
321354 Sep 11 2024 BT_C35324091115 [NSE: writeable]
409652 Dec 10 2024 SEMBT C35324121015110.pdf [NSE: writeable]
330455 Dec 25 2024 BT_C35324122510010.pdf [NSE: writeable]
324766 Dec 25 2024 SEMBT_C35324122510011.pdf [NSE: writeable]
48349 Feb 20 11:52 BT_C35325022011530.pdf [NSE: writeable]
48516 Feb 20 11:52 SKMBT_ C35325022011531.pdf [NSE: writeable]
11:53 BT_C35325022011532.pdf [NSE: writeable]
11:°3 R INSEL urizeable]
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« #FJH shodan &=
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SEER:
https://github.com/mcw0/DahuaConsole

P2E R heR

248 D),

HE | =® | GM | mt | %% | BB | 52 | &8 | &5 | BX |

a1\ 2= Ao

HB,
EH 5"/

« EX:net:192.168.1.0/24

(venv) kali@kali-xé4:~/DahuaConsole$ python3 Console.py --rhost

rip --rport 37777 --auth "
[*] [Dahua Debug Consol 19-2021 bashis <mcw noemail eu>]
[*] logon type "default" with proto “"dvrip" at (NS : 37777
[+] Opening connection to (NN on port 37777: Done
[-]1 Dahua Debug Console:
Login: Success
keepAlive thread: Started
[ 1
9 since 2025-06- 156 with "Local" (Id: 17)
9 since 2025-86- :56 with "DVRIP" (Id: 18)
Remote Model: PC-NVR-V3.0, Class: PC-NVR, Time: 2025-086-
1# config Network

"params":
“table": {
"DefaultInterface": "eth@",
"Domain": "dahua",
"Hostname": "NVR",

@/hua
DHI'NVR5816:4KS2

4K |

“uLTRA[[D

H.265% (& FE1fE
NVR i85S 27 52 £ 18

"m/,

TA2E

ROG G700 EEE RHEZEA EESE =8 THEE 50700 58

Dahua XZE
ERI 4K NVR

"ethe": {
"DefaultGateway": "192.168.:
"DhcpEnable": false,
“DnsServers": [
“8.8.8.8",
"8.8.4.4"

1,

v1paddress”: (N .
"MTU": @,

"PhysicalAddress": "80: :68:18:92",
"SubnetMask": "255.255. '

$37,199

EEHES

H2a

EHEH.265+ [ H.265 / H.264+ [ H.264 | MIPEGE B ELE
TEAKBEREHRYEEA 4K HOMIZEH L
S ESEER

1 - v}

v ) TN

28 )

PE  2B+PaySER$S000:E300PF

with  [618F PITHIE] ApplRE-ZWEERFERSCISELM..
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A s A R A AT 2E
DJI CKEE)
Foscam

Hisense (&)
Huawei (Z£ &)
Hytera (EAEEE)
Insta360 (524 AllHT)
Lenovo (fi#fE &)
Meizu (EEJZE)

MI (/\>)

Nubia (%%t 5H)
OPPO

REALME (E#)
SUGAR

Tenda (f&%£)
TotoLink
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- HEEH
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BHEF (T sfim)
BREHEY © MECRIL(HES » ZCHAES - Meshairt 24

BEERES ~ HEGRIE AT - RS

s fmihisEs A~ B EEH

R

2

DJI net:192.168.0.0/16
Foscam net:192.168.0.0/16
Hisense net:192.168.0.0/16
Huawei net:192.168.0.0/16
Hytera net:192.168.0.0/16
Insta360 net:192.168.0.0/16
Lenovo net:192.168.0.0/16
Meizu net:192.168.0.0/16
xiaomi net:192.168.0.0/16
Nubia net:192.168.0.0/16
OPPO net:192.168.0.0/16
REALME net:192.168.0.0/16
SUGAR net:192.168.0.0/16
Tenda net:192.168.0.0/16
TotoLink net:192.168.0.0/16



Shodan#i= - KfEM B E@EMIoTEm (B R/%E L)
B R AR

TP-Link (1t BSEE23 Mesh YEIES 2241 k6 0 Ak R YRRV A% UIPEITLS MEENER A3 0L
ZTE (@) P& SR SUEE T 5G CPE S5 Bl zte net:192.168.0.0/16
STEARIY (Panlearn) 481 [ BERSY £ (JEBATED |OT 3365 fRrEasEE o) Panlearn net:192.168.0.0/16

« DUERBEHSE BENEIBUATERSIRER - S26E
FREMREERERR -

E

- HtMEIpEBLREERESE  RSHNERITFTERNES

Eﬁ

SELHR -
https://inforsec.nutc.edu.tw/p/404-1027-110861.php
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IP3EeR - EIREETHE ftp EREA
® EEBRBRERATEE  EENDBEEREX - HREERIPACL) -
® FERIESRESTARY - LEARERSOEE -
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> kg THEEMERI09F12518HME=E R F51090201804A5R A R E « 2211 {5 F K 1R A8 ABERR
REEMNER ( S - ERRRE) -

> kg TER112FE6 820 BB HEZF 5112100020255 & TEFR113E12831HARBEER
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https://cc.nccu.edu.tw/var/file/1/1001/img/218611848.pdf
https://cc.nccu.edu.tw/var/file/1/1001/img/315384746.pdf
https://cc.nccu.edu.tw/var/file/1/1001/img/12/630725057.pdf




