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Weak, Guessable, or Hardcoded Passwords

Use of easily bruteforced, publicly available, or unchangeable credentials, including
backdoors in firmware or client software that grants unauthorized access to deployed
systems.

|
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Insecure Network Services

Unneeded or insecure network services running on the device itself, especially those
exposed to the internet, that compromise the confidentiality, integrity/authenticity, or
availability of information or allow unauthorized remote control...

Insecure Ecosystem Interfaces

Insecure web, backend AP, cloud, or mobile interfaces in the ecosystem outside of the
device that allows compromise of the device or its related components. Common issues
include a lack of authentication/authorization, lacking or weak encryption, and a lack of
input and output filtering.

Lack of Secure Update Mechanism

Lack of ability to securely update the device. This includes lack of firmware validation on
device, lack of secure delivery (un-encrypted in transit), lack of anti-rollback mechanisms,
and lack of notifications of security changes due to updates.

-

Use of Insecure or Outdated Components
Use of deprecated or insecure software components/libraries that could allow the device to be ¢ ¥

2 2 A i ; o e
compromised. This includes insecure customization of operating system platforms, and £ f
the use of third-party software or hardware components from a compromised supply chain.

Insufficient Privacy Protection
User's personal information stored on the device or in the ecosystem that is used insecurely,
improperly, or without permission.

Insecure Data Transfer and Storage
Lack of encryption or access control of sensitive data anywhere within the ecosystem,
including at rest, in transit, or during processing.

Lack of Device Management

Lack of security support on devices deployed in production, including asset managemen
update management, secure decommissioning, systems monitoring, and response
capabilities.

Lack of Physical Hardening
Lack of physical hardening measures, allowing potential attackers to gain sensitive
information that can help in a future remote attack or take local control of the device.
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} TOP 1 : Weak, Guessable, or Hardcoded Passwords

« ERBA :
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} TOP 2 : Insecure Network Services
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CVE -
Common Vulnerabilities and Exposures

« 3B MITRE GE=R1#iE) T S E

- mi#mIRAMKCVE+2025+12345

« Known Exploited Vulnerabilities Catalog
- S ECVEMRIR
- RAEBEWEZA AN

. EEARENERER  NCEMER

. CVSS 4

NVD . B
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MITRECVE  SBREAZS
Exploit-DB =
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Nessus R TE

OpenVas


https://www.cisa.gov/known-exploited-vulnerabilities-catalog?search_api_fulltext=&field_date_added_wrapper=all&field_cve=&sort_by=field_date_added&items_per_page=20&url=
https://nvd.nist.gov/
https://cve.mitre.org/
https://www.exploit-db.com/
https://github.com/

CVSS - .
Common Vulnerability Scoring System

« CVSSV3xmEIAR :
- HAXRF 45 (Base Score)
- IQEM@mE ( Attack Vector, AV)
- WEEHE (Attack Complexity, AC)
- FTEH#ER ( Privileges Required, PR)
- {EFEGE (User Interaction, Ul)
- WEREE (HKEBMHC - TEM - OFHA)
- [FEFED (Temporal Score)
- TRIAMBHEARE WBRBHAAES
- IRIEFF(Environmental Score)

- BB TEHBRENTERE (2EEE JEREENT)

2 BiEE

0.0 378 P
0.1-3.9 1K (Low)

4.0-6.9 i (Medium)
7.0-8.9 = (Hight)
9.0-10.0 EE(Critical)

https.//nvd.nist.gov/
https://cve.mitre.org/



CVE-2024-4577 x CVSS v3.x

AKCVE-2024-4577 Detail

Description QUICKINFO
In PHP versions 8.1.* before 8.1.29, 8.2.* before 8.2.20, 8.3 before 8.3.8, when using Apache and PHP-CGI on Windows, if the system is set up to CVE Dictionary Entry:
use certain code pages, Windows may use "Best-Fit" behavior to replace characters in command line given to Win32 API functions. PHP CGI CVE-2024-4577
module may misinterpret those characters as PHP options, which may allow a malicious user to pass options to PHP binary being run, and NVD Published Date:
thus reveal the source code of scripts, run arbitrary PHP code on the server, etc. 06/09/2024
NVD Last Modified:
03/28/2025

Metrlcs CVSS Version 4.0 CVSS Version 3.x CVSS Version 2.0 Source:
PHP Group

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.

CVSS 3.x Severity and Vector Strings:

CNA: PHP Grou Base Score: JEEL:1 [« 11 Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/A:H
G p [ 9.8 crmica | JAV:N/ACEL/PRN/UEN/S:U/C:H/EH]
CVSS5 v3.1 Severity and Metrics:
Base Score: 9.8 CRITICAL
. . . Vector: AV-N/AC:L/PRN/UIN/S:U/C:H/IH/AH
References to Advisories, Solutions, and Tod .. actscore: s
By selecting these links, you will be leaving NIST webspace. We have provided these| BXPlotability Score: 3.9 have
information that would be of interest to you. No inferences should be drawn on accq from this
page. There may be other web sites that are more appropriate for your purpose. NIS Amc“mor[“,w: Network Kpressed,
. . Attack Complexity (AC): Low

or concur with the facts presented on these sites. Further, NIST does not endorse an Privileges Required (PR): None nedon
these sites. Please address comments about this page to nvd@nist.gov. User Interaction (U1): None

Scope (S): Unchanged
T ity i I
http://www.openwall.com/lists/oss-security/2024/06/07/1 Integrity (1): High

Availability (A): High

e

https://nvd.nist.gov/vuln/detail/cve-2024-4577
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https://www.youtube.com/watch?v=-3a5ruQBty0
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https://www.bbc.com/news/technology-38678466
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Scanner \
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Internet

TARGET

https://zh.wikipedia.org/wiki/Mirai_(%E6%81%B6%E6%84%8F%E8%BD%AF%E4%BB%B6)
https://www.fortinet.com/blog/threat-research/omg--mirai-based-bot-turns-iot-devices-into-
proxy-servers
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« Shodan(https://www.shodan.io/)
 Censys(https.//censys.com/)
» Fofa(https://fofa.info/)

« ZoomkEye(https://www.zoomeye.ai/)
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https://help.shodan.io/the-basics/academic-upgrade



Shodan® _EE@/E%ZX w HERIE EECES

21 FTP
28 s AR il 80
) 443
o iﬁ L .
net |\Pﬁ[§jznﬂﬁx net:123.23.1.0/24 2030 HTTP/HTTPS
pOFt IR pOI’tZ21 8443 5T 1) E/:mﬁl:llg
product fFEZRG/EEEETE product:windows 5000
52 : 5001
country  EIX country:tw
: \ e e 554 RTSP
city M city:"Taipel
org A AT org:google 22 SSH
hostname E#=1E hostname:www.edu.tw 22 TELNET
org SR RN org:google >15 LPD
httptitle  #4BNAIEEE http.title:"hacked by" SEL L
vuln RS vuln:CVE-2014-0160 e PDL
161 SNMP
1900 UPnP

https://www.shodan.io/search/examples



} SNMP(161)

ZEAEIRMNE (I Kl ~ RiRes ~ @lkes ~ EIRMESE)N
mE - BERLSHENRE  EHRTZELZEME -
- AR EFF & (community string)
« SNMPv1/v2 BE#AERMNER
« RBEHI SNMP FHURIR

I]H}T

« SnmpWalk



} UPNnP(1900)

- BAIBEIRBENA (Universal Plug and Play)
s BFREMABEREE - @A) A S A

B WRACHEARIEIR -

« ALZEHIBE)IRE % (Port Forwarding)

« UPnP 52 o] e 9hER = HY(External Exposure)
= AT R

o« HEE{EEEEFHIES]

* NMap

R RTERE

RE401H O #E4

~FH

HEX
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Shodan-#iEs#E =% (IP Cam)

e/ R#S At EA

Shodan &:835%

RTSP AR WE - FRIEIZ IR 5 A Akes _ ERVIRESIERL - RTSP port:554

UPnP BABREIAmE port:1900
SNMP BEEHEEREZIHRE port:161 "public”
http.title:printer

e FREZ R Web Ul
Web €7 H o
(I PO E © 4 BOED ) port:80 ~ port:443 - port:8080

RIZM G B SR S W2 78 TP-Link ~ D-Link

https://www.shodan.io/dashboard



%%’ﬁ% = FR T (IP Cam)

Live camera in Taipei, Taiwan, Province Of Live camera in Chiayi, Taiwan, Province Of Live camera in Taipei, Taiwan, Province Of

http://www.insecam.org/en/bycountry/TW/



B/ 7R B iR (IP Cam)

Hi&$m

@SpotCan  sewe. =mms BrEs 5 »EAIS £R W ER

Prattsburgh 1

—n—EPRIEEAE -
73€$kﬁ—‘53potCam °

- #BIET—2 SpotCam - EEMARERTE?

- E&J SpotCam EETZ 083 Wifi 885 ?

- RENERTATELE Email SEPRIISERS ?
https://www.myspotcam.com/tc/onair?category=Destinations

HOMEESEZEH#ELZELS  OSJP oota small junp park




IP Cam
EZF

« Web Ul 2t iR1m 7 Y 0] & 18 TR IR 2 B HE IR &2 &
« KRIEFRIFNES RIT

« BERINE

- iZEE 4IRS (Botnet)
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Shodan-E[JZ=# (Printer)

=

e/ R#S At EA

Shodan &383E;

JetDirect HP FENFR fE BRIENZR B i E port:9100
(Internet PriInPtIiJng Protocol) ROMRRER - BB 5E port:631 ipp
LPD e =h A el X
(Line Printer Daemon) BT R AT port:515
UPnP BABREIAmE port:1900
SNMP FARENZREARREEL 1R - RZBENFRETAR AR port:161 "public”
Web &8} & EDET%%E%EQJEH Web Ul http.title:printer
(#8F7 port 80 - 443 - 8080 ) port:80 - port:443 - port:8080
RIBRR S B IR S

4N : Kyocera ~ HP ~ Canon ~ Epson Kyocera ~ HP ~ Canon - Epson

https://www.shodan.io/dashboard



_Printer
BSZEE

» Web Ul 8kiEInzH 0] & @ TR IRE SV EIRE &
o RINEH A B AR 75
« BEISIEN(9100 JetDirect)

o« HUSENZRFERREAE R B (161 SNMP)
s RIEHBF 52 TRE
o HIZRMEIRHE1E 2R N0 2 Bl PRI 7Z HY
 SEEEA I (Botnet)




==

Yy mFrrnnl=ax L7 % 1

u F"|‘1Dt
IEIP"'IDt

| sched

I
[m=] Vided

Process
| photo.scr (2440)

Process Mame
| photo.scr
| photo.scr
| photo.ser
| photo.ser
| photo.scr
| photo.scr
| photo.scr
| photo.scr
| photo.scr
| photo.ser
| photo.scr

| photo.scr

Process [D
2440
2440
2440
2440
2440
2440
2440
2440
2440
2440
2440
2440

Protocol

TCPR
TCP
TCP
TCR
TCP
TCP
TCP
TCP
TCP
TCR
TCP
TCP

D

Local Port Local Address
32800 192 168 44 60
32801 192 168 44 60
22802 192.168.44 60
22803 192.168.44 60
52804 192.168.44 60
52805 192.168.44 60
32806 192 168 44 60
32807 192 168 44 60
32808 192 168.44 60
22809 192.168.44 60
32810 192.168.44 60
52811 192.168.44 60
Image Path

Remote Port
21
21
21
21
21
21
21
21
21
21
21
21

D\Photo\photo\photo scr
. CAWIindows\System32\cmd.exe
CAUsers\test3\appData'Local\Temph,...
. CAWindows\System32\cmd.exe
. CAWindows\System32\cmd.exe
CAWindows\system32\reg.exe
. CAWIindows\System32\cmd.exe
CAWind u:rws"-.,syrstem 3 2\xcopy.exe

) photo.scr 52829 19216844 60 21
) photo.ser 2440 TCP 52831 192.168 .44 60 21
| photo.ser 2440 TCP 22832 192.168.44.60 21
| photo.ser 2440 TCP 22833 192.168.44.60 21
| photo.scr 2440 TCP 52834 192.168.44.60 21
| photo.scr 2440 TCP 52835 192.168.44.60 21
) photo.scr 2440 TCP 52837 192.168 44 60 21
) photo.scr 2440 TCP 52838 192168 44 60 21
| photo.ser 2440 TCP 22839 192.168.44.60 21
| photo.ser 2440 TCR 22840 192.168.44.60 21
| photo.scr 2440 TCP 52842 192.168.44.60 21

Remote Address

199.207.218.8
451952188
1311242188
186.137.218.8
32.153.21838
221158
216.221 207 8
7322108
115152108
187.26.62.8
180.159.62.8
174 28.58.8

172.200.156.8
05.149.214 8
11.159.201.8
156.159.192.8
122131918
76.140.77.8
125230678
152199218
137.227.5.8
48.90.238.8
203255838

State

Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-5Sent
Syn-Sent
Syn-Sent
Syn-Sent

Life Time

U
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent
Syn-Sent

Process Path

DA\Photo'photo\photo_scr
DA\Photo'photo\photo_scr
D:\Photo'photot\photo.scr
D:\Photo'photot\photo.scr
D:4\Photo'phototphoto.scr
D:4\Photo'photolphoto.scr
DA\Photo'photo\photo_scr
DA\Photo'photo\photo_scr
DA\Photo'photophoto.scr
D:\Photo'photot\photo.scr
DA\Photo'photolphoto.scr
D:4\Photo'photolphoto.scr

Added On

2017/8/23 £ 10:50:04
2017/8/23 % 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 % 10:50:04
2017/8/23 £% 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04
201?;3;23 J:ﬁF 10:50:04

Command

_ "DM\Photo'\photo\photo scr” /S

"CAWIiIndows\System32\cmd.exe" /c start
CAUsers\test3\appData'Local\Temp\NsCE
"CAWindows\System32\cmd.exe"” /c (echc
"CAWindows\System32\cmd.exe" /fc reg a
reg add "HKCU\SOFTWARE\Microsoft\Wir
"CAWIndows\System32\cmd.exe" /c for %

xcopy [y

[ L T

DA\Photo'photo\photo_scr
DA\Photo'photo\photo.scr
D:\Photo'photot\photo.scr
D:Photo'photot\photo.scr
D:4\Photo'phototphoto.scr
DA\Photo'phaoto\photo.scr
DA\Photo'photo\photo_scr
DA\Photo'photo\photo_scr
D:\Photo'photot\photo.scr
D:\Photo'photot\photo.scr
D:4\Photo'phototphoto.scr

—— oy —— '

2017/8/23 £ 10:50:04
2017/8/23 £% 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 % 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04
2017/8/23 £ 10:50:04

"D:A\Photo'\photo\photo.scr” A2\

https://portal.cert.tanet.edu.tw/docs/pdf/2017092901

D9555585771228906051.pdf
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-... SHODAN Explore p— R z — Account
| (@ FTP Utility Settings X

)
rs FTP Utility Version.1.0
o TGP Port 21

169 it
SIS Root Folder: |C¥sers¥Documents Browse..

Quick "'n Easy fipd FTP User

Microsoft ftpd

oroF TPD ?{}5 [V Anonymous

Synology DiskStation NAS ft USBYI I.ar'u]r‘l'-.f MOLS
— BT ULt
Settings

Password: | AR AR AR

Cancel

port:21 net:140.x.x.0/16 https://www.shodan.io/

https://www.cc.ntu.edu.tw/chinese/epaper/home/
20210620_005705.html
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https://shadowmaster98.medium.com/printer-
hacking-101-b4faf4f3fcdc
https://www.ithome.com.tw/news/127458
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loTH# =52
Shodan-NAS(Network Attached Storage)

e i G |Shodmmsm

PN NAS Web Ul http.title:nas sk http.title:"Web File
(e (HTTP/HTTPS) Manager”
FTP NAS RIFFTP @&H 75 E port:21 ftp nas
W|ndOWS iﬂf‘tﬂ/\? o
Ll 40 : Synology/QNAP SOREE
B it 177 ==
AFP f‘%%el\ﬁggﬁmm = port:548
SSH BN HEINEREE port:22 "nas"
UPnP NAS:& R k5 18 Bl A 1 port:1900
Telnet E ™ NAS KIRER Telneti@:f i E port:23 "nas"
http.title: “Synology
RIE R R EA B SR == Synology * QNAP - ASUSTOR - Netgear DiskStation”

product:"Synology"

https://www.shodan.io/dashboard



NAS(Network Attached Storage)
B2

« Web Ul ZRINE L 2GR &

FTP/SMB &5 A Ba 55

Telnet/SSH ARMBEEBFERMRE (W admin/admin )
RE)RMIRAENERE  SSWETHNE

(#0: QNAP B RmEEIE )

« SEEEA I (Botnet)
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WARNING: Your files have been locked by DEANBOLY
> What happened?

All your files have been encrypted. This includes (but is not limited to) Photos,
Documents and Spreadsheets.

This is not a personal attack. You have been targeted because of the inadequate
security provided by your product vendor (QNAP).

> What now?

You can make a payment of (exactly) 0.050000 bitcoin to the following addre
belgl 9crmOkhyuwkry2uf2ckijkf49gabag0ieBgbav

Once the payment has been made we'll follow up with a transaction to the same
address, this transac i i = the decryption key as part of the
transaction details. [more in n..]J

You can enter the decryption key below to start the decryption process and get
access to all your files again.

?, Enter your key here..

Decrypt Files




Nmap scan report for uJlNNNNNNEE .-du.ctv (140 D

Host is up (0.0025s latency).

PORT STATE SERVICE

21/ccp open frp

| ftp-anon: Anonymous FIP login allowed

|_Can't get directory listing: PASV IP 192.168.187.23. 1s not the same as 140 . NNGcNzN

Nmap scan report for ftp.ntu.edu.tw [J.":I:r._

Host is up (0.0030s latency).

PORT STATE SERVICE
21/tcp open ftp

| fcp=anon: Anonymous FIF login allowed(FTF code 230)
|_Can't get directory listing: PASV IP I5J.1e5.110.102 is not the same as 140._
Nmap scan report for l-!l:l._

Host is up (0.0030s latency).

PORT STATE SERVICE
21/ccp open frp
| ftp-anon: Anonymous FIP login allowed

| —IWXIWXIWX 1 SYSTEM SYSTEM gled¥9) Sep 2016 1050922\ XASt\XBO\XCE\xB7 |\ xC4\xB3\xC4\ xB3\xB5{ .pdf [NSE: writeable]
| =EWXIWXIWX l alicelin alicelin 13536667 May 12 11:47 3.pdf [N5SE: writeable]

| =EWwXIWKIWX 1 SYSTEM SYSTEM 1613258 Ocr 18 2013 SCAN20131018163139.pdf [HSE: writeable]
| =EWXIWXIWX 1l SYSTEM SYSTEM 236733 Nov 13 2013 SCAN20131113101833.pdf [NSE: writeable)
| ~IWXIWXIWX 1l SYSTEM SYSTEM 2496573 NHov 13 2013 SCANZ20131113101%00.pdf [HSE: writeable]
| —IWRIWREWX 1 SYSTEM SYSTEM 236733 Mov 13 2013 SCAN20131113101920.pdf [NSE: writeable]
| —IWXIWXIWX 1 SYSTEM SYSTEM 462686 Nov 13 2013 SCAN20131113101954.pdf [NSE: writeable]
| =—rWXIWXIWX 1 SYSTEM SYSTEM 730272 Nov 13 2013 SCAN20131113102043.pdf [HSE: writeable]
| =—IWXIWXIWX 1 SYSTEM SYSTEM 329566 Mov 13 2013 SCAN20131113102137.pdf [NSE: writeable]
| =IWXIWXIwWX 1l SYSTEM SYSTEM 175293 Nov 13 2013 SCAN20131113102632.pdf [NSE: writeable]
| ~IWXIWXIWX 1l SYSTEM SYSTEM 1192419 Nov 13 2013 SCANZ20131113102658.pdf [NSE: writeable]
| —IWXIWXIWX 1 S5YSTEM SYSTEM 1018339 Nov 13 2013 SCAN20131113102814.pdf [HNSE: writeable]
| =rWXIWXIwWX 1 SYSTEM SYSTEM 635745 Nov 15 2013 SCAN201311151814l14.pdf [NSE: writeable]
| =—IWXIWXIWX 1 SYSTEM SYSTEM 1470245 Nov 19 2013 SCAN20131119115314.pdf [NSE: writeable]
| —IWXIWXIWX 1l SYSTEM SYSTEM 175293 Dec 20 2013 SCAN20131220151442.pdf [HNSE: writeable]
| =EWXIWXIWX 1l SYSTEM SYSTEM 267454 Dec 30 2013 SCAN20131230165836.pdf [NSE: writeable]
| —IWXIWXIWX 1 SYSTEM SYSTEM 226494 Dec 30 2013 SCAN20131230165902.pdf [NSE: writeable]
| =EIWXIWXIWX 1 S5YSTEM SYSTEM 267455 Dec 30 2013 SCAN20131230175645.pdf [WNSE: writeable]
| =EWXIWKIWX 1 SYSTEM SYSTEM 134333 May 02 2014 SCAN20140502120926.pdf [NSE: writeable]
| —EWXIWXIWX 1 SYSTEM SYSTEM 720032 May 02 2014 SCAN20140502123746.pdf [NSE: writeable]
| ~IWXIWXIWX 1l SYSTEM SYSTEM 1470245 May 16 2014 SCANZ20140516l1l4l16249.pdf [NSE: writeable]
| —ZWRIWREWX 1 SYSTEM SYSTEM 360286 May 16 2014 S5CAN20140516154547.pdf [MNSE: writeable]
| —IWXIWXIWK 1 SYSTEM SYSTEM 216253 May lé 2014 SCAN2014051€160020.pdf [NSE: writeable]
| —EWXIWXIWX 1 SYSTEM SYSTEM 216253 May 1lé 2014 SCAN2014051€6160047.pdf [NSE: writeable]
| =—IWXIWXIWX 1 SYSTEM SYSTEM 216253 May 16 2014 SCAN20140516160102.pdf [NSE: writeable]

A e — A e ERE N e ol . T e e R T - T T - B - - N O N ek = TR T 1

nmap.org/
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Shodan-Wireless AP
154 2/ IR 7

weowmiE AU ip s pon
SSH 7= I 17 BY port:22

Telnet Telneti@zl 1 E port:23

SNMP &58 SSID ~ MAC -~ #%Z8Y port:161 snmp

UPnP sE AR bEERI A Port:1900
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