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Stub Resolver
(All Forward)

) Recursive
Recursive (Forward)

D ]
2 l 11

User Client

v Stub
Initial Requestor BaCEE

DNS Query: (systemd-resolved)
www.ntu.edu.tw

XHHR Linux #FPTEREEA Stub Resolver -
HHY: $#2£t DNS Cache IffE Authoritative Server
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+ ¥ @ [EF%: DNS Sinkhole
+ DNS Authoritative Server: i f# and » f#
+ B % 3K & [L3g or Redirect
+ Local Hosts File
DNS Resolver: DNS RPZ
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W/O Sinkhole

DNS Sinkhole

F (F 3 5

Sinkhole

DNS é_'érver

connection

Where is
maliciousurl.domain?

maliciousurl.domai
=1.1.1.1

maliciousurl.domain
1.1.1.1

x
<
2.2.2.2
S |
S
DNS S-"erver

Sinkhole
22272

Where is
maliciousurl.domain?

maliciousurl.domain

=2l
2222

maliciousurl.domain
1.1.1.1

8

%%ﬁp?glwww.enisa.europa.eu/topics/incident-response/gIossary/dns-sinkhole
R
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DNS Sinkhole

+ Protect users by intercepting DNS request
attempting to connect to known malicious
domains.

+ P 7 Return NXDOMAIN or False IP
« 1EJE:
+ DNS Authoritative Server: &+ {# and * f#%

x+ 7% X % 35 or Redirect

* Local Hosts File

Linux: /etc/hosts
Windows: C:\Windows\System32\drivers\etc\hosts

+ DNS Resolver: DNS Firewalls ~ DNS RPZ
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DNS Sinkhole
use DNS Authoritative Server
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DNS Authoritative Server

+ 70 % : Botnets have been compromised by
Up-level domain.

1:2022F 4" 7P

« Mc#id& ¢ 7 %% % Fancy Bear (7 f APT28 -
Strontium ) * Mrc#HE oy BRE > T
o e a4 e Sinkhole

x BPFE R GOFRE Y 0 BT R
v ek Ukrnet * = 7 £ » ZF & g4 o

+ Ref. https://www.ithome.com.tw/news/150323
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DNS Authoritative Server

¥ X 5]2:2022F 4" 22F
« Mot = ¥ 3% ¥ ZLoader 7 k= fe B AT iF 400 13 4
BB ARERL A
x« ZLoader £ & P35~ A1 b i 2 - 0 A7

* Ref.

https://technews.tw/2022/04/22/microsoft-
successfully-takes-over-zloader-botnet/
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DNS Authoritative Server

e

+ 2 3: https://avcheck.net/

<« C @ (2; https://avcheck.net} @ Google BBHEE ﬁ) p B O} @

This domain has been seized in accordance with a seizure warrant issued in the United States
District Court for the Southern District of Texas as part of a coordinated law enforcement
operation and action by:

The United States Attorney’s Office for the Southern District of Texas and the District of New
Jersey, the Federal Bureau of Investigation, the Dutch National Police, the Dutch National
Public Prosecution Office, the United States Secret Service and the Finnish Police.

¥ 2025-06-02 F% &3 B FAZ L Kt 3 il
AVCheck

+ Ref. https://www.ithome.com.tw/news/169290
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ho e e fenk @ 5 A DNS Sinkhole ?
(Identify Comprom1sed Hosts)

+ > ;=1:Domain i+ f%
« http://4at/ > P % & 1 sinkholed by xxxx

x+ = ;#2: IPaddr ¥ f2(PTR)
« 113 Sinkhole % g
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= ;=1 :Domain * %
+ P % &1 sinkholed by xxxx
+ % b): WannaCry #* 2 :)?ai F it e H

https://www.iugerfsodpgifjaposdfjhgosurijfaewrwergwea.com
https://iugerfsodpoifjaposdfjhgosurijfaewrwergwea.com

2% iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

SINKHOLED!

This domain has been sinkholed by Kryptos Logic.
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WannaCry ¥ % 5 & & iTH& 4
+ https://applealmond.com/posts/5224

MERSEFLEIEEL ? WannaCry 2.0
hRFEDL - BLEE i AR EERR

MAERE REEETSH WannaCry B1E RS » #H—B{E® MalwareTech NEZ 5 A B3IR
WannaCry E3FE 6 — B R MAY4E 18558 : juqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com 1E
RAEBZEEEMNKE  REZFAEAFE  HEnEEER - ALERIRE ABER ML
. BASMIE IE T WannaCry BUIEAL -
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= ;=1 :Domain i j#

+ Snort Rules 3 # p % 413 “sinkhole” i 4 %
alert tcp $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET any (msg:"INDICATOR-
COMPROMISE Connection to malware sinkhole - CERT.PL"; flow:to_client,established;

content:"Content-Length: 24|oD 0A|"; http_header; content:"Sinkholed by
CERT.PL<br>";

alert tcp $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET any (msg:"INDICATOR-
COMPROMISE connection to zeus malware sinkhole"; flow:to_client,established;
content:"X-Sinkhole|3A| Malware GameOverZeus sinkhole";

alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg:"MALWARE-OTHER

connection to malware sinkhole"; flow:to_client,established; isdataat:21; isdataat:!22;
content:"Sinkholed by abuse.ch|oA[";

alert tcp $SEXTERNAL_NET any -> $HOME_NET any (msg:"MALWARE-OTHER
Sinkhole reply - irc-sinkhole.cert.pl"; flow:to_client,established;
content:"|3A|irc|2D|sinkhole|2E|cert|2E|pl";

alert tcp $SEXTERNAL_NET $HTTP_PORTS -> $HOME_NET any (msg:"MALWARE-
OTHER connection to malware sinkhole"; flow:to_client,established; content:"X-
Sinkhole|3A| Malware";

alert tcp $SEXTERNAL_NET $HTTP_PORTS -> $HOME_NET any (msg:"MALWARE-
OTHER connection to malware sinkhole"; flow:to_client,established;
content:"malware-sinkhole|oD oA|";

Y 2l : NTU



= ;; 2: IP addr # f#(PTR)
41 38, Sinkhole % ¥

+ = &]: ET TROJAN Ransom.Win32.Birele.gsg
x FRFLTRRL 2P RAELAS A TITE

+ https://www.sharecourse.net/sharecourse/upload/assign/51/submit/fid72
b4of5527b1f2a46eba2788115¢6.pdf

+ & & %4 :mkkueigdsz.com

+ DNS 1 % [P:166.78.144.80

*+ 166.78.144.80 » f#(PTR) :
C:\> nslookup 166.78.144.80

Z #: sorsnkhole.mal-ware.susp-nded.domain
Address: 166.78.144.80

+ #1 “L:sinkhole domain name & i+ % IP & & 45| 3 &
x C:\Users\user>nslookup so1.snkhole.mal-ware.susp-nded.domain
+ 1% # ¥ so1.snkhole.mal-ware.susp-nded.domain: Non-existent domain

%&%ﬁ Y- 20 NTU
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2 2: 1P addr » f(PTR)
11 IR sinkhole % ¥
i % AR R B AR 44T IF R

* ‘%“"j“‘ S e

Standard query 0x340a A mkkueidkdsz.com

102 47.3791150192.168.113.2 192.168.113.128 DNS 91 standard query response 0x340a A 166.78.144.80

103 47.3805360192.168,113.128 166, 78.144 . 80 TCP 62 interhdl-elmd > hrtp [s¥N] seq=0 win=64240 Len=0 MS5=1460 SACK_PERM=1
104 47.3805450 166, 78.144. 80 162.168.113.128 TCP 60 http > interhdl-elmd [S¥N, ACK] Seq=0 Ack=1 win=64240 Len=0 MS5=1460
105 47.3800470192.168.113.128 166.78.144.80 TCP 54 interhdl-elmd > http [ACK] Seq=l Ack=1 win=64240 Len=0

106 47.3811850192.168.113.128 166.78.144 .80 HTTP 245 GET /6837411 htm]l HTTRP/1.1

107 47.3814540 166.78.144. 80 192.168.113.128 TCP 60 http > interhdl-elmd [ACK] Seg=1 Ack=192 win=64240 Len=0

%@ 4 ER % netstat
BeE

icrosoft Windows XP [} r 1 5.1.2600) -
(C> Copyright 1985-2881 Hlt:rw:lli'l. Lorp.

:\Documents and Settings“\Administrator?netstat

ctive Connections

Proto Local Address Foreign Address State
ICP user—7be8d1799b:1422 s#l .sinkhole .malware.suspended.domain:http ESTI
SLISHED



% ;%2:[Paddr * #2(PTR)
41 33 sinkhole % ®

P .
*0‘3313.

v 0% $eh il IP i 7 DNS & 215405 2.7 3
sinkhole = ¢
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DNS Sinkhole
7 € K % I35 or Redirect
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I e
Cisco IPS

+ DNS Query a5 ¢ w2 B2 L H
+ Snort Rule

+ alert udp sSHOME_NET any -> any 53 (msg:"INDICATOR-
COMPROMISE DNS request for known malware sinkhole
domain iugerfsodpoifjaposdfjhgosurijfaewrwergwea.com -
WannaCry'; flow:to_server; byte_test:1,!&,0xF8,2;
content:"|29|iugerfsodpgifjaposdfjhgosurijfaewrwergwea|o3
|com|oo0

+ alert udp $SEXTERNAL_NET 53 -> $sHOME_NET any
(msg:"INDICATOR-COMPROMISE DNS response points to
sink%loled domain"; flow:to_client,established; content:"|oo
02 oo o1|"; content:"honeybot|o2|us";

+ alert udp sHOME_NET any -> any 53 (msg:“MALWARE-
CNC Torpig bot sinkhole server DNS lookup”; flow:to_server;
bz‘)ce_testzl, 1&,0xF8,2; content:“torpig-sinkhole|o3|org”; (¥ &
.
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E R
torpig-sinkhole.org = DNS Sinkhole ?
+ https://otx.alienvault.com/indicator/domain/t

orpig-sinkhole.org

+ https://www.virustotal.com/gui/domain/torpig
-sinkhole.org

+ https://www.virustotal.com/gui/domain/mx2.t
orpig-sinkhole.org
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B % %X % Redirect
PaloAlto i# * CNAME

+ = »)1: nslookup dgs.ltedu.com.tw
ALY F
# #: sinkhole.paloaltonetworks.com
Address: 72.5.65.11
Aliases: dgs.ltedu.com.tw
x+ PA #-2% Domain 7| » spyware = %° % 4|

x X b]2:2024isme.skyces.org

Non-authoritative answer:
20241sme. skyces. org canonical name = sinkhole. paloal tonetworks. com.

Name : sinkhole. paloal tonetworks. com
Address: 72.5.65.111




B % %X % Redirect
With Secure { :z DNS query 2 %

*+ 2024isme.skyces.org

A FEAE LR

http://2024isme.skyces.org/|
WithSecure™ Client Security Premium B HEENE S TEE , - B2
EARE R AR -

THEBERET
TERLEREERF

+ With Secure: EDR Solution

+ https://www.withsecure.com/en/home
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DNS Sinkhole
use Local Hosts File
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[Local Hosts File

+ Steven Black
+ https://github.com/StevenBlack/hosts
« T {48 E &> Local Hosts File

Linux: /etc/hosts

Unified hosts file with base extensions

Windows: C:\Windows\System32\drivers\etc\hosts

. #=====================================
Host file recipe Readme Raw Umq"_'le # Title: Hests contributed by Steven BElack
hosts domains # http://stevenblack. com

Unified hosts = (adware + malware) Readme link 165,872 0.0.0.0 ad-assets.futurecdn.net

. ) 0.0.0.0 ck.getcookiestxt. com
Unified hosts + fakenews Readme link 168,066 0.0.0.0 gul.clevertap-prod. com

] 0.0.0.0 wizhumpgyros. com

fakenews Readme link 2,194 0.0.0.0 coccyswickimp.com

. . ) 0.0.0.0 webmail-who-int. 000webhostapp. com
Unified hosts + gambling Readme link 172,368 0.0.0.0 Ol0sec.com

. . 0.0.0.0 Dlm=pmdSyvalkys. com

gambling Readme link 6,508 0.0.0.0 Obyv9mgbnl.con

. . 0.0.0.0 n=s.0pendns.oryg
Unified hosts + porn Readme link 240,534 0.0.0.0 dn=.0pengl.com

. 0.0.0.0 12724, xv=

porn Readme link 75,364 0.0.0.0 21736.xyz

. . . 0.0.0.0 www.analytics.24Ysports. com
Unified hosts + sodal Readme link 169,060 0.0.0.0 Zno.co

. . 0.0.0.0 www.Z2no.co U
sodal Readme link 3,217 0.0.0.0 logitechlogitechglobal.llZ.2e7.net

—
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x %~ 7 DNS Query Log &_% J1IR*"DNS 2 %
H

CFEAETRE
+ Open Threat Intelligence Community

+ https://otx.alienvault.com/
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DNS Sinkhole ?

x 4% &|: Domain Name (FQDN)
+ iuqgerfsodpgifjaposdfjhgosurijfaewrwergwea.com

+ https://otx.alienvault.com/indicator/domain/iuqgerfsodpgifjaposdf
jhgosurijfaewrwergwea.com

DOMAIN

iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com \ AddtaPulse 4 ‘

Pulses Passive DNS URLs Files

5 57 0 0

Analysis Overview

Verdict Indicator Facts OTX telemetry in last 7 days

4 malicious files communicating

Related URLs found in Alien Labs pulses

Location &= United States Historical OTX telemetry  Open directory

IP Address 104.16.17/3.80, 1041724451

ASN AC13335 cloudflare Running webserver 12 subdomains

[Domain has its own nameserver Resclvesto 2 IPs
Nameservers nsliugerfsodpSifiaposdfihgosurijffaewrwergwea.com,

. o ) . Antivirus Detections  Backdoorwin32/FynloskiPAIMTE,
ns2iugerfscdpoifiapesdfihgosurijffaewrwergwea.com.

A |
More Wormwin3z/MofksysRIMTE
AV Detection Rati 4/6
WHOIS Registrar: NAMECHEAP INC, Creation Date: May 12, 2017 etection Ratlo /
A im = = = w
ZE‘ Related Pulses Alien Labs Pulses (1), OTX User-Created Pulses {4) Certificate Issuer C=Us, O=Cloudflare, Inc, CN=Cloudflare Inc ECC CA-3

P TN T T S TR T Pl N PR [ I~ [ |
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DNS Sinkhole ?
x #= &|: Domain Name (FQDN)

+ torpig-sinkhole.org

+ https://otx.alienvault.com/indicator/domain/torpig-

DOMAIN

torpig-sinkhole.org ‘ AddtoPulse 4 ‘

Pulses Passive DNS URLs Files

1 199 0 0

Analysis Overview

Verdict Sinkhcle Indicator Facts DGA domain f Demainis a sinkhole
Domain is sinkholed B Blocked by Quads
IP Address 8710618122
Historical OTX telemetry Running webserver
Location [ Germany 58 subdomains  Domain hasits own nameserver
ASN ASB560 181ion0s se Certificate Issuer SELF-ISSUED
Nameservers ns2torpig-sinkhole.org, nsitorpig-sinkhole.org. Certificate Subject CN=localhost
e Reqgistrar: 1% 1Internet AG, Creation Date: External Resources Whois, Urlvoid, VirusTotal
Feb 19,2000
Related Pulses OTX User-Created Pulses {1}
Related Tags 8 Related Tags
malware, infe, pups, phishing sites, am cst More

e
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hofe i & gept e 5 E
DNS Sinkhole ?

x 4% &|: Domain Name (FQDN)
+ honeybot.us
+ https://otx.alienvault.com/indicator/domain/honeybot.us

DOMAIN

honeybot.us ‘ Add toPulse + ‘

Pulses Passive DNS URLs Files

0 57 0 0

Analysis Overview

Verdict [ Suspicious | Indicator Facts 5l [ole Gl nyA@IIEIEN Historical OTX telemetry
Running webserver 3 subdomains
IP Address 208100.26.234
. o Certificate Issuer C=US, O=Let's Encrypt, CN=R3
Location E=| United States
Certificate Subject CHN=mmmmm.pw
ASN AS32748 steadfast
External Resources Whois, Urlvoid, VirusTotal
Nameservers dnslregistrar-servers.com,

dns2registrar-servers.com.

Registrar; NAMECHEAP, INC,, Creation Date:
Oct 1, 2015

WHOIS

Related Pulses None
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DNS Sinkhole ?

2 %@ 3] 1P
* 166.78.144.80

+ https://otx.alienvault.com/indicator/ip/166.78.144.80

1Py

166.78.144.80 \E\

E 500+ 7 0

Analysis Overview

Verdict Sinkhcle Indicator Facts SINGEEET S | Historical OTX telemetry
o ) & dynamic DNS domains
Classification Datacenter / Hosting / YPS
1demains resclved in last 7 days
Reverse DNS s01snkholemal-ware.susp-nded.demain 1domains resclved in last 20 days
500+ d i fved in all ti
Location =5 |United States of America omeins resclved in allme
22 top-level domains
ASN AS33070 rackspace hosting
External Resources Whais, VirusTotal
DNS Resolutions 500+ Domains

Top Level Domains 22 Unique TLDs
Related Pulses OTX User-Created Pulses {1)

Related Tags 5 Related Tags
MNextray, cyber security, ioc, phishing, malicicus
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DNS Sinkhole
use DNS Resolver
(DNS Firewalls ~ DNS RPZ)
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~ %

+ 18 %L DNS Sinkhole %%

+ ¥ & FT R % ¥ Response Policy Zone (RPZ)
«» RPZ 3.5 BifF & b

+ RPZ 2 /1 §

+ RPZ Z_% &2 DNSSEC f#=% ?

+ RPZ Redirect to ¥ £ F & < HSTS "4

%;% & ,g, 37



# ¢ DNS Sinkhole i% /£

% 3% RPZ 2 % % > 2
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@ ¥t DNS Sinkhole %%
(# L3 RPZ 2. 57 % 3 %)

+ 2 EHEEZ FQDN & = ¥ jphenZone » ¥ = * — B Zone File.
+ BIND
+ named.conf
zone "onedrive.hayraet.com" IN { type master; file "redirect.nowhere"; };
zone "cathaylife.garfeas.com” IN { type master; file "redirect.nowhere"; };

zone "ntu-web.weebly.com." IN { type master; file "redirect.nowhere"; };
zone "eud.tw." IN { type master; file “redirect.nowhere"; };

|

+ Zone File: redirect.nowhere

@ 1D IN SOA localhost root ( 20210830 3H 15M 1W 1D)
IDINNS @
5 INA 192.168.1.1

%‘@ . ;g, 39



Windows DNS 2. %

+ 3% 3 FQDN

2 DNS Manager

|

=2+ ¥ hen Zone

Fila  Action View Help

# || Cached Lookups
= I Forward Lookup Zune-sl

+ [+ 2 [H

W "-"ilj oy

WL g0 b

] i 0N .
S e
= || g o

¥ ¥, xigoy  bw

+] || xigow bw

i xigow . Ew

F & Reverse Lookup Zones
Conditional Forwarders
+ | Global Logs

‘—l (came as parent Falder)

T YR 3 Belad
i, DNS Mame | Tvpe
El @ AD | (same as parent folder) Start of Aukharity (SOA)

MName Sarver (N5)

+ Ref. https://hackmd.io/@farmer87/infoblox_local_rpz_rules

Y 2l
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Response Policy Zone (RPZ)
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RIPz

RPZ master Recursive resolver

7
Zone transfer
update

Query bad Modiffied
host response

Root DNS




RPZ

+ W BT % ¥ (Response Policy Zone, RPZ)
+ DNS Resolver #& &7 5y > » ¥ fiL 5 DNSE X 4%
+ Support

+ BIND v9.8+ support up to 64 Response Policy Zones

+ https://bindg.readthedocs.io/en/latest/chapter6.html#dns-
firewalls-and-response-policy-zones

+ Unbound

+ https://unbound.docs.nlnetlabs.nl/en/latest/topics/filtering/r
pz.html

+ PowerDNS Recursor v4+
+ Not Support
+ Windows DNS Server

Y 2l : NTU



RPZ z_ 34|23 % * 3 =

« &% K00 DNSSpoof > A% { R 5392 %
« A3 DNSSEC Chain of Trust 5 = 7 #

«+ #23 =& 2 HTTPS 1§53 > Redirect to 84 F o ¢ &
T A& D
x 7 R exts for HSTS 34 » #-&;2 Redirectto 2 F w

« 12 * Zone Transfer = ;' ¥ ﬁ;;‘] RPZ Zone File

¥ B RAIFE Y @ PG J?iﬁ;f‘] » ¥ 5% 38 % Man-in-the-
Middle ¥ R % 2 # .

LA o L ¥ st BT
+ 520%:@mE >~# * Windows DNS Server > ® 7
< # RPZ.

)f;\%ﬁ pY- 44 NTU



s SN |
.3 RPZ B & b
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TWNIC RPZ

+ https://rpz.twnic.tw/

« 1@ * > \:DNS Zone Transfer

x A:Bhider B $4cF|3F 5 RPZFHE B 02

B %% DNS RPZ 4

TWNIC 5§ 4% 2E A% A7 Z 48 3% #% N\ RPZ DNS 7%,

# Bl A £ B NE1S K ADNS JHE

2 B4 —4F LAY

TWNIC
TWCERT/CC______ - P

Fm#wx G TS }
\ .
f \% 2

Master
RPZ DNS

~ ~
AXFR IXFR \\\

query

TWNIC RPZ DNS * #

recursive

DNS

Upstream

S il master to slave
~~~~~~ Epgrades
A _ \\\A _SSee >
Recursive Recursive Recursive
Resolver Resolver Resolver
2nd RPZDNS| |2nd RPZDNS| |2nd RPZ DNS
E15 X ERPZDNSHEE 144
modified g N
response

Taiwan RPZ Trusted Network

NTU



TWNIC RPZ # ¥ % 6|

rpztw. 300 IN SOA localhost. This.is.an.infringing.website.rpztw. 1740707761 60

60 86400 60

rpztw.
tw21.joom.ac.rpztw.
*.tw21l.joom.ac.rpztw.

tw22.joom.ac.rpztw.

*.tw22.joom.ac.rpztw.

tw23.joom.ac.rpztw.

*.tw23.joom.ac.rpztw.

PR

300 IN NS localhost.

300 IN A 34.102.218.71
300 IN A 34.102.218.71
300 IN A 34.102.218.71
300 IN A 34.102.218.71
300 IN A 34.102.218.71
300 IN A 34.102.218.71

47



= % f RPZ

* 8 F 35\

x & * Web URL #fe Token ID T~ 3

+ https://ironcloak.nics.nat.gov.tw/api/get_linux_blacklist_dn/<Token-ID>
* % BE

* 7 p &k T Cron Job 4 st p#T zi‘ RPZ Zone File

+ Zone File % i

$TTL 30

@ SOA rpz.nics.nat.gov.tw. hostmaster.nics.nat.gov.tw. 2024091815 300 1800 604800 30
NS localhost.

360photo.oss-cn-hongkong.aliyuncs.com CNAME .

ab27.ciscosrv.com CNAME .
administrators.ga CNAME .
adobe-flash-player.live CNAME .
amazon.panasocin.com CNAME .
ap21.ilvsmail.com CNAME .

ap97.cksogo.com CNAME .

%;\% L ig, 48



options {
response-policy {
zone "Tpztw';
zone 'rpzmoe’;
b
i’
zone "rpztw" {
type slave;
file "rpztw";
masters {
140.111.12.87;
I§
allow-query {
localhost;
I§
b

PR

75 % RPZ
BIND Config

zone "rpzmoe” {
type slave;
file "rpzmoe";
masters {
140.111.12.87;
I§
allow-query {
localhost;
I§
1§

49



Zone File: rpztw

rpztw. 300 IN SOA localhost. This.is.an.infringing. website.rpztw. 1746667741 60 60 86400 60
rpztw. 300 IN NS localhost.

twail.joom.ac.rpztw. 300 IN A 34.102.218.71
*.twail.joom.ac.rpztw. 300 IN A 34.102.218.71
twshopis.joom.ac.rpztw. 300 IN A  34.102.218.71
*.twshopiz.joom.ac.rpztw. 300 IN A 34.102.218.71
twshop26.joom.ac.rpztw. 300 IN A  34.102.218.71
*.twshop26.joom.ac.rpztw.300 IN A 34.102.218.71
twshop28.joom.ac.rpztw. 300 IN A 34.102.218.71
*.twshop28.joom.ac.rpztw. 300 IN A 34.102.218.71
twshop3g.joom.ac.rpztw. 300 IN A 34.102.218.71
*.twshop3g.joom.ac.rpztw. 300 IN A 34.102.218.71
twshopgs.joom.ac.rpztw. 300 IN A  34.102.218.71
*.twshopgs.joom.ac.rpztw. 300 IN A 34.102.218.71
twshops.joom.ac.rpztw. 300 IN A  34.102.218.71
*.twshops.joom.ac.rpztw. 300 IN A  34.102.218.71
okex.ac.rpztw. 300 IN A 182.173.0.181
*.okex.ac.rpztw. 300 IN A 182.173.0.181
A

www.methe.shop.rpztw. 300 IN 34.102.218.71
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Zone File: rpzmoe

rpzmoe. 300 IN SOA localhost. root.localhost. 2025031001 3600 900 604800 3600
rpzmoe. 300 IN NS localhost.
testrpzblock.edu.tw.rpzmoe. 300 IN CNAME .
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Convert Zone File Format

* raw to text

~# named-compilezone -f raw -F text -o
example.com.text example.com example.com.raw

* text to raw

~# named-compilezone -f text -F raw -o
example.com.raw example.com example.com.text
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+ Zone Transfer
~# dig axfr rpztw @140.111.12.87
~# dig axfr rpzmoe @140.111.12.87

« A1 T T (LA
+ https://noc.tanet.edu.tw/index.php/download/
1p/1435-4
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7 Types of Actions

+ Redirect to specific IP or Domain with a warning page.
x A 192.168.10.100
+ CNAME www.drop.com

+ CNAME .

+ Return NXDOMAIN
+ CNAME *.

+ Return NODATA (empty NOERROR)
+ CNAME *.badrpz.com.

+ Redirect to prepend subdomain
+ CNAME rpz-passthru.
+ PASSTHRU RPZ(#'iF RPZ # %)
+ CNAME rpz-drop.
+ DROP Action
+ CNAME rpz-tcp-only.
+ Change to use TCP that require DNS client to responses with TCP.
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NXDOMAIN vs.
NODATA (empty NOERROR)

+ NXDOMAIN
+ dig xyz.google.com @8.8.8.8

;3 ->>HEADER<<- opcode; QUERY, status: NXDOMAIN, 1d: 37586
oo flags: gr rd ra; QUERY: 1, ANSWER: (O, AUTHORITY:

1, ADDITIONAL; 1

o AUTHORITY SECTION:
edu. com, IN ns37.domaincontrol  com,

+ NODATA(empty NOERROR)
+ dig xyz.ibm.com @8.8.8.8

+ dig xyz.apple.com @8.8.8.8

;; ot answer;

oo ->>HEADER<<- opcode:; QUERY, status: NOERROR, id; 9534

o flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

ags;; udp; 512

apple.com, ' IN

., AUTHORITY SECTION: -
apple.com, 300 IN SOA ns-cxt-prod.jackfruit,apple,com.




CNAME rpz-tcp-only.

+ dig tcp.tesla.com @127.0.0.1

root@ubuntu24-BIND:~# dig tcp.tesla.com @127.0.0.1
; Truncated, retrving in TCP mode,

o <> DiIG 9,18, 30-0ubuntuld, 24,04, 2-Ubuntu <<>> tep.tesla.com @127.0.0.1
- 91uba1 options; +cmd

; ot answer:

- ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id; ﬁlq 5

.- flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

(nnME 's'i.x 62 £d2e400 1068216391dbF6142b5ce3a7fh {good)
" QUESTION SECTION:
;tcp.tesla, com,

o AUTHORITY SECTION: o
tesla.com, 10800  IN SO! edns69.ultradns.com, noc

o Query time: 331 msec

:; \ERVER 12 12
:; WHEN: Mon

j; MSG SIZE

</ A 61
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CNAME *.badrpz.com.

+ dig prepend.tesla.com @127.0.0.1

root@ubuntu24-BIND:~# dig prepend.tesla.com @127.0.0.1

; <<>> DiG 9,18, 30-0ubuntu®, 24,04, 2-Ubuntu <<>»> prepend.tesla.com @127.0.0.1
., global options; +cmd

;; Got answer:

. ->>HEADER<<- opcode; QUERY, status; NOERROR, id; 57880

. flags: qr rd ra; QUERf: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 2

,;_OPT PSEUDOSECTION:
- EDNS: ve flags:; udp:

- COCKIE: 3¢ 7c901000000682164232a03
., QUESTION b ;
prrpcnd tesla.com,

;; ANSWER SECTIDN'
prepend. tesla.co 5 I CNAME  prepend.tesla.com,badrpz.com.
prepend, tesla. . 1300 IN A 192 168,10, 10

., ADDITIONAL SECTION:

1800 IN SOA ocalhost, root.localhost, 100 86400 7200 604800 3600

</ A 62
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CNAME rpz-passthru.
CNAME rpz-drop.

+ dig passthru.tesla.com @127.0.0.1

root@ubuntuZ24-BIND:~# dig passthru.tesla.com @127.0.0.1

; <<>> DiG 9,18,30-0vubuntud. 24,04, 2-Ubuntu <<>> passthru.tesla.com @127.0.0.1
:; global options: +cmd

;; Got answer;

o ->>HEADER<<- opcode; QUERY, status: NXDOMAIN, id; 13155

.- flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

X OPT PSEUDOSECTION:
EDNH \E'I'Hlull ﬂvf“\ ; udp

;; ()UE.‘\.TIUN SECTION
‘passthru.tesla .com,

., AUTHORITY SECTION: | '
tesla,com, 10800 IN SOA edns69,ultradns.com, noc,.teslamotors.com,

tﬂuhuntu74 BIND:;~# dig drop.tesla.com @127.0.0,1

ommunications error to 127.0.0,1#53; timed out
Cﬂmmuﬂlfﬁtluﬂh error to 127.0.0.1#53: timed out
“tmmuﬂlfﬁtluﬂh error to 127.0.0.1#53: timed out




5 Types of Trigger

+ (Query name
www.tesla.com.my.rpz. A 1111

web.tesla.com A 1111 ; .MYy.Irpz. ¥ 4 1%
*.apple.com A 11a1a
wildcard ¥ * ** p = domain, sub-domain, sub-sub-domain, ..., i i% 12 specific RR 3z 4+ if .

+ Authoritative DNS Server IP
32.1.11.117.140.rpz-nsip  CNAME
* [P 140.117.11.1/32
24.0.11.117.140.rpz-nsip  CNAME .
x [P 140.117.11.0/24

+ FQDN of Authoritative DNS Server

nsbackup.ntut.edu.tw.rpz-nsdname CNAME .
*.ntut.edu.tw.rpz-nsdname CNAME .

+ User Client IP

8.0.0.0.10.rpz-client-ip CNAME
* [P 10.0.0.0/8

+ DNS Answer: A record(IP addr)
32.102.8.112.140.1pz-ip CNAME .
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Authoritative DNS Server IP

2 é% Q#J;Ei'ga NS gfr,gﬁ
+ ~# dig ns nsysu.edu.tw

- ANSWER SECTION: . |
nsysu.edu. tw. 300 NS dns.nsysu.edu. tw.
nsysi, edu, tw, 300 ) \R dns?Z.nsysu,edu. tw,

. ADDITIONAL SECTION:

dns,nsysu, edu, tw, 300 ! : L0 LT AL
dns2.nsysu,edu, tw, 300 [ ' Lo LT A

dns . nsysu, edu, tw, 300 ) 2001:288:8001:11::11

32.1.11.117.140.1rpz-nsip CNAME .
32.11.11.117.140.rpz-nsip CNAME
or

24.0.11.117.140.1pz-nsip CNAME
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FOQDN of Authoritative DNS Server

*» 7 % A3 NSies
+ ~# dig ns ntut.edu.tw @168.95.1.1

ANSWER SECTION:
nsbackup.ntut.edu. tw,

galaxy.cc.ntut,edu, tw,

ntut.edu. tw, 500 [N
ntut,edu, tw, 00 IN

nsbackup.ntut.edu.tw.rpz-nsdname CNAME .
galaxy.cc.ntut.edu.tw.rpz-nsdname CNAME .

or
* ntut.edu.tw.rpz-nsdname CNAME *.badrpz.com.
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DNS Answer: A record (IP addr)

+ [L38 www.cc.ntu.edu.tw
+ 32.102.8.112.140.1rpz-1p CNAME

+ [E3% www.aaa.com (7 cname)
* 32.121.66.60.45.1pz-ip CNAME

root@ubuntu24-BIND:~# dig www.aaa.com @127.0.0.1

>> DiF 9, lh 30-Oubuntud. 24,04, 2-Ubuntu <<>> www.aaa.com @127.0.0, IE . IR N dns e
R : ans.net
D ; +omd )
ot answer:
>>HEADER<< - opcode: QUERY, status; NXDOMAIN, id; -
lags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O,

; udr

97fache72610
A

.. ANSWER SECTION: . ' :
WWW, aa4a, Com, 180 IN CNAME ~ ayv797h.impervadns.net,

;; ADDITIONAL SECTION:
my,Irpz. 1800 IN SOA scalhost, root.leocalhost, 100 86400 7200 604800 3600
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RPZ #_F £ DNSSEC i#w% ?

~# dig log.twnic.net.tw @127.0.0.1

&N'\WER SECTION:
luv twnic.net . tw, ) IN

- ADDITIONAL SECTION:
my, rpz. 1800 IN SOA localhost.,

ANSWER SECTION:
luw twnic.net, tw, A 211,72,210,212
luff twnic.net, tw, 3605 RRSIG A8 —1 h{}{} 20250604071126 20250505071126
[a1YBl6 rEThU+WR4erqu\xUIH UBQUILTBLI“GLTHMEW N+1hde fxCHiBOMUL 8LsKpdsniWCM2pg Okm3uuw():

Z25 7 F
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RPZ &_F & DNSSEC % ?

* fERAT
~# nano /etc/bind/named.conf.options

response-policy { zone my.rpz; } break-dnssec yes;

~# systemctl restart bindg
~# dig +dnssec log.twnic.net.tw @127.0.0.1

- ANSWER SECTION:
log.twnic.net, tw,

.- ADDITIONAL SECTION:

1 200 IN SOA localhost, root.localhost,

- VA 70
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HSTS
H'T'TP Strict Transport Security

+ www.tpirc.edu.tw

+ Chrome Fi2

Name X  Headers Preview Response Initiator  Timing

E wanwtpTreedu.tw ¥ Response Headers

Connection
Content-Encoding
Content-Type
Date
Referrer-Folicy

Server

Strict-Transport-Security max-age=31536000; includeSubdomains; preload

x 1 315360004 (365% ) ¢ » 7 & * HTTPS: s > ®
FRTBBERE > i L EL MY Bt
+ includeSubdomains; preload -- =+ 3 ¢ ks iF *

PR .



HSTS
H'T'TP Strict Transport Security

+ %] HSTS "2+ > https://www.tpirc.edu.tw

X

# ;% Redirectto ¥4 F m

el s Awww. tpl reedutw

www.tpTrcedutw BEEERAMEA S RERINEN - 8 Chrome EXREFIEET] www.tprcedutw B
ﬁﬂﬁﬁﬁ?ﬁﬁﬁﬁt;ﬁﬁgﬁuﬁ - EOREEEAENEATEREN wwwiplrcedutw » ESE Wi-Fi B

HEEMEAEEDE - FBBRL  Chrome ERFFILES  TAREHETDER AR ERDHZE
%HE

HETEE ISR www.itprcedutw » FREEMILER HSTS - @EESRNMNETRERSERMR » FILEE
AAE O fEHEM BRI E B ARRE -

(mmsman )
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Convert to RPZ Format

+ a command-line tool written in Go for
converting a list of domain names and IP into a
RPZ ftile format.

+ https://github.com/pure-dns/easyrpz
* 3% =
easyrpz \
-1 inputFile1.hosts \
-1 http://example.com/inputFile2.hosts \
-e excludeFile1.txt \
-e http://example.com/excludeFilez.txt \

-o outputFile.rpz
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Ref.

+ https://dnsrpz.info/

+ https://www.isc.org/rpz/

+ https://www.ietf.org/archive/id/draft-vixie-
dnsop-dns-rpz-oo.txt

+ https://rpz-block-
list.readthedocs.io/en/latest/indexTOC.ht
ml

+ https://www.zytrax.com/books/dns/ch7/rp
z.html

Y 2l : NTU



Fix
Fr -

] R

76



