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https://www.ithome.com.tw/news/167318
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Prince Ransomware

Crazy Hunter Ransomware 43 Prince Ransomware FY#E{E RS -
MEEEZEZRNEZML hunter - W~ " Decryption Instructions.txt
Bt4% EMAIL & T attack-tw1337@proton.me 4

Prince Ransomware BYZHB%0 T :

—————————— Ransomware --—---———--
TYour files have been encrypted using Prince Ransomware!

They can only be decrypted by payving us a ransom in cryphocurrency.

Encrvpted files have the .prince extension.

INPOETANT : Do not modifv or rename encryvpted files, as they may become

unrecoverable.

Contact us at the following emall address to discuss payment.
example@airmail. cc
Tour ID: BODUGSSVIEHZTASW

---------- Ransomware ————------

SEEN
TR CEFEY ]
EP;EE\\ﬁﬁﬁ = \\! CHT Security
B 2RIR
https://www.cyclonis.com/zh-hans/remove-prince-ransomware/
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- EEE
- SharpGPOAbuse
- BIBCPORZERRRET

- TEMRIEF
N EEIKXFE BYOVD ( Bring-Your-Own-
Vulnerable- Driver) e RETT B 1 il
- TEIR B4 Z2 8L Zemana Driver (zam64.sys)
ABERBNG EREIZENRAER

- HBITINE
- AT HBEAREREIVNERE

- (1)bb.exe + (2)crazyhunter.exe - (3)crazyhunter.sys '
(4)zam64.sys - (5)go3.exe * (6)go...

2l

[ 5 2R SEEREM

q:ﬁﬁﬁi&% \\ CHT Security
https://github.com/FSecureLABS/SharpGPOAbuse
https://zemana.com/us/antimalware.html

Taiwan Segagy ==t »
by Crazyhunter - Friday February 2

SharpGPOAbuse

SharpGPOAbuse is a
Group Policy Object (GPO) in order t

More details can

Compile Instructions

Make sure the neci
Usage

Usage:
SharpGPOAbuse.exe

Attacks Types

Currently SharpGPOAbuse su

Des

.NET application written i
omise the objects that are con

essary NuGet packages are

<AttackType> <AttackOptions>

in C# that can be used to take advantage of a user's

trolled by that GPO.

edit rights on a

be found at the following blog post:

installed properly and si

{7 ZEMANA ANTlMALWARE

scanning (53 %o)oe

pports the following options:

cription

Add rights to a user

Add a user to the

Add a new com

Configure a

Configure a

local admins group

puter startup script
user logon script
computer immediate task

Add an immediate task to a user

o

=l Hospital, www.r.»
8, 2025 at 07.07 PM

«%.org.tw All patient data

Telegram@#@

https://mega nz/ﬂle/'* Fugle, &
https /’mpg ) nz’ﬂlel *
https //megn nz/ﬂle/ i, i

1S_10000.csv
https //meg'l nz/flle/’- gl B N "



https://github.com/FSecureLABS/SharpGPOAbuse
https://zemana.com/us/antimalware.html

Windows 22t

3% TR BE(Windows
AL

. BERMicrosofts S EAEREN T2 L2 S4B EE -
BE AEEER Y

RERAERE

HEEA EEFT -

AERTENCHE - CHEEUESTNE - BE
R SR
_ PRk BRI RS
b ID="ID FILEATTRIB
5 ID="ID_FILEATTRIE_
ib ID="ID FILEATTRIB
ID="ID FILEATTR
ib ID="ID FILEATTR NLO" FriendlyMNam
ID="ID FILEATTR ANB FriendlyName
ID="ID FILEATTR FriendlyNam
ID="1ID FILEATTRIB

EEEISYESLs

BEsemtE ARSI
BER RIS RE
B LB st i3

REUESERRR

FEEEEE

tREEERLE

ID="ID FILEATTR FriendlyNam
ID="1ID FILEATTRIE ZAN FriendlyNam
b ID="ID_FILEATTR FriendlyNam
ib ID="ID FILEATTRIB_ZAf FriendlyName=

B

Microsoft S 2K EHK EHEAHEEE

Microsoft BH1EE3 == CHAT -

@ ==

TEE

WindowsE 7558 :
https://learn.microsoft.com/zh-tw/windows/security/application-security/application-control/app-control-for-business/design/microsoft-recommended-driver-block-rules
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CETg SHA256 Hash
av-1m.exe EE854E9F98DODF34C34551819889336C16BIBFE76E391356CB17B55D59CF28CF
av.exe 3B2081042038C870B1A52C5D5BE965B03B8DD1C2E6D1B56ESEBB7CF3C157138D
bb.exe 2CC975FDB21F6DD20775AA52C7B3DB6866C50761E22338B08FFC7F7748B2ACAA
crazyhunter.exe F72C03D37DB77E8C6959B293CE81D009BF1C85F7D3BDAA4F873D3241833C146B
crazyhunter.sys 5316060745271723C9934047155DAE95A3920CB6343CA08C93531E1C235861BA
go.exe 754D5C0C494099B72C050E 745DDE45EE4F6195C1F559A0F3A0FDDBA353004DB6
go2.exe 983F5346756D61FEC35DF3E6E773FF43973EB96AABAAB094DCBFB5CA17821C81
go3.exe F72C03D37DB77E8C6959B293CE81D009BF1C85F7D3BDAA4F873D3241833C146B
ru.bat 15160416EC919E0B1AIF2CODC8D8DCO44F696B5B4F94A73EC2ACID61DBCISD32
ru.bat 731906E699ADDC79E674AB5713C44B917B35CB1EABF11B94COE9ADI54CB1C666
zam64.sys 2BBC6BIDD5E6D0327250B32305BE20C89B19B56D33A096522EE33F22D8C82FF1
zam64.sys BDF05106F456EE56F97D3EEO8E9548C575FC3188AC15C5CE00492E4378045825
ta.bat 527ED180062E2D92B17FF72EA546BB5F8A85AD8B495E5B0C08B6637BI998ACF2

CrazeHunter.zip

D202B3E3E55DF4E424F497BA864AB772BAAF2B8FE10B578C640477F8A8A8610C
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—’j § $ % E@ % %Eu % j:IE'f aa.exe / cc.exe 7f05a928c77ch87ffh510168c1b0bllb
J’/{ —F loC 1;—2 % bb.exe 9fe3322dd4fc35d1ed510bf715dae814
hunter.exe 5e560ea46fa48188cc8768c7e03294d0
crazyhunter.exe 6a70c22a5778eaa433b6ce44513068da
crazyhunter.sys 906e89f6eh39919c6d12a660h68ae81f
file.exe b7a812586c037ca8d41968842a211b8a
go.exe ca257aaalded22ca22086b9e95ch456d
go2.exe dala93627cec6665ae28baaf23ff27c5
zam64.sys 2a3ce41bb2a7894d939fbd1b20dae5a0
gpo.exe 9e45ab7d2d942a575b2f902cccfbh3839
ru.bat f45cc69f74f75a707a02d26ccd912845
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FRESHEZRSNOVAREDHMAAST » EEERBENASNKENEFTAZE - #Hit
EEAEE (6/19) RREBPEEE  170HERIEEE  BHRINEZFSNOVAEEH
EEVSERZZEERER  URRAEREEREE -

FERTVERET  NOVAERARZIN0GBER » 82 —LEBAE ET8E  REMTL

£ PEERE USEEASTEENOVANER 10X 4TS ERNSSHIAE - B8 SEER -
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NovaZi#? mEnE

o REJBELZNTINREER  IIBEAR

RALord - £97E2025%E38 FaH IR - =RE U

® R AFEL&K=RaaS (Ransomware-as-a-
Service)IEH -

¢ 2025&4% 30 El » RALord E% 7/\% Nova - ARaaStocracy — RALord ransomware emerges with new DLS
,"m J? . K HH By Jovana Macakanja / April 30, 2025

Introduction

The latest data leaks site (DLS) Cyjax has identified is titled RALord, which constitutes one of 14 new DLSs identified in March 2025 alone. This
Ransomware-as-a-Service (RaaS) group appears to be sophisticated and professional, providing services including affiliates, data ransoms, and

dark web advertisements. It has been reported that the group is active on at least one cybercriminal forum under the username ‘ForLord’.

% -I-’I' . As of late March 2025, RALord is not known to be associated with any other threat actors. However, the group claims that its product is not a
Hﬁ BH *—I- ?ﬁ new product and that it has experience with RaaS programs. Because of this, it is possible that the group has links to the similarly named

httpS//bIOg bl I Iowscomtwl')p:3766&fbcl Id: IWQOXDSWLASQpIeH RUA2FI ransomware group RAWorld, which is also known as RAGroup. The known RAWorld DLS links are currently unavailable, and the group has not
bQ | XMQABH iSfRACCW48fTQJ Df1y5_j U_kSkAG FPIR MOdYqu32D6qu0 posted any new victims since December 2024. It is also possible that RALord is simply using the name to hijack the group’s existing reputation
KbmHKX5BXY _aem_Au2X2YhCuni7V4pj3TI3HQ

CYJAX Emerged DLSs in the past three months
https://www.cyjax.com/resources/blog/araastocracy-ralord-ransomware-

emerges-with-new-dls/

and appear more established.




Novaz=:f?

o BT/ AMI Nova BE S - B -
ML — AN S AR TS S - About US (Nova Profile)

[=3]
EEL

® }ﬁﬁRaaS E/‘] zg( ,%ﬁ (1ﬁ%NovaEﬁ§7E@ ,%i% , we are new name , working as BugBountys but with other level , we provide our
T AR T AR
QF%ﬁmﬁ E/\J %Zg E_% o locker to our partners , also we share data from companys who deasn't want to

deal with us , we will not say hi to researchers , journalists , waste time , we
have Experience in RaaS program , so we are not new product , other thing ,
we are say and repeat don't ask help from cybersecurity platforms , they show
® *F( FZ'? CYJAX E/\J E/R\ EIH ’ RALord E/‘Jﬁgég you mistake mirror about us , they just will stole your money with some words ,
%Tﬁé@g%gg *D 'ﬁ"j\, Eé W g ’ EE_{IQE% EIH and can't decrypt your files without the key or stop leak operation , think well ,
EZ %ﬂ %‘éﬂi% E 1%)5@ ﬁ-‘z Eé E/\J 5_'_& o make sure is our attacks will not provide anything can be analyzed

Blog Mirrors
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FE RN EENova
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HAE=

NovaZ g 570 - BEELR
MRE - AEZE - FUAA
=

90/10 for affiliate
WRRESE  NBZTES
90%7|8 - Noval&#510%7|
S

— BB AR ERINAIINE
& T NovaEiH

Nova Affiliate

hello , Nova Affiliates is opened for advanced companies , or who want builc

bussiness of crypto , the price is 300 (discount) USD lifetime , XMR BTC an
ETH accept, you will take control panel to request and open tickets , manac
companies , and Chat account to negotiate protected , Locker (linux , VM E¢
, Windows - user permission "no features" - admin permission "generate
readme , change background , stop tasks and delete backups etc" ) , your
affiliate packege will be ready in 1 hour from payment , Send the full amount
the following address , and send us message in session (recommand) and t
with your transection to verfied your payment , in Nova chat , you must stay
connected with us to receive your lockers , we also will verify you if you are
researcher or white hat or law inforcemnt , if you are not accepted we will re
your money and delete chat history , Welcome in Nova Program

Notes (all this payment methods is mixer address , and will be updated ever
month)(please read this well before join , when you contact us send your
payment hash and your name without lot of words)

Recommand to Advanced affiliates (to build success bussiness with us you
must have Blog to post vicitms and use double blackmail , wanna Blog ? no
problem we can help you , can't encrypt company ? no problem we can help

you to break it together)

features

features

- Chat system for affiliates , create advanced and costumize negotiation chat
rooms , request lockers

- Control panel to organize attacks and reguest lockers

- Lockers (Linux , windows , Vmware ESXI) (request)

- Request to post in our BLOG

- 90/10 for affiliate

- support 24/7

- help for attacks and guide

- anti detection and anti analyst for all lockers (0 capture)

Rules

- The affiliates who doesn't been in touch or Doesn't made success attacks in 1
month will be Banned

- new affiliates need to be focused to learn and start they business

- Victims will be posted on our BLOG

- we provide just Lockers and guide (No RATs , Payloads , or other malwares)

- if you know your self can't make success attacks or work serious don't contact

or join

Mixers Payment Methods - $866 $300



Novaife LJ\' Y Al ?%

ZENovaEt BRSRINA) - A ST REAERMITER
NovaB B EHETINE -

WRIEEEE -
RERBENZ EETT0%HE - NovalEE30%FHE -
EERIEZ 5 1585%FH - Novaﬁ*”als%%u,&ﬁ
(E}ll\‘EE;?éE/Jﬂ 1':': TIE'T 151IEIJ//<J:/|_,\¢7V<

g2A)

¥ Rae sA
VPNs (including remote desktops: Citrix, Fortinet Remote
(SSLVPN), SonicWall)

RDweb, RDP credentials, SSH

Cisco (valid remotes), VMware

APIPN

(Access-Provide-Investment-Nova Program) , This affiliate program allows
users t est ccess they can provide. The market determined

by the victim's ransom amount, depending on the region, t , and those

who provide larg

be onboa je ust ba ling access
to Nova's private chat server for enhanced privacy and a higher ransom

percentage.

Payout Structure:

« Unverified Affiliates:
= Verified Affiliates: 85

Terms & Conditions:

« Free to join.

« Credentials must be fresh for successful investments.



Novaiz Y AR #5 Buyers Program
o FEHERLE HEZIERAIT0%

we are opened to sell data for our Costumers with Escrow program , With follow
our rules and your Agre 2 the | and contact

us , any company in dead

o HESEZE/N100GBER - EBEA5000=% - 7:750
100GBE R - B1EA1000EE (BEEREEAX - B Rules:
BARENEMLEFBENEE) -

= the buyer will choice his escrow (payment accept is crypto)
+ the data who allowed for sell is 70% from full data (mean when data is

100GB , 70 will be leaked and 30 sell).

® Fﬂ:ﬁ HQ E, 5% 5}|:=Iﬁ JEE ;%_Q E 1/]5 § j;ﬁl = E% , + the Price of every victim will start from 5k dollars (100GB<), 1k (L00GE=).
RREESS S B Ay

+ the deal will be in nova chat room after redirect from session (so please

VPNs (including remote desktops: Citrix, Fortinet Remote contact in session first).
(SS LVPN), Sonlcwal I) » the payment price will be negotiate , and when agree both , the full
. payment must be receive.
RlDweb’ RDP Credentlals’ SSH + the information of data will be in post (the buyer must be start direct with
ClSCO (Val |d remoteS)’ VMware negotiate without any waste time).

= the companies and journalists and negotiate guys (companies) will not

accepted , we will ask some quastions to verifyed the buyer.

APIPN currency accepted also: (APIPN 5<)

« VPNs (including remote desktops: Citrix, Fortinet Remote (SSLVPN), SonicWall).
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Nova Blog

Feng Chia University

Post date: J

Time Left:

Feng Chia Universit

Feng Chia University (FCU), located in Taichung, Taiwan
Osint :
Education Chinese APT | Nova Affiliates
Feng Chia University (FCU), located in Taichung, Taiwan, is a prominent
private comprehensive university with a strong reputation in engineering,

business, and interdisciplinary research

leak content

Public services PDFs and XLSx , DOCs , CSV , DB , have plans ,
Local disk content , reports , programs source code
et payments , Backups ,
databases , Certs , Network LOGS
" o apor Workers first and last name and ID

Credit cards with CVV ,

SUHMOOH UniverSity Students data and payments

aked shame on you and all who work with y databases Schema and tables, and lot more

Education
Download samples Download sign

. I:;\'ﬁ EE %E\Q“E Y j( % :é/? }I‘(SI_ E ?}i /A\\ Fﬂ:ﬁ encrypted Ransom Chinese APT | Nova Affiliates
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Leaked 16/04/2025 | Encrypted 30/03/2025

® o 22 m ‘E 4=£ > /\ o https://mega.nz/Tile/6NhS1TBO#Qi2 1bDmvJzyk
B3k DEIEAD DN A
https://mega.nz/file/TZYHgBaa#8BY 4003zkKZ)
https://mega.nz/file/qQIli1Bzb#W10 axeiNC2jg
https://mega.nz/file/iBpxAYqC#7IU sdbc1PRH4
https://mega.nz/file/2d(2nSqk#-Pv j 7619410
https://mega.nz/file/WlgzlaqQ#yor dZoYugxsl
https://mega.nz/file/acBGUIgC#WEY yItVIZs0s
https://mega.nz/file/aYoRjZza#chz nv]49wlE
https://mega.nz/Tile/TNQGLR]jQ#3ty 7C-YNENHC
https://mega.nz/file/nZpGhayT#Ipr 3dGh-Fdgo
https://mega.nz/file/uY()BkLCT#25H <YP3nHirA
https://mega.nz/file/uFZD1ILC#KH] n2AoCQNE
https://mega.nz/file/0EWDURKa#wWNK 1159KPHUs
https://mega.nz/Tile/KRYHULTY#041 jPothNUaw
https://mega.nz/file/eZogmBhCEVVE KERRHLETQ
https://mega.nz/file/3NIjVKxK#e30 7xC52jjI8
https://mega.nz/file/PUYy1YCZI£TYo k1pFKBwBO
https://mega.nz/file/PQYKBR45#dhl Az 24A50
https://mega.nz/file/XdJXBThKENMZ ibGdog7gk
https://mega.nz/file/3YImnLLR#pdr J9GX1kSIE
https://mega.nz/file/TI4AzbRa#qTu VmSUyKas
https://mega.nz/file/nIAQiBLT#v-N ADAmMISFOw
https://mega.nz/file/LcAGQAQZ#AUA iTBcoXtYy
https://mega.nz/file/TRANDRjb#55I JArI_1wee
https://mega.nz/file/adhCmL50#wGY 3gqD3_gGa
https://mega.nz/file/6RhIVZRAZ]TU #3az50-do
https://mega.nz/file/mNBgwSZC#zsY “xgMEkXyl
https://mega.nz/file/0FYVCLEL#Trz LiTkgPGTo
https://mega.nz/file/iUAEYRTI#qI] JaXPjBw-4
https://mega.nz/file/PERjVKpb#gIA r4_RScyl
https://mega.nz/file/WBQjSAbC#qOT JZBORw-J1
https://mega.nz/file/DYhFnTRQ#3NY f1xLIJ8eM
https://mega.nz/file/zYowThhD#ALZ JaRK1lsmdo
https://mega.nz/file/yEAXEIBT#CEG 1AdVw_y08
https://mega.nz/file/GRIS1ibhY#FH5 IWTNwpeTU
https://mega.nz/file/zcwTVA]Y#xald Jaoklxauu
https://mega.nz/file/rVoxyD45£283 IvimThngA
https://mega.nz/file/aJB31D6ARIIT IPkQjFedM
https://mega.nz/file/2Bw2zBbl#czY _EnudFB1I

https://mega.nz/file/HFwhUYBY#CSY JLtUHbkis
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SEO Poisoning
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Google site:edu.tw SLOT THAILAND

£

—
hitp _11 tw - HESE0NR
SLOT THAILAND : Pelayanan Situs Toto Togel & Agen Link .

h pela

ink Slot Thailand Gampang ...

® TfgooglelE=HEA :

site:edu.tw SLOT THAILAND (Z=REIAR =& FE#)

ARG LR 2NN - BEXEERHNR
A - BEz=googletRENRIERE - B IRgoogleERRm

B -

SEO Poisoning #=5|2 &

EPE

B ZBENEEERNRME - F]Hgoogle
hacking(dorking) %1y - E&:8%A
MHESNAZEFH LR -

1618 ASOC 173 B #da Bl B2 4 4 Uk &% [
ES R -

> SEO P0|son|ng BEENEL MR

1. 51 EZEHA RS FFARALS

BERER - REMN - IREFR - BES -

2. B EREDN

EJJER_FIJZ RZEBXPEEEEANRS - RN

» Infostealer °
3 H’“& }#%(Ema SEO)
AR RSN EZ RN ESARLE -
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3. doski2 i@ ¥ SEO # # (¥ (SEO Poisoning ) + BpS] £

Google Search Console JR#5 ¥ i " #rR@ak | L8 ik A
WP RO TN - GhEA M)

4. EHASFRMHERAWHIAT » T4 robots.txt fu £ R AL F
FEBENSANFRERZIES LT ENSAEEEFLA R
Lk <meta noindex> + R i% &M F 5| Frried - (A F En
fi robots.txt X & + T Gk ik A A AT Google Lk R3] » [#
KPR ALFHT ML) -

— B 2025/11/2815@ ASOCRIE B EN4FTER
1. % 3 4 2 % £ Google Search Console A& # ( # Ht

i s, Y. A NI TACERTAYGoogle B R 4857 AR -
#1240 {5 B Google Search Console I%I/:\ % * :—é % *57 B$ ﬁ _b

aD L3I0 &5

hetps.y edutw

® 1. Google Search Console ¥ 3% H @

2. WMAMBREN  BEP AN 2 HRIERA  HTRES = ReA IR )
orsigogei s sl i > TACERT1Z A2 PR A AL B3 57 AR
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« Shodan(https://www.shodan.io/)
 Censys(https.//censys.com/)
» Fofa(https://fofa.info/)

« ZoomkEye(https://www.zoomeye.ai/)



=

0T =

Shodan&1ig P& %

https://help.shodan.io/the-basics/academic-upgrade
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21 FTP
28 s AR il 80
) 443
o iﬁ L .
net |\Pﬁ[§jznﬂﬁx net:123.23.1.0/24 2030 HTTP/HTTPS
pOFt IR pOI’tZ21 8443 5T 1) E/:mﬁl:llg
product fFEZRG/EEEETE product:windows 5000
52 : 5001
country  EIX country:tw
: \ e e 554 RTSP
city M city:"Taipel
org A AT org:google 22 SSH
hostname E#=1E hostname:www.edu.tw 22 TELNET
org SR RN org:google >15 LPD
httptitle  #4BNAIEEE http.title:"hacked by" SEL L
vuln RS vuln:CVE-2014-0160 e PDL
161 SNMP
1900 UPnP

https://www.shodan.io/search/examples
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Pricing &2 port:554 has_screenshot:true net:140 -“‘24

Lt Historical Trend [2¢ Browse Images

Product Spotlight: We've Launched a new API for Fast Vulnerability Lookups. Check out
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/L\< Process Mame ProcessID  Protocol Local Port Local Address Remote Port | Remote Address  State Process Path Added On
*ﬁ Z = | photo.scr 2440 TCP 52800 192.168.44.60 21 199207 2188 Syn-Sent D\Photophotoyphoto.scr 2017/8/23 £ 10:50:04
9 | photo.scr 2440 TCP 52801 192.168.44 60 21 451952188 Syn-Sent DAPhotophotoyphoto.scr 2017/8/23 £ 10:50:04
| photo.scr 2440 TCP 52802 192.168.44 60 21 1311242188 Syn-Sent DAPhotophotoyphoto.scr 2017/8/23 £ 10:50:04
| photo.scr 2440 TCP 52803 192 168 44 60 21 186,137 2188 Syn-Sent D\Photophotophoto.ser 20017/8/23 £ 10:50:04
...... | photo.scr 2440 TCP 52804 192 168 44 60 21 321532188 Syn-Sent D:\Photophotophoto.scr 2007/8/23 £ 10:50:04
| photo.scr 2440 TCP 52805 192.168.44 60 21 221158 Syn-Sent D:\Photo\photo'photo.scr 2017/8/23 £ 10:50:04
| photo.scr 2440 TCPR 52806 192 168.44 60 21 216.221 2078 Syn-Sent DyPhoto'\photo'photo.scr 2017/8/23 5 10:50:04
| photo.scr 2440 TCP 52807 192 168.44 60 21 73.2.2108 Syn-Sent DyPhoto'photo'photo.scr 2017/8/23 5 10:50:04
| photo.scr 2440 TCP 52808 192 168 .44 60 21 115152108 Syn-Sent DyPhoto'photo'photo.scr 2017/8/23 5 10:50:04
| photo.scr 2440 TCP 52809 192 168 44 60 21 187 26628 Syn-Sent DAPhotoyphotoyphoto.scr 2017/8/23 £ 10:50:04
| photo.scr 2440 TCP 52810 192 168 44 60 21 180159628 Syn-Sent DAPhotophotoyphoto.scr 2017/8/23 £ 10:50:04
| photo.scr 2440 TCP 52811 192.168.44.60 21 17428588 Syn-Sent DAPhotophotoyphoto.scr 2017/8/23 £ 10:50:04

Process O Image Path Life Time Command

D\Photo\photo\photo scr

. CAWIindows\System32\cmd.exe
CAUsers\test3\appData'Local\Temph,...

. CAWindows\System32\cmd.exe

. CAWindows\System32\cmd.exe
CAWindows\system32\reg.exe

. CAWIindows\System32\cmd.exe

_ "DM\Photo'\photo\photo scr” /S

"CAWIiIndows\System32\cmd.exe" /c start
CAUsers\test3\appData'Local\Temp\NsCE
"CAWindows\System32\cmd.exe"” /c (echc
"CAWindows\System32\cmd.exe" /fc reg a
reg add "HKCU\SOFTWARE\Microsoft\Wir
"CAWIndows\System32\cmd.exe" /c for %

CAWindows\system3 2\xcopy.exe

xeopy Sy "DAPh u:rtu:r\phu:rtn:r"-tphcrtcr scrt A\

| photo.scr 52828 192168 .44 60 21 159.140.170.8 Syn-Sent D ‘\F'h ctc\,photo‘\photo scr 20017/8/23 £ 10:50:04
i me | photo.scr 2440 TCP 52829 192 168 .44 60 21 172.200.156.8 Syn-Sent D:YPhotophoto'photo.scr 2017/8/23 £ 10:50:04
|_1 Photdl | photo.scr 2440 TCP 52831 192 168.44 60 21 851492148 Syn-Sent DyPhoto'photo'photo.scr 2017/8/23 5 10:50:04
[mE] Photdl ! photo.scr 2440 TCP 52832 192.168.44 60 21 11.159.201.8 Syn-Sent DyPhoto'\photo'photo.scr 2017/8/23 5 10:50:04
I | photo.scr 2440 TCP 52833 192 168 44 60 21 156.159.192 8 Syn-Sent DAPhotoyphotoyphoto.scr 2017/8/23 £ 10:50:04
1 Vided™ photo.scr 2440 TCP 52834 192.168.44.60 21 122131918 Syn-Sent DAPhotophotoyphoto.scr 2017/8/23 £ 10:50:04
‘ | photo.scr 2440 TCP 52835 192.168.44.60 21 76.14077 8 Syn-Sent DAPhotophotoyphoto.scr 2017/8/23 £ 10:50:04
(5] Vided | photo.scr 2440 TCP 52837 192.168.44 60 21 125230678 Syn-Sent DAPhotophotoyphoto.scr 2017/8/23 £ 10:50:04
| photo.scr 2440 TCP 52838 192.168.44 60 21 153.199.21.8 Syn-Sent DAPhotophotoyphoto.scr 2017/8/23 £ 10:50:04
| photo.scr 2440 TCP 52839 192 168 44 60 21 13722758 Syn-Sent D:\Photophotophoto.scr 2007/8/23 £ 10:50:04
| photo.scr 2440 TCP 52840 192168 .44 60 21 43902388 Syn-Sent D\Photophotophoto.ser 20017/8/23 £ 10:50:04

| photo.scr 2440 TCP 52842 192 168 44 60 21 203235838 Syn-Sent D\Photophotoyphoto.scr 2007/8/23 £ 10:50:04 L 5585771228906051pdf
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-... SHODAN Explore p— R z — Account
| (@ FTP Utility Settings X

)
rs FTP Utility Version.1.0
o TGP Port 21

169 it
SIS Root Folder: |C¥sers¥Documents Browse..

Quick "'n Easy fipd FTP User

Microsoft ftpd

oroF TPD ?{}5 [V Anonymous

Synology DiskStation NAS ft USBYI I.ar'u]r‘l'-.f MOLS
— BT ULt
Settings

Password: | AR AR AR

Cancel

port:21 net:140.x.x.0/16 https://www.shodan.io/

https://www.cc.ntu.edu.tw/chinese/epaper/home/
20210620_005705.html



Nmap scan report for uJlNNNNNNEE .-du.ctv (140 D

Host is up (0.0025s latency).

PORT STATE SERVICE

21/ccp open frp

| ftp-anon: Anonymous FIP login allowed

|_Can't get directory listing: PASV IP 192.168.187.23. 1s not the same as 140 . NNGcNzN

Nmap scan report for ftp.ntu.edu.tw [J.":I:r._

Host is up (0.0030s latency).

PORT STATE SERVICE
21/tcp open ftp

| fcp=anon: Anonymous FIF login allowed(FTF code 230)
|_Can't get directory listing: PASV IP I5J.1e5.110.102 is not the same as 140._
Nmap scan report for l-!l:l._

Host is up (0.0030s latency).

PORT STATE SERVICE
21/ccp open frp
| ftp-anon: Anonymous FIP login allowed

| —IWXIWXIWX 1 SYSTEM SYSTEM gled¥9) Sep 2016 1050922\ XASt\XBO\XCE\xB7 |\ xC4\xB3\xC4\ xB3\xB5{ .pdf [NSE: writeable]
| =EWXIWXIWX l alicelin alicelin 13536667 May 12 11:47 3.pdf [N5SE: writeable]

| =EWwXIWKIWX 1 SYSTEM SYSTEM 1613258 Ocr 18 2013 SCAN20131018163139.pdf [HSE: writeable]
| =EWXIWXIWX 1l SYSTEM SYSTEM 236733 Nov 13 2013 SCAN20131113101833.pdf [NSE: writeable)
| ~IWXIWXIWX 1l SYSTEM SYSTEM 2496573 NHov 13 2013 SCANZ20131113101%00.pdf [HSE: writeable]
| —IWRIWREWX 1 SYSTEM SYSTEM 236733 Mov 13 2013 SCAN20131113101920.pdf [NSE: writeable]
| —IWXIWXIWX 1 SYSTEM SYSTEM 462686 Nov 13 2013 SCAN20131113101954.pdf [NSE: writeable]
| =—rWXIWXIWX 1 SYSTEM SYSTEM 730272 Nov 13 2013 SCAN20131113102043.pdf [HSE: writeable]
| =—IWXIWXIWX 1 SYSTEM SYSTEM 329566 Mov 13 2013 SCAN20131113102137.pdf [NSE: writeable]
| =IWXIWXIwWX 1l SYSTEM SYSTEM 175293 Nov 13 2013 SCAN20131113102632.pdf [NSE: writeable]
| ~IWXIWXIWX 1l SYSTEM SYSTEM 1192419 Nov 13 2013 SCANZ20131113102658.pdf [NSE: writeable]
| —IWXIWXIWX 1 S5YSTEM SYSTEM 1018339 Nov 13 2013 SCAN20131113102814.pdf [HNSE: writeable]
| =rWXIWXIwWX 1 SYSTEM SYSTEM 635745 Nov 15 2013 SCAN201311151814l14.pdf [NSE: writeable]
| =—IWXIWXIWX 1 SYSTEM SYSTEM 1470245 Nov 19 2013 SCAN20131119115314.pdf [NSE: writeable]
| —IWXIWXIWX 1l SYSTEM SYSTEM 175293 Dec 20 2013 SCAN20131220151442.pdf [HNSE: writeable]
| =EWXIWXIWX 1l SYSTEM SYSTEM 267454 Dec 30 2013 SCAN20131230165836.pdf [NSE: writeable]
| —IWXIWXIWX 1 SYSTEM SYSTEM 226494 Dec 30 2013 SCAN20131230165902.pdf [NSE: writeable]
| =EIWXIWXIWX 1 S5YSTEM SYSTEM 267455 Dec 30 2013 SCAN20131230175645.pdf [WNSE: writeable]
| =EWXIWKIWX 1 SYSTEM SYSTEM 134333 May 02 2014 SCAN20140502120926.pdf [NSE: writeable]
| —EWXIWXIWX 1 SYSTEM SYSTEM 720032 May 02 2014 SCAN20140502123746.pdf [NSE: writeable]
| ~IWXIWXIWX 1l SYSTEM SYSTEM 1470245 May 16 2014 SCANZ20140516l1l4l16249.pdf [NSE: writeable]
| —ZWRIWREWX 1 SYSTEM SYSTEM 360286 May 16 2014 S5CAN20140516154547.pdf [MNSE: writeable]
| —IWXIWXIWK 1 SYSTEM SYSTEM 216253 May lé 2014 SCAN2014051€160020.pdf [NSE: writeable]
| —EWXIWXIWX 1 SYSTEM SYSTEM 216253 May 1lé 2014 SCAN2014051€6160047.pdf [NSE: writeable]
| =—IWXIWXIWX 1 SYSTEM SYSTEM 216253 May 16 2014 SCAN20140516160102.pdf [NSE: writeable]
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