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IPEE{S/ERRIRIRRESIE
£ Windows FR{&H IP EE%E

-arp -a
- ping [B1Z IP]

- PowerShell: Get-NetNeighbor

¥t ARP RAPEFRE— IP HEAR MAC

PS C:\Users\Judy> arp

FTHE: 192.168.88.186 —— 0x5

AR At Esfuat

192.168.88.1 6L -62
192.168.88.21 e6- -80
192.168.88.50 du- 47
192.168.88.100 d- -47
192.168.88.255 H—f—F—FfF+f
224.0.9.22 01- -16
224.0.08.251 e1- b
224.0.0.252 e1- —fc
239.255.255.250 e1- —fa
239.255.255.255 e1- i
255.255.255.255 fF—fFf—Ff—Ff—FFFf
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{£ Cisco Switch E{&H| IP FEi&E

*Jul 17 10:45:11.065: %IP-4-DUPADDR: Duplicate address 192.168.88.50 vlanl, sourced by 827b.0269.112d

. *Jul 17 10:45:55.169: %IP-4-DUPADDR: Duplicate address 192.168.88.50 vlanl, sourced by 827b.0269.112d
- show ip arp -

- show mac address-table

- show interface status

A ARP ¥t MAC, B5& MAC FTfE port
Y \1‘)?'5'7:1%5;@ MAC/IP

Protocol Address Age (min) Hardware Addr Interface
Internet _19° B8 _1 0 RAc 762 1an
Internet | 192.168.88.2] e’ 572

Internet 192.168.88.50 ddz 747

Internet 192.168.88.18¢ c0z eSa

Switch#sh ip arp

Protocol Address ' Hardware Addr
Internet 2.168.88 1 : 64d1 762
Internet |192.168.88.21 e616 9c80
Internet 192.168.88.50 d4ad 8747
Internet 192.168.88.18¢€ c025 fes5a
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L L L 4 [judy@MikroTik 10] > ip arp prin
Mikrotik Switch F IP e ey i T, S o - S
Columns: ADDRESS, MAC-ADDRESS, INTERFACE
(= /\ # ADDRESS MAC-ADDRESS INTERFACE
RouterOS TE% : 0 X 192.168.88.24  78: :F1 bridge2-vlanl0
. . 1 BC E6:. :D6 vethl
- 2 DC BC: :08 etherl
/IF) Eirr) F)rlr]t 3 DS 00: :E2 etherl
- 7 4 DC 00: :BA etherl
- /ip dhcp-server lease print s D e 136 bridgedtest 0321
)
-
8
G

. . . DC S4: :AD etherl
- /[interface ethernet switch host prlnt DC 192.168.88.186 CO: :5a bridgel
+ __E_° . D 152.168.88.20 bridgel
MEEE TR /tool sniffer [ el —iclini—
C 192.168.88.21 gg:1! :A9:40 briaidgel
#F3 ARP E2 DHCP & \LL¥E @@= IP
. -~ jé;lﬁl EE '1 :’(:
[judy@MikroTik 10] > ip arp prin
Flags: X, I, D, P - PUBLISHED; C - COMPLETE
Columns: ADDRESS, MAC-ADDRESS, INTERFACE
# ADDRESS MAC-ADDRESS INTERFACE
0 X 192.168.88.24 18 F1l bridge2-vlanlO
1 DC E6: D6 vethl
2 Pe 8C: 08 etherl
3 P 00: E2 etherl
4 DC 00: BA etherl
8} B F4: 36 bridge4test_0321
6 DC S54: AD etherl
7 DC 192.168.88.186 CO: 5A bridgel
8 D 192.168.88.20 bridgel
S DC _192.168.88.50 D4 : 47 bridgel
10 D 192.168.88.2]) E6:!: 9C:80 bridgel I
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WnfaEH MAC $IFERME Port

1

{3 Windows & IP ¥ifE MAC

Zl| Cisco Switch #1T show ip arp

HV18 MAC 18#1T7 show mac address-table

% ZE5Z MAC FrfERY port

|
|
|
|
[

WesZ5% port 1B S1E/(EFRE
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Install Required Packages

$ sudo apt install acl curl fping git graphviz imagemagick mariadb-client mariadb-server mtr-tiny nginx-full nmap
php-cli php-curl php-fpm php-gd php-gmp php-json php-mbstring php-mysqgl php-snmp php-xml php-zip rrdtool
snmp snmpd whois unzip python3-pymysql python3-dotenv python3-redis python3-setuptools python3-systemd
python3-pip

Add Librenms User

$ sudo useradd librenms -d /opt/librenms -M -r -s "$(which bash)"

Download LibreNMS

$ cd /opt
$ sudo git clone https://github.com/librenms/librenms.git

Set Permissions

$ sudo chown -R librenms:librenms /opt/librenms

$ sudo chmod 771 /opt/librenms

$ sudo setfacl -d -m g::rwx /opt/librenms/rrd /opt/librenms/logs /opt/librenms/bootstrap/cache/ /opt/librenms/storage/
$ sudo setfacl -R -m g::rwx /opt/librenms/rrd /opt/librenms/logs /opt/librenms/bootstrap/cache/ /opt/librenms/storage/
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Install PHP dependencies

$ sudo su - librenms
> /scripts/composer_wrapper.php install --no-dev T2 B0 BiTET
> exit

$ sudo wget https://getcomposer.org/composer-stable.phar
$ sudo mv composer-stable.phar /usr/bin/composer
$ sudo chmod +x /usr/bin/composer

Set Timezone

§ sudo vim felclpho/S 1PMPIRIN SR date.tmezone = “Asia/Taipel” SHREC(FEH

$ sudo timedatectl set-timezone Asia/Taipei

Configure MariaDB
$ sudo vim /etc/mysqgl/mariadb.conf.d/50-server.cnf

Within the [mysqld] section add:
innodb_file per table=1
lower _case table names=0
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Configure MariaDB

$ sudo systemctl enable mariadb
$ sudo systemctl restart mariadb

$ sudo mysql -u root

> CREATE DATABASE librenms CHARACTER SET utf8@mb4 COLLATE utf8mb4 unicode_ci;
> CREATE USER 'librenms'@'localhost' IDENTIFIED BY 'password’ ;

> GRANT ALL PRIVILEGES ON librenms.* TO 'librenms'@'localhost’ ;

> FLUSH PRIVILEGES;

> exit

Configure PHP-FPM

$ sudo cp /etc/php/8.1/fpm/pool.d/www.conf /etc/php/8.1/fpm/pool.d/liborenms.conf
$ sudo vim /etc/php/8.1/fpm/pool.d/librenms.conf

Change [www] to [librenms]:
[librenms]

Change user and group to "librenms":
user = librenms

group = librenms

Change listen to a unique name:
listen = /run/php-fpm-librenms.sock
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Configure Web Server

$ sudo vim /etc/nginx/conf.d/librenms.conf

server {
listen 80;
server_name librenms.example.com;
root /opt/librenms/html;

index index.php;

charset utf-8;
gzip on;
gzip_types text/css application/javascript text/javascript application/x-javascript image/svg+xml text/plain text/xsd
text/xsl text/xml image/x-icon;
location / {
try files $uri $uri/ /index.php?$query_string; }
location ~ [*].php(/|$) {
fastcgi_pass unix:/run/php-fpm-librenms.sock;
fastcgi_split_path_info A(.+.php)(/.+)$;
include fastcgi.conf; }
location ~ /.(?!well-known).* {
deny all; } }
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Configure Web Server

$ sudo rm -rf /etc/nginx/sites-enabled/default
$ sudo systemctl restart nginx
$ sudo systemctl restart php8.1-fpm

Enable Inms command completion

$ sudo In -s /opt/librenms/Inms /usr/bin/Inms
$ sudo cp /opt/librenms/misc/Inms-completion.bash /etc/bash_completion.d/

Configure snmpd

$ sudo cp /opt/librenms/snmpd.conf.example /etc/snmp/snmpd.conf
$ sudo vim /etc/snmp/snmpd.conf

RANDOMSTRINGGOESHERE &2k SNMP community

$ sudo curl -o /usr/bin/distro https://raw.githubusercontent.com/librenms/librenms-agent/master/snmp/distro
$ sudo chmod +x /usr/bin/distro
$ sudo systemctl enable snmpd
$ sudo systemctl restart snmpd
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Cron job

$ sudo cp /opt/librenms/librenms.nonroot.cron /etc/cron.d/librenms

Enable the scheduler

cp /opt/liborenms/dist/librenms-scheduler.service /opt/liborenms/dist/librenms-scheduler.timer /etc/systemd/system/
systemctl enable liborenms-scheduler.timer
systemctl start librenms-scheduler.timer

Copy logrotate config

$ sudo cp /opt/librenms/misc/librenms.logrotate /etc/logrotate.d/librenms

Web installer

chown librenms:librenms /opt/librenms/config.php

http://librenms.example.com/install



http://librenms.example.com/install

LibreNMSZEERIE
Web installer

http://librenms.example.com/install

£ LibreNMS

/f-?\» Pty o)
-t S
— 4 \r!q_ ("g Dar";:' T

Pre-Install Checks

PHP (73 o« higher requiredy 7.4.30
pdo_mysq|
mysqind
gd

Y I SINIVILD

_g,’.i:}a‘ =

e - —4\( v

"i)‘{vﬂ' y / I
L \ J

Configure Database

EJ Database Credentials v
Host localhost
Port 3306
Unix-Socket  Only use fo
User librenms
Password  ssvesses
Database Name  librenms

Check Credentials

22
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Web installer

http://librenms.example.com/install
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Configure Database Create Admin User

2 Username
Database Credentials

Password

Build Database

Email

23
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LibreNMSZ I3 s
Web installer

http://librenms.example.com/install

Troubleshooting

sudo su - librenms
[validate.php

2348k https://blog.bimap.com.tw/2022/08/01/librenms-snmp-install
https://docs.librenms.org/Installation/Install-LibreNMS/#copy-logrotate-config

Welcome to the LibreNMS install

Stage 5 of 6 complete

We couldn't create the config.php file, please create this manually before
continuing by copying the below into a config.php In the root directory of
your install (typically /opt/librenms/)

<?php
## Have o look in defaults.inc.php for examples of settings you con se

#e# Database config
$config('db_host'] = 'localhost’;
sconfigl'db_port'] = '3306';

sconfig('db_user'] = 'Uibrenms';
sconfig('db_pass'] = 'password’;
sconfigl('db_nome'] = 'Librenms';

sconfigl'db_socket'] = '*;

// This is the user LibroeNMS will run as
//Please ensure this user is created and has the correct permissions 1
sconfig{'user'] = 'Librenms’';

#oN Locations it is recommended to keep the default
wsconfigl'install _dir') = “Jopt/\ibrenms";

#R This should »onlys be set if you wont to sforces a particular host
wow It will prevent the web interface being usable form any other host
w#sconfig('base_url') = "http://\librenns.company.con";

#on Enable this to use rrdcached, Be sure rrd_dir is within the rrdcac
#ew and that your web server has permission to talk to rrdcached.
wsconfigl'rrdcached’) = "unix:/var/run/rrdcached.sock";

#an Default community
sconfig('snnp'] ['community'] = array("public");

#o¥ Authentication Model
$config('auth_mechanism'] = "mysql"; # default, other options: ldap, !
#sconfig('http_auth_guest'] = "guest™; # remember to configure this u¢

### List of RFC1918 networks to allow scanning-based discovery
wsconfig('nets') (] "10.0.0.0/8";

#sconfig('nets')[] = “172.16.0.0/12";

wsconfigl'nets') (] “192.168.0.0/16";

# Update configuration
#sconfig['update_channel'] = 'release'; # uncomment to follow the mor
#sconfig('update'] = @; # uncomment to completely disable updates

Finish install

24
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All Devices

Bl Device Groups

@ Geo Locations

B mManage Groups
282 Device Dependencies
¢ Virtual Machines

-+ Add Device

ﬁ Delete Device

Rz ifglm

dd Device

revices will be checked for Ping/SNMP reachability before being probed.

Hostname or IP

s [

SNMP Version v2c ~ udp

Port Association Mode ifindex -
SNMPwv1,/2c Configuration

Community

Force add OFF
(No ICMP or SNMP checks

performed)

Add Device

LibreNMS Server
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I ZZES--MikroTik

Session Settings Dasl

hboard

SeMode| S oo

/ Quick Set

W [nterfaces

L Switch

MPLS
f Routing
System

Q Queues

2 Tools

@ Dude

B Windows

7 CAPSMAN Cloud SNMP Settings

:_ Wireless DHCP Relay Contact Info: \

:: WireGuard DHCP Server Location: 192.168.88.183
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AR —Cisco Switch

4.3 A\GHREME

LT

[T

Routerfconfigure terminal
Enter configuration commands, one per line. End
with CNTL/Z.

Router (confiqg) #

Switch#sh run | inc snmp
snmp-server community public-cisco RO

5.fEFLL N2 LB FAMEE(ROHEE T

Router (config) #snmp-server community public RO shmp-server Location

AR T |

Hrf Tpublic , BRI FE -
6. L NS DUB TRV E A (RW)H B

Router (config) #snmp-server community private RW

$teb private , FEEEUE AR -

N RORRH

FIRISNMP, 5&ESNMP Community



MA:Z{&E—Ubuntu
IEe

apt-get install snmp snmpd

=

vi /etc/snmp/snmpd.conf

com2sec readonly default public

group MyROGroup v2c readonly
view all included .1

IR i

FIRISNMP, 5&ESNMP Community
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Down
Id M. Vendor Device A Metrics Platform Operating System Time Location Actions
30 alvaln 140.112. @ 218 Catalyst 9407R (C9407R) Cisco IOS-XE 3yrs 7mos = =] a
ceee dorm9407.ntu.edu.tw CATOK_IOSXE 16.12.4 3w > &
(Gibraltar)
13 alvaln 140.112. @ 47 Catalyst 9300 (C9300-24T) Cisco I0S-XE 2mos 1w 5d [25.01963,121.53941] = =] 0
e g9-9300 19 CAT9K_IOSXE 17.6.4 > &
(Bengaluru)
17 @ 140.112. @ 6 RB750Gr3 Mikrotik RouterOS 2mos 1w 5d [25.01963,121.53941] =0
mikrotik_g9 P2 7.9 (Level 4) > 8
@ 140.112. @ 4 HPE ProLiant DL380 Gen10 VMware ESXi 4mos 2w 5d [25.02085,121.53982] = 0
localhost Plus 8.0.1 (build > 8
21813344)
@ 140.112. @ 4 HPE ProLiant DL380 Gen10 VMware ESXi 4mos 2w 5d [25.02085,121.53982] =0
localhost Plus 8.0.1 (build > 8
21813344)
32 AT 140.112. @ 30 Catalyst 3750G (WS- Cisco 10S 3d 6h 26m [25.01575,121.53526] =0
—_— g5-3750 P4 C3750G-24TS-S1U) 12.2(25)SEB4 > 8
(IPBASE)
27 @ 140.112. @7 RB450Gx4 Mikrotik RouterOS S5mos 1w 5d [25.01552,121.54492] =0
mikrotik_b5 6 7.10.2 (Level 5) > 8
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Lists: Basic | | Detaill Graphs: Bits | CPU | Load | Memory | Uptime | Storage | Disk I/O | Poller | Ping | Temperature

vileafre 172.28.: b

CISCO [25.01963,121.53941]

Memory Usage CPU Usage Device Traffic

Q Overview |# Graphs P Health (@ Ports @=VLANs g Neighbours 4R STP @@ Inventory [DLlogs @ Alerts |l Alert Stats |2 Latency [2) Notes o
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i) 172.28. s+ s
c|sco [25.01963,121.53941]

Memory Usage CPU Usage Device Traffic
O overview |# Graphs @ Health (@ Ports SBVLANs 483 Neighbours 483 STP @ Inventory [DLogs @ Alerts | Alert Stats | Latency  [3) Notes e

B8 Cisco I0S Software, C2960 Software (C2960-LANBASEK9-M), Version

{8} Processors

12.2(44)SE6, RELEASE SOFTWARE (fc1) Copyright (c) 1986-2009 by Cisco

Systems, Inc. Compiled Mon 09-Mar-09 18:10 by gereddy 100 4
90
System Name g9-s1 80
Resolved IP 172.28. 70
60
Hardware Catalyst 2960 (WS-C2960-48TT-L) s0
Operating System Cisco IOS 12.2(44)SE6 (LANBASEK?9) 40
Serial FOC 2%
20
Object ID .1.3.6.1.4.1.9.1.717 10 — o i SN SR o B
Device Added 1 week 22 hours 52 minutes 22 seconds ago Tue 18:00 Wed ©00:00 Wed 06:60 Wed 12:00 »
Last Discovered 3 hours 35 minutes 53 seconds ago
Uptime 2 months 1 week 5 days 2 hours 8 minutes 18 seconds Processor 1 x1
Location [25.01963,121.53941]
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= A EEALH . @ = Leaflet | © ¢ ap =
flash(flash):
BB Device Group Membership
e . State

Swi, PS1 Normal, RPS

M Overall Traffic NotExist
Switch#1, Fan#1
= A

LibreNMS Server

Device -> Add Device
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B8 Device Group Membership

& overall Traffic

60 M
40 M

20 M

-20 M

-40 M

-60 M

Tue 18:00 Wed 00:00 Wed 06:00

@ 52 @ 13 @ 39

Fa0/1, Fa0/10, Fa0/11, Fa0/12, Fa0/13, Fa0/14, Fa0/15,
Fa0/2, Fa0/20, Fa0/21, Fa0/22, Fa0/23, Fa0/24, Fa0/25,
Fa0/3, Fa0/30, Fa0/31, Fa0/32, Fa0/33, Fa0/34, Fa0/35,
Fa0/4, Fa0/40, Fa0/41, Fa0/42, Fa0/43, Fa0/44, Fa0/45,
Fa0/7, Fa0/8, Fa0/9, Gi0/1, Gi0/2, Null0, Vlan1

Fa0O/16, Fa0/17,
Fa0/26, Fa0/27,
Fa0/36, Fa0/37,
Fa0/46, Fa0/47,

Wed 12:00

0

Fa0/18, Fa0/19,
Fa0/28, Fa0/29,
Fa0/38, Fa0/39,
Fa0/48, Fa0/5, Fa0/6,

State

|
-
|
~

Swi, PS1 Normal, RPS
NotExist

Switch#1, Fan#1

PoE

PoE Devices Connected

. Recent Events

I 2024-06-05 15:25:22 FastEthernet0... ifDuplex: fullDuplex -> unknown
I 2024-06-05 15:25:22 FastEthernet0... ifOperStatus: up -> down
I 2024-06-05 15:15:21 FastEthernet0... ifDuplex: fullDuplex -> unknown
I 2024-06-05 15:15:21 FastEthernet0... ifOperStatus: up -> down

LibreNMS Server

Device -> Add Device
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s Devices i Maps

(@ Al Ports
@ Errored 1

© Ignored 1

=
== Customers

M Transit

LE1 Peering
o Peering + Transit

I—’ Core

Bl Manage Groups

@ Down 756
(¥ Disabled 13

@ Deleted 14
@

@ Ports

P Health

& VRFs

() OSPF Devices

(O BGP All Sessions
[ BGP External
] BGP Internal

+ Cisco CEF

o

= All Devices

B8 Device Groups
Q Geo Locations

@8 Manage Groups
333 Device Dependencies
£ virtual Machines

4+ Add Device

I Delete Device

IR vMemory

{8 Processor

= Storage

@. Temperature

* Current
() Power
4 \voltage

it Count

182 dBm
State

A notifications
B Alert History
|l Statistics

i= Alert Rules

B Scheduled Maintenance
B Alert Templates

{2 Alert Transports
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Dashboards test -
Dashboard Name test / Shared (Read) i Update

I Add Widgets Select Widget -
Alerts
et i
Alert HfStOW Placeholder =
Alert History Stats
Avallability Map Click on the Edit Dashboard button (next to
Component Status the list of dashboards) to add widgets

Device Summary Horizontal . .
Remember: You can only move & resize widgets when
you're in Edit Mode.

Device Summary Vertical
Device Types
Eventlog

Globe Map
Graph

Graylog
External Images
MNotes

Server Stats
Syslog

Top Devices
Top Errors

Top Interfaces
World Map
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World Map

+ ool Met a\pe 3 : Total up Down Ignore tag Alert disabled Disabled

w

3 : Uoujhangli

Fochepu o — — 100
450 ol Mate I Summary Devices Ports
Up 30 422
% e 1 Natiog, Down 0 747
; Ignored tag 0 1
A 9 He Alert disabled 0
; b 153 Dissbled/Shutdown 0 13
3 i - Total 30
Tetal hosts EERRTRT e DAGEs Traffic Top 5 interfaces polled within 15 minutes
RO DECDEEDE DR B e EI 3 e T Device Interface Total traffic
= | = | o e 140.112.1.13 —— -
140.112.245.254 R —GEa
e 140.112.1.13 ——
140.112.193.254 C— 140.112.1.13 e
172.28.245.236 S 140.112.1.13
140.112.245.254 1
rabidz Jim 06 710N 17350 rwatads o 6 D 129

192,168,388, 138 |

67
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ElIgE-Availability Map

Device group show all devices v Total hosts [ iy 2D

Availability map for only devices v

® ° A "7 ® 7 A " e " -8

140.112.2 192.168.99.20 192.168.99.40 192.168.99.30 192.168.88.183 192.168.88.186
I m {,—_ m alea)n m alea)n m alealn m
@j iml cIsco cIsco cisco
192.168.99.240 140.112.% 140:112.; | 192.168.88.200 140.112. 172.28.1
dlea)n m alea)n m e m el m dalraln m
CiIsco cisco CISCO CISCO cisco
172.28.1 172.28. 140.112.: 140.112.. 172.28.. ._.__._ 172.28..
) m ) el m alea)n m ) m alraln m
ciIsco cisco CiIsco CISCO CISCO CIsCcO
172:28. 172.28.. 17228 172.28. 172.28.; 172.28.2. _.__.
m dlea)n el m ) m alea)n m dlealn m
cisco CiIsco CiIsco CIsco Cisco
140.112. 140.112. 140.112.. 172.28. 172.28. 172.28.
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lt[&ELgE-Geographical

4 Overview 8 Devices Wl Maps (@ Ports % Health &= Apps 23 Routing Alerts S iudy

| By Global Settings |
Validate Config
(® Manage Users
© Auth History

> Binary Locations

> Graylog Integration

BB Poller
v Location Settings
<[> API
Mapping Engine Bing Mabs v
J Hap @ About LibreNMS
Mapping Engine API Key Google Maps o e
OpenStreetMap
Attempt to Geocode Locations MapQuest o ©
Bing Maps

Initial Map Layer ESRI ArcGIS o



& IgE-Geographical

A& Overview

W Maps @ Ports % Health == Apps 23 Routing Alerts :65 judy €8

&5 Devices

&5 All Devices

Q Geo Locations Q 2 25
Location BB Manage Groups A Coordinates Devices Down Actions
(25.01552,121 & Device Dependencies 25.01552, 121.54492 (10| (o) & Traffic WA

¢ Virtual Machines
[25.01575,121 25.01575, 121.53526 (4] (0 & Traffic WAL
[25.01963,121 4 Add Device 25.01963, 121.53941 B8 B & Traffic P I=eT:
25.02085,121 W Delete Device 25.02085, 121.53982 B (0] # Edit
[25.02086,121.53983] 25.02086, 121.53983 B D & Traffic WAL
[25.1575,121.53526] 25.1575, 121.53526 (0 0 # Edit
140.112.: 25.020936, 121.53971 (0] (0] # Edit
192.168.88.183 25.020936, 121.53971 B (0 = Traffic PR
Rack, Room, Building, City, Country [Lat, Lon] 25.020936, 121.53971 n n & Traffic | =l
Sitting on the Dock of the Bay 25.020936, 121.53971 n & Traffic Q¥ =l
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-Geographical

NGRS

NHYSNMPEEEH_Elocation,

5% ESNMPEIEZESE.

@ Delete device

11 Rediscover device

Hostname / IP 140.112.
Display Name
Overwrite IP (do not use)
Description

Type Network

Override syslLocation

[25.01963,121.53941]

Switch#sh run |

inc snmp
snmp-server community public-cisco RO

snmp-server location

MyROGroup v2c readonly
11 included . 80
MyROGroup any noauth exact all none

City, Country [Lat, Lon]

ation Rack, Room, Building,
tact Your Name <your@email.address>

none
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Weathermap
Device Weathermapper
Dependency
I// \\\ I,/ \\\‘ I// \\‘
------------ T 1 T B 1 S R EERERRE | < SRR
\\ /' \\ // \\ //
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n

4atalE-01

Manage Device Dependencies

d Hostname

30 140.112.

dorm9407.ntu.

13 140.112.
g9-9300

17 140.112.
mikrotik_g9

9 140.112.
localhost

8 140.112.
localhost

32 140.112
g5-3750

&7 140.112.
mikrotik_b5s

18 140.112.
m5-9300

1 140.112.
mikrotik

14 172.28
go9-s1

1TE2ERE

= All Devices

Bl Device Groups

Q Geo Locations

¢ <4 Add Device
I Delete Device

Device Dependency

Parent Device(s)

None

140.112

140.112

None

None

None

None

None

None

140.112

O Availability

@ Device Dependency I
Device Groups Dependencies

&5 Network

," Geographical

BB Device Groups Maps
1% new Map

[‘ Custom Map Editor

172.28.245.233

172.28.245.231

140.112.245.173

[ Highlight De

140.112
172.28.225.230

140.112.2.

L1 72.28.245.235J

172 28245 234
8 245237

172.28.245.232

140112193 85

17228193231

140112193 254

17228183 230

140.112.225.254

(14122198

172.28.245.230

4 \
'—————————————

\ /

N - -

48



T £ n\l=l *E. 02 ——

© Availability

@ Device Dependency —

@ Device Groups Dependencies
I &5 Network |
ey =

w Geographical

ﬂ Device Groups Maps

Network Map
. %@a}g # Custom wap Edicor

- xDP Discovery . %@,

« MAC addresses (ARP entries
matching interface IP and S—

828 New Map

172.28,245.232
172.28.245 233
iy, 3
g 2 o
i, ) ‘; RO
Es S

MAC)

£ e
-: e
2
Brivgys . 5
ok T22s

[’
fre
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B 2] -02

- 172.28.245.231
WS-C2960-48TT-L - Cisco I0S - 12.2(44)SE6 (LANBASEKS)
BRI EE] [25.01552,121.54492]
Device Traffic
100 M .
1R ]
VL 40 M
FLR
172.28 245 233 0 o
24
wu {
- oo u |
Thuy &8 :88 This 12:848 - Sat @1 Jun Mon @3 Jua Wad 85 Jen
CPU Usage
140.112.193.65 - an t an t
oo | oo |
g 6 | 6|
: < | |
) an
30 k| I
{ A e L)
26 k| ad A
Thy D8;8¢ Thu 12:08 Sat 81 Jun Mon @3 Jun Wed B3 Jun
18 k 1
q% o : 7553 Memory Usage
g Wed 18:060 Thu 88:80 Thu 86:80 Thu 12:86 = =
bps Now Ave Max 95th %
W In 4.69k 6.27k 37.30k 8.31k M M
M out 4.10k 4.06k 4.73k 4.14k
Total 111.54MB i{In G7.76ME OQut  43.84MB) W W
o 140.112.245.173
E
N 1
:,3“
—ii W28 > Gi 1101
140112113
g
172.28 245 236
-_— - —_—-—— -——
’ N ’ 4 \
e (5 ¥ A
AN / \ \ /
N = - N o ——

Network

N - -
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ZEEE - https://docs.librenms.org/Extensions/Weathermap/#step-5

MBIREEHBE-Weathermap
T

cd /opt/librenms/html/plugins
git clone https://github.com/librenms-plugins/Weathermap.git

fEPREE SN

chown -R librenms:librenms Weathermap/
chmod 775 /opt/librenms/html/plugins/\Weathermap/configs

MO cronZREESEFH

vi /etc/cron.d/librenms
*I5 * * * * librenms /opt/librenms/html/plugins/Weathermap/map-poller.php >> /dev/null 2>&1

_______________

Weathermap


https://docs.librenms.org/Extensions/Weathermap/#step-5

ﬂ- Overview g Devices

|;| Dashboard

‘i Plugins Weathermap

24EBE-Weathermap

System Plugins

Name

ExamplePlugin

Weathermap

Action

Lo [ e

Tools Weathermapper
. Eventlog I ﬂPlugin Admin I
&) Inventory
M outages

Q IPv4 Address
Q IPv6 Address
Q, MAC Address
Q, ARP Tables
Q, FDB Tables

Weathermapper

4

Weathermap



IR EEIBEl-Weathermap |

Welcome
Welcome to the PHP Weathermap 0.98b editor.

Change Add Add Position Position Map Map Manage Manage Editor Fosition

File MNode Link Legend Timestamp Properties Style Colors Images Settings -—-y -

NOTE: This F‘.dltDI is not flnlL-hF'd' There are many features of Weathermap that
you will be mi C to use the editor only.These include:
curves, node offsets, font defini ': our changing, per-node/per-link

settin nd image uploading. You CAN use the Edltljr without damaging these
features if you added them by hand, however.

Node Properties —).

Position ,.

T BTN BT node02635

Do you want to: Label [{GIiT

Info URL

Create A New Map:

Named: |

Note: flenames must contain no spaces and end in .conf

‘Hover" Graph URL

Icon Filename [SalileR s

Pick a graph:

OR This is where help appears for nodes
Create A New Map as a copy of an existing map: . '
Named: | based on Host: [ Any v]
OR Filter: | | (case-sensitive)
Open An Existing Map (looking in fopt/librenms/html/plugins/ Set both OVERLIBGRAPH and INFOURL.
Weathermap/configs/):

Boy5.conf - (no title) s

Dorm.conf - perm e e e 140.112.

Girl5.conf - cirls mapfile action param |40 112

Girl9.conf - Girlo

dorm-test.conf - dorm-test 140.112.

dude.conf - dude 140 112

home-network-example.conf - Network Map (home-network-example)

PR 140112,
4 \

PHP Weathermap 0.98b Copyright @ 2005-2020 Howard Jones - howie@thingy.com |[JEEE _‘ = = = = = - —— - 140 112 =
The current version should always be , along with other related software. \ /
PHP Weathermap is licensed under the GNU Public License, version 2. See COPYING for S —— 140112
details. This distribution also includes the Overlib library by Erik Bosrup. 140 112

54



Change
File

I E Egn\n*%.'weathermap

Add
Node

Add Position Position Map Map Manage & Manage
Link: Legend Timestamp Properties = Style Colors Images

Link Properties
Link from 'node04320' to 'node04338'

Maximum Bandwidth bits/sec
Into 'noded4320° s/ sec

Editor Position

Settings

Maximum Bandwidth - i _ Lo
Out of 'node0d320" v Same As 'In' or bits/=sec

Data Source

Link Width pixels

Info URL

'Hover® Graph URL

This is where help appears for links

#) Pick a data source — Mozilla Firefox

A 192.168.99.40

Pick a data source:

Host: | 140.112.193.254 v |

Filter: | |[case—sensiti'u'e}
Also set OVERLIBGRAPH and INFOURL.

(] Append TARGET to existing one (Aggregate)
[ Ignore blank interface descriptions

140112193 254/V1an1 Desc: # Dorm G 9 #F

140.112.193 254/ AppGigabitEthernet1/0/1 Desc:
AppGigabitEthernet1/0/1

140.112.193_254/FortyGigabitEthernet1/1/1 Desc:
FortyGigabitEthernet1/1/1

140.112.193_254/FortyGigabitEthernet 1/1/2 Desc:
FortyGigabitEthernet1/1/2

140.112.193_254/GigabitEthernet0/0 Desc: GigabitEthernet0/0

140.112.133 254/GigabitEthernet1/0/1 Desc:
GigabitEthernet1/0/1

140.112.193 254/GigabitEthernet1/0/10 Desc:
GigabitEthernet1/0/10

Weathermap -



HBIR4EIEE -Weathermap 4

Change Add Add Position Position Map Map Manage Editor Position

File Node Link Legend Timestamp Properties Style Colors : Settings -, -

Bits/sec

Mﬂp Stvle Percentage

Mone

MR Overlib (DHTML) v
Arrow style| [N » |Loverlib (oHTML) |
LGNSl 4 (GD builtin) Static HTML
IV ELTANST 3 (GD builtin} v
Legend Font R{E0R IV VIR Classic

Abe12sx Abcl23Y Abel23% Abcl123% Abcl23% Compact

Font Samples: Font 1 Font & Font 3 Font 4 Font 5

(Drawn using your PHP install)

Helpful text will appear here, depending on the current item selected. It should wrap

onto several lines, if it's necessary for it to do that. m
A0TIE ACTIL Ard |

Weathermap -



R4 iBE -Weathermap

Change Add Add Position Position Map Map Manage Manage Editor Position

File Node Link Legend Timestamp Properties Style Colors Images Settings

Map Properties

Map Title [a0l§

(K R =4 Traffic Load

= =18 Created: %ab %d %%6Y %H: %M %

Default Link Width ji pixels

dorm.html fest. dude.html girl5.html girl9.html
bit/sec in, bit/sec out  hoy5 dorm.png dorm-test.png dude.png girlS.png girl9.png

X pixels
output/dorm.png -
.

Default Link Bandwidth B

Map Size Qi

Output Image Filename

Output HTML Filename Eiinablivl (g ®ligl

Background Image

Filename —-NONE--

I

This is where help appears for maps

Weathermap -



I E .-n*%.'weathermap ,

o 25 50 751 100

Traffic Load

Wed 20:00 Thu 04:00 Thu 08:00 Thu 12:00 Thu 16:00

30-140.112.245.254

1.06% g

189,780  46,29H 11,224 — |
0.6 G »

I 0.4 6 &L i

0'2 G i VWWMM ;—E

0.0 = a Maneantl S e

Wed 20:00 Thu 00:00 Thu 04:00 Thu 08:00 Thu 12:00 Thu 16:00
9.31H 28, 48H 881 . 6K

Boys-245.254 Girl3-193.254 Girls-c2s.254

T T TN
\ \ \
------------ N Jmm—mm e m e m e == ] e T 1 . J
Weathermap
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fpvwesr Node Properties

back Created:
B RN 140.112.245.254

1.7 8 Boy5-245.254
1 T thermap/output/boy3. hitml

172.28.745. 237

5, 38n] -
41 ,95H -14'2|-| — : .
GLATECR N RI W /graph.php?height=1008w
W 1 VBT T images/router_[UNKNOWN]. gif v
12.24 = i \, _. ---
172.26.245. 236 B Tox

The name used for this node when defining links

III
- Il' =
J 172.26.245.232
|II ]
172.26.245.234 77 o8 24t 233
Traffic Load
0-1%
1107
B 1025
P o5-40%
[ 40-55%
55-20%
70-85%
Bl s5-100% _guEmEi \\
———————————————— [ 03 rr------=--——---
\ / \ / \ /
N = - B & N o -
Weathermap
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R4S HEE -WeatherMapper P

bHRH S 7 5 EWeathermap
FFH, =tR#ELibreNMSER!

, BEIESXIRERIEREERRY

Weathermap

|II'I1|I

JER

—————

_____

Weathermapper



MHER4EIEE-Weathermapper
T

cd /opt
git clone https://github.com/pblasquez/weathermapper.qgit

Eplweathermapper.phpt&E=

$dbh = pdo_connect(
$§;; F‘g[['I'I; : E,]],

$config['db_host'] = 'localhost’,
$config['db_name'] = 'librenms’,
$config['db_user'] = 'librenms',

$config['db_pass'] = 'password' _

_______________
_______________

Weathermapper



R[] -Weathermapper
FITF—iRweathermapper.phpiEz{

$ php weathermapper.php

i&weathermapperJgEfZ A LibreNMS

cp -R /opt/weathermapper/librenms_plugin/Weathermapper /opt/liborenms/html/plugins/

vevices [l Maps @ Ports € Health == Apps 23 Routing Alerts
|;|Dashboar'd
ia
weatherma
y J P Name Action
# Tools Weathermapper

. Eventlog I ﬁPIugin Admin I
&) Inventory -

|'_'l| Outages Weathermapper > Disable Page

Q IPv4 Address
Q IPvE Address
Q, MAC Address
Q, ARP Tables
Q. FDB Tables

_____

_____

Weathermapper



R4S HEE] -Weathermapper

Weathermapper Installation Directory (Must be writable by web server user)

/opt/weathermapper

A overview

Weathermap Name (must be unigque)

[;I Dashboard
W Pluai her Map design
¥ Plugins Weathermap
ﬁ Tools Weathermapper I" Top to Bottom v
. Eventlog GP"JEHI'I Admin Horizontal pixels between devices 200 =
&) Inventory _ _

Horizontal pixels from edge of canvas 100 =
W Outages

Vertical pixels between devices 100 v
Q IPv4 Address Vertical pixels from edge of canvas 250 =
Q IPvE Address
Q, MAC Address
Q ARP Tables Device Selection Method

Add device selection method

Q FDB Tables Hostname Regex

Create Weathermap

Weathermapper o



IR éSHSE-Weathermapper

Created: Jun 07 2024 11:35:06

#MiTweathermapper.phpiEzi,

[o% 25% [50% 5% 100%
| |
Traffic Load - -
1'-22"~"1‘-?2?““
(017225 ooz, 1668840 Do _ $ php weathermapper.php
~ d172.23‘24?.236 B 192‘168.8?.1‘?‘:’&-
- = ] I s g
R R TR IT) [1brenms@ubuntu:~/html/p Lr : [ 3
- T BoyS.conf dorm-test.conf Girl5.conf home-network-example.conf
Dorm.conf dude.conf Girl9.conf 1index.php
e \"-;;.’:.... Librenms@ubuntu:~/html/plugins /Weathermap/output$ ls
boy5.html dorm.png dude.html girl5.png  home-network-example.html
boys.png dorm-test.html dude.png girl9.html home-network-example.png
> L dorm.html dorm-test.png girl5.html girl9.png  1ndex.php
HOSTNAMES
""-3_’-‘5__
$label = 'mylabel”;

140.112,3,91

- AN
"‘-3-
172.28.193.232 b

—

NN m
Ty e e
T N s 0.117.19.554 \
e e A e N ! 03
172,228,193, 2300 "S- | ===, 112, 225,254 ,
———

E40.112.245.254]2.245.173]

Weathermapper
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m

Alerts

Q Motifications
E Alert History
l:nl Statistics

i= Alert Rules

ﬁ Scheduled Maintenance
| ﬁ Alert Templates

ﬁ' Alert Transports

Templates ggm
8 ransports 8

o] Z SR ESERRA: MEEER
. BE. =X

= PN

IR A0,
EENENEERES

EBEEL TORTE
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tﬁgl}] He

ER=F

.‘ Mofifications
E Alert History
L statistics

i= Alert Rules I

ﬁ Scheduled Maintenance
ﬁ Alert Templates
ﬂ' Alert Transports

Hijeh

I L@z EE

Create new alert rule |[ElEREE Create rule from collection

Type
L+

Name

Device Down {SNMP unreachable)

Device Down! Due to no ICMP response.

Device rebooted

Ping Latency

Port status up/down

Port utilisation over threshold

Sensor over limit - Check Device Health Settings

Sensor under limit - Check Device Health Settings

Service up/down

State Sensor Critical

Devices

All Devices

All Devices

All Devices

All Devices

All Devices

All Devices

All Devices

All Devices

All Devices

All Devices

Transports
email to judyshih
Line Alert

email to judyshih
Line Alert

email to judyshih

Line Alert

email to judyshih

email to judyshih

Line Alert

email to judyshih

email to judyshih

email to judyshih

email to judyshih

email to judyshih

AERURESERE: BRE. BE. BEEFEIXEE

Notification Settings

Max: 1
Delay: 120
Interval: 300

Max: 1
Delay: 60
Interval: 600

Max: 1
Delay: 120
Interval: 300

Max: 1
Delay: 120
Interval: 300

Max: 1
Delay: 120
Interval: 300

Max: 1
Delay: 120
Interval: 300

Max: 1
Delay: 120
Interval: 300

Max: 1
Delay: 120
Interval: 300

Max: 1
Delay: 120
Interval: 300

Max: 1
Delay: 120
Interval: 300

Rule

macros.device_down = 1 AND devices.status_reason = "snmp"

macros.device_down = 1 AND devices.status_reason = "icmp"

devices.uptime < 300 AND macros.device = 1

devices.last_ping_timetaken > 10

macros.port_down = 1

macros.port_usage_perc »>= 80 AND macros.port_up =1

sensors.sensor_current > sensors.sensor_limit AND sensors.sensor_alert = 1 AND

macros.device_up =1

sensors.sensor_current < sensors.sensor_limit_low AND sensors.sensor_alert = 1 AND
macros.device_up =1

services.service_status = 0 AND macros.device_up =1

macros.state_sensor_critical = 1 AND sensors.sensor_alert = 1

Severity

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Status

v

v

Enabled

N

=

>
|\| 23

o

3
=]

OFF

OFF

OFF

OFF

OFF

OFF

50
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Main  Advanced

Rule name

Import from -

Device Down! Due to no ICMP response.

macros.device_down ¥ | equal (O No @ Yes

SERA: WG, BI5E. XS

N

=+ Add rule @ Add group

devices.status_reason ¥ equal v | licmp
Severity Critical v
1 Delay | 1m Interval | 10m I
OFF Invert rule match OFF

I Max alerts
Mute alerts

.Max alert Egg %D%/A I ecovery alerts

m I Acknowledgement alerts

‘Delay: PIRREISEE DES
AEESER] (BRI IR s

BRSRBZ:H0155) L=

= Mail: email to judyshih || % Linenotify: Line Alert I

Olnterval ° \L%D FEﬂ B% , ﬁ:\ E\E Procedure URL

FiZRZ A BB,

All devices
except in list

OFF
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s 5T

#pfl1: FEBLibrenmsiiifEsyslog, BIISQLFMEHEI Ll lap_tagsHEiphpiE
N, {EElFERFEMRport flappingfIRE

| flap_tag

MariaDB [librenms]= SELECT ifName, ifDescr, ifAlias, flap_tag FROM ports WHERE device id =

Gie/ GigabitEtherneta, /o GigabitEthernete, /o NULL
Nuo Nullo Nulle NULL
o/ abitEthernetl/8/1 GigabitEthernetl,/0/1 MULL
' 2 GigabitEthernetl /0,2 NULL
GigabitEthernetl /o3 NULL
GigabitEthernetl/0, NULL
GigabitEthernetl,/0/5 NULL
i GigabitEthernetl/0/¢ NULL
ab1tEthernetl,D GigabitEthernetl/c NULL
GigabitEthernetl/8/8 GigabitEthernetl/o/8 NULL
GigabitEthernet1/8/9 GigabLtEthernetl-}.; YES

Query SELECT * FROM devices,ports WHERE (devices.device_id = ? AND devices.device_id =

pe levice AND por lap_tag = "yes"

Timestamp Rule Hostname

I 2025-07-14 17:30:31 Interface Flap Detected 172.28.245.237 N/A P )

#1: GigabitEthernetl/0/38; network - GigabitEthemet1/0/38



e 2T ok LGUES—— assceessinn: mes. B, e nes
= E‘%‘I}J B
$8fl2: iEiBLibrenmslifRsyslog, {EEBAEsyslogFHR¥IERHE
HIEEBIpEEIIRE.

Alert Rule :: B Docs

R‘Maln Advanced
Rule name Duplicate IP
Import from ~ AND [OR
I | syslog.msg ~ contains v | | Duplicate address % Deloto
Timestamp Rule Hostname Location ACK Notes Details
2025]06-30 14:37:27 Duplicate IP —  140.112.231.254 N/A 0 o

#1: last_polled => '2025-07-17 10:05:45’
last_polled timetaken => '42,618217945099'
last_discovered_timetaken => '18.753
last_ping => "2025-07-17 10:05:03"
last ping timetaken =>'0.726'
msg => "140.112.229.254: 318281: Jun 30 11:31:59.096 ROC

I %IP-4-DUPADDR: Duplicate address 140.112.229 254 on viani, I
sourced by 2887 bat2 c571'

an. B - aa a ARARAR S AL 4l GED 4 AR . Suan = e
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Create new alert template

# Name
0 Default Alert Template
.‘ Mofifications
E Alert History
L statistics
i= Alert Rules
— . i
Scheduled Maintenance 5 Device Down
ﬁ Alert Templates
2 Ports
Alert Transports
6 Ports Utilization Template
3 Sensors
7 test
g test2

Template

FHIEREXSENRERR, SENENEERFE

Alert Rules

Ping Latency

Sensor over limit - Check Device Health Settings
Sensor under limit - Check Device Health Settings
Service up/down

State Sensor Critical

Wireless Sensor over limit

Wireless Sensor under limit

Device Down (SNMP unreachable)
Device rebooted

Port status up/down

Port utilisation over threshold

Device Down! Due to no ICMP response.

)]

1]
o

71

Action
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= = b Alert Template :. B Docs

Template name

test

Template

@if ($alert-> state == 8) HEIE

II'L"‘é

B @endif
@if ($alert-> state == 1) HE 4

@endif

<br>#ZEE - {{ $alert-»title }}/<br>

#FEl: {{ $alert-rname }}/<br:

iriEEfE: {{ falert->syshame }}/<br>»

IP: {{ $alert-rhostname }}/<br>

05: {{ $alert-»os }}/<br>»

BEE: {{ f$alert-rseverity }}/<br:

LTER: {{ falert->timestamp }}/<br>

@if ($alert-»state == 8)

EEER: {{ $alert-»elapsed }}/<br>»

@endif

ETEE: {{ $alert->uptime_short }}/<br»

HEETEME: {{ $alert->location }}/<br» y
f

Attach template to rules

» Device Down! Due to no ICMP response. b

Alert title

T

Recovery title

il

Update template




FHIEREXSENRERR, SENENEERFE

samppan

M LibreNMS-Alert
W& T
W ixEM
TRE  IRAE/

ERIEF.  Outlook FEEH FTHEETHELRE - #181: Device Down! Due to no ICMP response./
B2 18 g5-s1/ .
IP: 172.28.225.230/ -
OS: ios/ i
ExE % : critical/ %
SRESR: 2024-06-10 17:55:27) ol
#ERFE: 15m 165/ ;Pdl SNDO 4M526 53“2 ”':"Szg”“ ne

BITRFR: 1w 1d 8h/
ERBFRTENIE: [25.01575,121.53526]/




® API

® Boxcar

® Canopsis

® Cisco Spark
® Clickatell

® Discord

® Elasticsearch
® Gitlab

® HipChat

® [IRC

® |]IRA
® Mail
® Microsoft Teams

® Nagios
Compatible

® OpsGenie
® osTicket

® PagerDuty
® Philips Hue
® PlaySMS

® Pushbullet

BEWEZTEaRE

® Pushover
® Rocket.chat
® Slack

® SMSEagle
® Syslog

® Telegram

® Twilio SMS
® VictorOps

® Kayako Classic
® SMSFeedback




TransSports R ' Pad-r s

S5=ZI)ge-Gmail

e ol FHR - B AR S

Google ik = Q 7 Google IS HiESE

@ == e

= A Gbogle #7577

I EAEA HeePsrE s RO SIERZ ST Google i85
@ sEARLE O FREEeE @ ==ms - 55208 >
& === |

2 FREESRIT S ELEETESR >
2\ FEEERSEAE

e BRE PO EEsRg - 202254875 >
B amnis

O Google {&T 4 FEE >
G mre
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EZI)8E-Gmail 4

€ R ERER
< App passwords

-.? Bl o L o O smezees >
App passwords let you sign in to your Google Account from apps on devices that dor
Verification. You'll only need to enter it once so you don't need to remember it. Learn
D Google &5 © azuE >
You don't have any app passwords.
== |
0%, s 0 umEsEmes >
Select the app and device you want to generate the app password for.

Select app Select device
) mme @ >

Mail

Calendar
123 B -:5 O mezE= >

Contacts

YouTube /

Other (Custom name)

FEHE AT

EHM R TEEERENEE - ERF5BIERT - ERFEIEET
Google IRE2, | LhEEFREI2EZ] Google 15 -

BHEAFT - BRETORFT - BEE "EA

FERTE 205 | EEEESEE >
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l i VAN o3 n _
L EXTHEE-Gmail

Generated app password

Your app password for your device

ux ek

ojj-==
How to use it %ﬂ“?i'ﬁ! I

Email gﬁﬂ%;%é?ﬂﬂﬂﬁ'—ZR
Go to the settings for your Google Account in
securesally@gmail.com the application or device you are trying to set
up. Replace your password with the 16-
Password character password shown above.

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with
anyone.

DONE
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Alerting

» Email Options

Enable email alerting e
From name LibreNMS-Alert & (7]
B4 Global Settings
From email address ) )
. ) 1 ih@g.ntu.edu.tw 5 @)
@ validate Config ! - '
Use HTML emails ~ a
L=
@ Manage Users ]
Attach graph images e
O Auth History
How to deliver mail SMTP ~ e
v e L]
B roller .
SMTP Server smtp.gmail.com = @)
<f) API SMTP port setting 557 o
SMTP timeout setting 10
@® ~bout LibreNMs
Encryption TLS » o
Auto TLS support
SMTP authentication ~
IEIBARE
I E SMTP Auth username it h@g.ntu.edu.tw o
”IEE*EICI.VJ \
o I SMTP Auth password 0000000009 00008088 I o

5] mdFEAS
i1
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Alerts

! Motifications
E Alert History
Ll statistics

i= Alert Rules

ﬁ Scheduled Maintenance

Alert Templates
ﬁ' Alert Transports

Create alert transport

Transport Name Transport Type Default
email to Mail Yes
Line Alert LINE Notify Mo

Create transport group

Transport Group

Ay

Transports S :5eS

ZFERE

Alert Transport :: Docs B

Transport name:

Transport type:

Default Alert:

Contact Type:

Email:
Role:
Details Action BCC:
Contact Type: Specified Email
Email: ~ ' "7 @ntu.edu.tw
Role: None Include Graphs:
acc:

Include Graphs: on

Token: wessseee

Bl

Members Action

email to ju n

Mail

Specified Email

ju h@ntu.edu.tw
Mone

OFF

Save Transport
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LINE Notify

BARE
EEEHRS

BUYELINE Notify48ut, ZALinelRsz,
https://notify-bot.line.me/zh_TW/

Connect LINE with Everything

80



B =Ilgé-Line

EERIIRES

ItATEER RSB, SRR, iR R,

2024.05.23 12:25
it LibreNMS
EEFEY

BOHFIEN(FAREASR)

HEREA IR, TETHRIEIRT, TR,

LINE Notify APl Document

TranSpPOrtS S — 3 Fa oy 7

BITHER

HETEBIHITRIPIRE,

/ B 1M K EMILINE Notifyli@0

G

B&TROMERNT.

Isd48a

ERMIARE, BARBEURARITOMN. REMRE, WM
E
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Alerts

.!. Motifications
E Alert History
L statistics

i= Alert Rules

ﬁ Scheduled Maintenance

Alert Templates
ﬂ' Alert Transports

Create alert transport

Transport Name Transport Type
email to judyshih Mail
Line Alert LINE Notify

Create transport group

Transport Group

N
Bt

Default

Yes

Mo

-L

Transports ==

ine

X FERE

Alert Transport :: Docs B

Transport namea:
Transport type:

Default Alert:

I Token: I

Line Alert

LINE Notify

Jira Service Management
Kayako
LINE Messaging API

Details Action

Contact Type: Specified Email
Email: judyshih@ntu.edu. tw
Role: None

BCC:

Include Graphs: on

Token: sesssees

Members Action

LINE Notify |

Mail

Matrix

Save Transport
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=Z=Ige-Line

@ © LINE Notify Q [(E

[Librenms] BiRER - Alerting

<br=-1E5E : {5/ /<br>

#58ll: Device Down! Due to no ICMP
response./<br> > Alert Rule Default Settings
SEEE: b3-s3/<br>

IP; 172.28.243.232/ <br>

0OS: ios/<br>

BEHE: critical/<br>

SERESE 2024-06-11 15:40:27/<br>
E'*%H%FEEJ’ 5m 1es/<br> Enable email alerting
EIiTER: 10mos 3w 3d/<br>

E{EFTEMLE: /<br=

v Email Options

From name LibreMNMS-Alert

<img class="librenms-graph" src="
http://localhost/araph?

device=388from=17178324958heig From email address : . .
ht=213&type=device processordmwi JUdyShIh g-g.ntu.edu.t'w
dth=459%&signature=1e9ba39bb653 =

09de09498744a3eadd39776f74dfdd I Use HTML emails I
2afa03a6abdaadb86a4bs9" /= <br>

http://192.168.99.40/graphs/
device=38/type=device processor/
<br>

Attach graph images

<img src="http://192.168.99.40/

graph.php?
id=%value storage id&type=device
processor&t&height=4008width=45 <+

9&lazy w=>5528from=end-24h8:devi
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fETeams_E#EEN—(EE K

v BEE

Librenms Alert

.IE|

nRTeamsHIfERIIET\FEZ
Incoming Webhook, #&{tisiiZZl

mIZESZ A LibrenmsSZEE X

ERER

Incoming Webhook

B App

=l

B Microsoft 28

BEWEZTERE

MIncoming Webhook , (NS &R

App (6)

I ing Webhook (to be r...
. ncoming We § r —

Microsoft Corporation
The app will retire on Dec 31, 2025. Set up we...
W 2.1 (154 EF49)

Z Zabbix webhook
Zabbix

React faster to monitonng alerts by integratin...
2.9 (10 EF4H)

EHERELED  TASSE
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H=EERXTHh2b
S =IJJge-Teams
2 EFIncoming Webhookig, =¥&18Webhook URL, A§HEBLZEILibrenmsHYAlert TransportsHREIRE]

ILibrenms Alert ; Bl " General ; $8iEAYEIEE

Alert Transport :: Docs &

ég Incoming Webhook

The Incoming Webhook connector enables external services to notify you about
activities that you want to track. To use this connector, you'll need to create certain

settings on the other service, which needs to support a webhook that's compatible Transpo ftname teams
with the 'C nat’.
Fields marked with * are mandatory Transport type I Microsoft Teams I v
To set up an Incoming Webhook, provide a name and select Create. *
Default Alert OFF
‘ebhook URL: cel Nd01

Customize the image to associate with the data from this Incoming Webhook.

Use JSON? OFF

Default Image

85
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S - n On @ ? = 3 (1] 5 Q

Create alert transport

Transport Name Transport Type Default Details Action
teams Microsoft Team No Webhook URL: https://ntums365.webhook.office

—!Q By B @

@ E=
LA

0 RAMEAE 1129

Librenms Alert

v TEREE Testing transport from LibreNMS
—f This is a test alert




% \ The End

' / Thank you
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