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+« Port Scan
+ 1 CP Port Status
+ UDP Port Status

+ Firewall Rules vs. Router ACL
+ Firewall Rules Block vs. Reject
+ Firewall Logs Review
x [F LS HLp| IR
+ Firewall Rules Detection
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Port Scan
TCP Port Status
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Port Scan

S:hsping www.ntu.edu. tw

& A @ B www.ntu.edu.tw SESEE

B S 140.
+ Shodan
https://www.shodan.io/host/140.112.8.116

Nmap Port Scan
553 Open Ports x FF+ Top 1000 Ports(g %)

C:\Users\user\Downloads\Nmap7.97>nmap www.ntu.edu.tw

Starting Nmap 7.97 ( https://nmap.org ) at 2025-07-25 09:39 +0800
Nmap scan report for www.ntu.edu.tw (140.112.8.116)
Host is up (0.0083s latency).

Not shown: 997 filtered tcp ports (no-response)
PORT STATE SERVICE

80/tcp |open http
u4y3/tcp |open https
3011/tcp closed trusted-web

// 80 /TCP [/

+ Ref. https://nmap.org/

HTTP/1.1 382 Object Moved
Location: https://www.ntu.edu.tw/
Content-Type: text/html
Cache-Control: private

Connection: close

$3 : NTU
) 6" // 443 7/ TCP
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TCP Port Status

SYN
. SYN + ACK
Client Server
ACK

Port Open

SYN
Client RST Server
(Windows, Linux, Router FEz%{T &)

Port Close

If the port is closed but unfiltered(#&[5 kK %), the target will
respond with an RST packet. 5
%% %Z. Ref. https://en.wikipedia.org/wiki/Port_scanner
d \ *.\ s




TCP Port Status
No response (filtered)

SYN
>
Client Server

[68] 1%
SYN
---------- >
RST Server
-
Firewall
Unknow
6
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TCP Port Status =% =% &7 g%

+ Nmap TCP Port Status

+ Open
«+ 7 /& SYN+ACK 4t 7 .

+ Closed
+ 7 " & RST 4t+9 .

+ Filtered
x " I .
+ Cannot determine whether port is open.
+ Drop by Firewall or Server down.

Fde 7



e o = ey

+ nNmap www.ntu.edu.tw -p 80
+ PORT STATE SERVICE
+ 80/tcp open http

+ Nmap www.nccu.edu.tw -p 80
+ PORT STATE SERVICE
+ 80/tcp open http

+ Nmap www.ntu.edu.tw -p 81
+ PORT STATE SERVICE
+ 81/tcp filtered hosts2-ns

+ Nmap www.nccu.edu.tw -p 81
+ PORT STATE SERVICE
+ 81/tcp closed hosts2-ns

%;%k ig’ .



+ Nmap & 3% 4c + %8 -Pn
+ Treat all hosts as online (skip Host Discovery)

A

+ Host Discovery # i¥ & 7 :
+ ICMP Echo request(Type8)
+ TCP SYN Port 443
+ 1CP ACK Port 80
+ ICMP Timestamp request(Typel3)

+ ref. https://nmap.org/book/man-host-
discovery.html
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Wireshark
Capture Filter

I or not
&& or and
|| or or

ether host 08:00:08:15:ca:fe
ether multicast
ether broadcast

host 163.21.158.135
src host 163.21.158.135
dst host 163.21.158.135

net 192.168.0.0/24
src net 192.168.0.0/24
dst net 140.112.0.0/16

port 53

src port 53
dst port 53

%;\% L ig, 10



Wireshark
Display Filter

== Equal

1= Not Equal

>  Greater Than
< Less Than

and, && Logical AND
or, || Logical OR
not,! Logical NOT

Ip.addr==172.30.2.100
Ip.dst == X.X.X.X

Ip.SIC == X.X.X.X

tcp.port == 80

%;@ " ig, 11



TCP Port Status 2k 25 ¥ g%
Telnet

* telnet = &

+ Open: & 41t &

« Closed: & ;= B Ex 3|4 g (v B FFFE)

« Filtered: & % B x|l e (v BFRF L)
» telnet pl&

x telnet www.ntu.edu.tw 80

+ telnet www.nccu.edu.tw 80

x telnet www.ntu.edu.tw 81

x telnet www.nccu.edu.tw 81

C\=telnet www.ontu.edo.tw 21

3R] wiw ntu.edu. tu. . EEEEEEISMEE » FRIEIEE 8 RIS
1E3E AR 1 HAFRE T EAVER » TEEER 81 EHSAL

C:\>telnet www.nccu.edu.tw &1

TE384%] wnw.ncon. edu. tw. . FEEBISEIANES - 7HEIBE 81 BN

+ #t ~u: The firewall doesn't block/inspect the localhost/loopback
address (127.0.0.1) because it's your computer.

%‘\%« ig’ a2



TCP Port Status 2 75 £7 g%
nping (nmap % i @ fz;%)

+ Nhping --tcp -p 80 www.ntu.edu.tw
+ Port Open: = & SYN +ACT

MTools I]Jl'l'-_‘ll:]-"' J6=npin g

+ nping --tcp -p 80 www.nccu.edu.tw
+ Port Open: = /& SYN +ACT

80 www.nccu.edu. tw




TCP Port Status 2k 25 ¥ g%
nping

+ Nnping --tcp -p 81 www.ntu.edu.tw
« Port Filtered: & % &

A\Tool g\Nmap?.96=nping --tcp -p 8l www.utu.adu.tw

5:381 |
5:81 5 ttl=64 ic
31 S ttl=64 ic

+ Nnping --tcp -p 81 www.nccu.edu.tw
+ Port Close: = & RST

\Tool s\Nmap7.96=nping --tcp -p 81 www.nccu.edu.tw




Port Scan
UDP Port Status
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UDP Port Status

UDP Request
(IEhE Payload)

UDP Response

Port Open

UDP Request
(#52% Payload)

Client Server

nmap #4-~. openl|filtered

Port Open

Ho G .



X

R

Client

UDP Port Status

UDP Request

ICMP Destination Port Unreachable

Type=3/Code=3

(Windows, Linux, Router FE:&17T &)

17

Server

Port Close



UDP Port Status
No response (filtered)

UDP Request
- >
Client Server

58] %

nmap #7~: open|filtered

UDP Request
MP Unrgzic_h_al_al_
Firewall
Pt

X3

Unknow



UDP Port Status z& 25 &2 g%
Nmap

+ Nmap UDP Port Status

+ Open
+ W &+ Fx payload 3@
+ Closed
+ " & ICMP Destination Port unreachable
(Type=3/Code=3)
+ openl|filtered
x H " .
+ Cannot determine whether port is open.
+ Drop by firewall or Server down.

%;\% & ig, 19



UDP Port Status 24 3% &7 . &
Nmap Port 123

+ Nmap -sU -p 123 -Pn time.stdtime.gov.tw
«+ PORT STATE SERVICE
+ 123/udp open ntp

No. udp. Source Src Port Destination Dest Port Protocol Length Info
1 © 172.16.0.12 49526 118.163.81.61 123 NTP 99 NTP Version 4, client
2 0 1/72.16.0.12 49526 118.163.81.61 123 NTP 99 NTP Version 3, symmetric active
3 © 118.163.81.61 123 172.16.0.12 49526 NTP 9@ NTP Version 4, server

+ nmap -sU -p 123 -Pn 140.112.254.4
+ PORT STATE SERVICE
+ 123/udp closed ntp

No. udp. Source Src Port Destination Dest Port Protocol Length Info
1 © 172.16.0.12 62091 140.112.254.4 123 NTP 99 NTP Version 4, client
2 ©172.16.08.12 62091 140.112.254.4 123 NTP 99 NTP Version 3, symmetric active
3 0 140.112.254.4 172.16.0.12 70 Destination unreachable (Port unreachable)
4 ® 119.112.254.4 172.16.0.12 70 Destination unreachable (Port unreachable)




UDP Port Status = & &7 gLz
Nmap Port 123

+ hmap -sU -p 123 -Pn www.nccu.edu.tw
+ PORT STATE SERVICE
+ 123/udp openl|filtered ntp
+ AT ERP P R

No. udp. Source Src Port Destination Dest Port Protocol Length Info
1 ©172.16.6.12 37919 146.119.168.16 123 NTP 99 NTP Version 4, client
2 ©172.16.0.12 37919 140.119.168.10 123 NTP 9@ NTP Version 3, symmetric active
3 1172.16.6.12 37921 146.119.168.18 123 NTP 99 NTP Version 4, client
4 1172.16.0.12 37921 140.119.168.10 123 NTP 9@ NTP Version 3, symmetric active

HFen) 2 NTU



UDP Port Status 2% 7% £7 g%
Nmap Port 53

+ nmap -sU -p 53 -Pn 140.112.254 .4
+ PORT STATE SERVICE
+ 53/udp open domain

No. udp. Source Src Port Destination Dest Port Protocol Length Info
1 ©® 172.16.0.12 39219 140.112.254.4 53 DNS 72 Standard query ©x0006 TXT version.bind
2 ® 172.16.0.12 39219 140.112.254.4 53 DNS 54 Server status request 9x0000
3 0 172.16.0.12 39219 140.112.254.4 53 DNS 88 Standard query 0x0000 PTR services. dns-sd. udp.local
4 ® 140.112.254.4 53 172.16.0.12 39219 DNS 92 Standard query response 0x0006 TXT version.bind TXT
6 0 140.112.254.4 53 172.16.0.12 39219 DNS 60 Server status request response 0x0000 Not implemented
7 @ 140.112.254.4 53 172.16.0.12 39219 DNS 547 Standard query response 0x0000 PTR services. dns-sd. udp.local NS

+ nmap -sU -p 53 -Pn 140.112.0.70
+ PORT STATE SERVICE
+ 53/udp closed domain

No. udp. Source Src Port Destination Dest Port Protocol Length Info
1 0 172.16.0.12 63610 149.112.0.70 53 DNS 72 Standard query 9x0006 TXT version.bind
2 ©172.16.0.12 63610 140.112.0.70 53 DNS 54 Server status request 9x@080
3 0 172.16.8.12 63610 149.112.0.70 53 DNS 88 Standard query 9x0000 PTR services. dns-sd. udp.local
4 0 149.112.0.70 172.16.0.12 ICMP 110 Destination unreachable (Port unreachable)




UDP Port Status 2% 7% £7 g%
Nmap Port 53

+ nmap -sU -p 53 -Pn www.nccu.edu.tw
+ PORT STATE SERVICE
+ 53/udp open|filtered domain
¥ HITI|E R ®R

No. udp. Source Src Port Destination Dest Port Protocol Length Info
1 © 172.16.0.12 51455 1408.119.168.186 53 DNS 72 Standard query @x006 TXT version.bind
2 ©172.16.0.12 51455 148.119.168.10 53 DNS 54 Server status request @x0000
3 @ 172.16.0.12 51455 1408.119.168.160 53 DNS 88 Standard query @x@000 PTR services. dns-sd. udp.local
4 1172.16.0.12 51457 148.119.168.180 53 DNS 72 Standard query 0x0006 TXT version.bind
5 1172.16.0.12 51457 148.119.168.10 53 DNS 54 Server status request @x0000
6 1172.16.0.12 51457 1408.119.168.160 53 DNS 88 Standard query @x@000 PTR services. dns-sd. udp.local

% -M{ = NTU



UDP Port Status 5k 37 &7 g%
nping

+ nping #2.;% & ;2 A 4 & xx UDP Payload
« F|pt Server & w & 0 & F 18 /] UDP Port Open

D \Downloads \nmap-7. 92=0ping --udp -p 5% 140.112.254 .4

-~

ap. u1-'r.--11p111H yoat 2022-04-21 16:33
= 14 h 1.4:53 tt]1=h4 1d=64:

175 39.161559 172.16.6.17 é 53 146,112,254 .4 >3 LIDF 42 53 - 53 Len=H
184 4@, 168991 172.16.8.17 53 148.112.254 .4 53 UDP 42 53 » 53 Len=@

Frame 175: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Dew
Ethernet II, Src: WMware af:2c:8f (60:8c:29:af:2c:8f), Dst: ¥Mware 9&:53:db (©8:0c:29:
Internet Protocol Yersion 4, Src: 172.16.6.17, Dst: 146.112.254.4
¥ User Datagram Protocol, Src Port: 53, Dst Port: 53

Source Fort: &3

Destination Port: 53

Length: &

Checksum: @xcidd [unverified]

[Checksum Status: Unwverified]

[Stream index: 7]

%;% L ,g, 24




UDP Port Status 2% 3% &7 g%
nping

+ nping #2.;% & ;2 2 4 & xx UDP Payload

D \Downloads \imap-7 . 92=0ping --udp -p 123 ntp.ntu.edw. tw

starting MNping O ' 1/ /amap. org/nping ) at 2022-04-21 16133 EﬁﬂF

SENT (0. 17208 ) P ”x; 0,17 - 140.112.2 189:123 tt1=R4 id=52811 ip
1. 1730z Pl 0.17: - 2.2, 119 123 ttl=hAd 1d=52811 1plrn:JH
Me, Tiroe SOTEE S Powt Diestination DestPot Prodorol  Length Info
Ff8 3.513986 172.16.8.17 53 14\.112.2.18%9 % ________________ %%%éUDP 42 53 + 123 Len=d
81 4.513989 172 16.a.17 53 14\ 112 2189 122 LDP 42 53 =+ 123 Len=o
Frame 7&a:

42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Dewvi:
Ethernet II, Src: WMware af:2c:8f (B0:0c:29:af:2c:8f), Dst: WMware 86:53:db (88:8c:29:1¢
Internet Protocol Yersion 4, Src: 172.16.68.17, Dst: 146.112.2.189%

¥ User Datagram Protocol, Src Port: 53, Dst Port: 123

Source Fort: 53

Destination Port: 123

Length: &

Checksum: @xc3df [unwerified]
[Checksum Status: Unverified]
[Stream index: 3]

%‘%« ig’ &



UDP Port Status 24 3% &7 . &

nping
« 11 5 10 /8] UDP Port Closed
+ Nnping --udp -p 80 163.28.16.254

C:\Users\user\Downloads\Nmap7.97>nping ——udp -p 80 163.28.16.25U

Starting Nping 0.7.97 ( https://nmap.org/nping ) at 2025-07-25 10:04 & 1LiE# 5 &
SENT (0.0760s) UDP 10.4.1.2:53 > 163.28.16.254:80 ttl=64 id=35968 iplen=28

RCVD (0.0940s) ICMP [163.28.16.254 > 10.4.1.2 Port 80 unreachable

(type=3/code=3) ] IP [tt1=254 id=10562 iplen=96 ]

SENT (1.0820s) UDP 10.4.1.2:53 > 163.28.16.254:80 ttl=64 id=35968 iplen=28

RCVD (1.0860s) ICMP [163.28.16.254 > 10.4.1.2 Port 80 unreachable

(type=3/code=3) ] IP [ttl=254 id=10563 iplen=96 ]

%‘%« ig’ A



Port Scan 3%.%
TCP vs. UDP

* [CPPortScan: & * SYN it ¢

+ UDP Port Scan: # F Port % ¢ * 7 | Payload 3t
+ Nmap £ 3£ 7%t UDP Payload ?
+ Check file nmap-services 3 )3 UDP... (Frr:d

“tepmux  1/udp  0.001236 # TCP Port Service Multlple\el
compressnet 2/udp  0.001845 # Management Utility
compressnet 3/udp  0.001532 # Compression Process

rje S/udp  0.000593 # Remote Job Entry

echo T/udp  0.024679

discard 9/udp  0.015733 # sink null

systat  11/udp 0.000577 # Active Users

daytime 13/udp 0.004827

gotd 17/udp 0.009209 # Quote of the Day

msp 18/udp 0.000610 # Message Send Protocol

chargen 19/udp 0.015865 # ttytst source Character Generator
ftp-data 20/udp  0.001878 # File Transfer [Default Data]
ftp 21/udp 0.004844 # File Transfer [Control]

ssh 22/udp 0.003905 # Secure Shell Login

telnet 23/udp 0.006211

priv-mail  24/udp 0.000329 # any private mail system

smtp 25/udp  0.001285 # Simple Mail Transfer

nsw-fe 27/udp 0.000395 # NSW User System FE

msg-icp 29/udp 0.000560 # MSG ICP

msg-auth 31/udp 0.000939 # MSG Authentication

dsp 33/udp 0.000560 # Display Support Protocol

priv-print 35/udp 0.000708 # any private printer server

time 37/udp  0.006458 # timserver
é;.) rap 38/udp 0.002043 # Route Access Protocol
rlp 39/udp 0.000478  # Resource Location Protocol



7 [ Port % ¢ * 7 = Payload %t =

DNS

nmap -sU -p 53 140.112.254.4

Mo, Time Sonree Sic: Port Diestination DestPort Protocol  Length Info
3 @.026489 172.16.0.17 42856 146,112,254 .4 53 DNS 54 Server status request Gxooog
4 goa2abd4 172.16.8.17 42856 146,112,254 .4 53 DNS 72 Standard query @x7777 TXT wversion.bind
5 8.826945  14@.112.254.4 53 172.16.8.17 A42a55 DNS 68 Server status request response Bx888@ Mot implemented
6 @B @27651 1489.112.254.4 53 172.16.8.17 42856 DNS 72 Standard query response 8x7777 Refused TXT wersion.bind

Frame 3: 54 bytes on wire {432 bits), 54

Ethernet II, Src: ¥Mware_ af:2c:8f (@@:@c:
Internet Protocol Wersion 4, Src: 172.16.

¥ User Datagram Protocol, Src Port: 42856,
Source Port: 42856
Destination Port: 53
Langth: 2@
Cheacksum: 8x14b2 [unverified]
[Checksum Status: Unwverified]
[Stream index: 1]
[Timestamps]
UDP payload (12 bytes)
v Domain Mame System (query)
Transaction ID: @x8888
Flags: @x1@8& Server status request
Questions: @
Anzswer RRs: @
Authority RRs: @
Additional RRs: @

Response In: 5

;%a ig’

bytes captured (432 bits) on interface ‘Dewvice\NPF_{CCE5347F-35B8-4718-94C6-B136ACH3AL
29:af:2c:8f), Dst: YMware ©56:53:db (@99:8c:29:06:53:db)

8.17, Dst: 149.112.254.4

Dst Port: 53

28



7 [ Port £ ¢ * % = Payload £

NTP

+ NMap. sU -p 123 ntp.ntu.edu.tw

o Port Destination DestPort Protoool  Length Info
58.1432%99 172.16.9.17 48461 14@.112 .2 189 123 MTP 9@ NTP Yersion 4, client
6 8.143333 172.16.9.17 48461 14@.112.2.189 123 MTP 98 NTP Yersion 3, symmetric actiwve
7 8.143725  142.112.2.18%9 123 172.16.9.17 48461 MTP & NTP Yersion 4, serwver
8 B.143794 149,112 2_189 123 172.16.8.17 45461 MTP 9@ MTP WYersion 3, symmetric passive

Framz 5: 98 bytes on wire (728 bits), 99 bytes captured (728 bits) on interface \Dewice\NPF_[CCES5347F-35
Ethernet II, Src: WMware_afT:2c:8f (@8:8c:29:af:2c:8f), Dst: ¥Mware_86:53:db (@0:8c:29:86:53:db)
Internet Protocol ¥Yersion 4, Src: 172.16.8.17, Dst: 14&.112.2.189

v User Datagram Protocol, Src Port: 48461, Dst Port: 123

Source Port: 48461
Destination Port: 123

Length: 56

Checksum: @x712a [unwverified]
[Checksum Status: Unwverified]
[Stream index: 2]
[Timestamps ]

UDP payload (48 bytes)

¥ Network Time Protocol (MTP Wersion 4, client)

Flags: @xe3, Leap Indicator: unknown {clock unsynchronized), ¥ersion number: NTP Wersion 4, Mode: cli
[Fesponse In: 7]

Peer Clock Stratum: unspecified or inwvalid (@)

Peer Polling Interwval: 4 (16 seconds)

Peer Clock Precision: 8.815625 seconds

FRoot Delay: 1.8@8608 seconds

Root Dispersion: 1.808888 seconds

Reference ID: MNULL

Reference Timestamp: {@)lan 1, 1970 00:00:00._ 000000008 UTC
Origin Timestamp: (@)Jan 1, 1970 090:00:00. 000000088 UTC
Recelve Timestamp: (@)Jan 1, 1970 00:00:00. 000000000 UTC
Transmit Timestamp: Mow 24, 2684 15:12:11.444111999 UTC



% fF Port £ # * 7 & Payload 3t
SNMP
+ hmap -sU -p 161 172.16.0.7

e Timae Sonpee Sz Port Diestination DestPort Protocol  Length Info
1 @ aaaaaa 172 16.6.17 54352 172.16.8.7 E 161 SHMP 182 get-request
2 B aaaasl  172.16.68.17 54352 172.16.8.7 161 SHMP 75 get-next-request @.8

Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (818 bits) on interface YDeviceiMNPF
Ethernet II, Src: WMware af:2c:8f (009:0c:29:af:2c:8f), Dst: ¥WMware 6d:b4:41 (80:0c:29:6d:b4:4
Internet Protocol Version 4, Srpc: 172.16.6.17, Dst: 172.16.8.7
¥ User Datagram Protocel, Src Port: 54352, Dst Port: 161
Source Port: 54352
Destination Port: 161
Length: &8
Checksum: @xB8a62 [unverified]
[Checksum Status: Unverified]
[5tream index: 1]
[Timestamps ]
UDP payload (68 bytes)
¥ Simple Metwork Management Frotocol
msgWersion: snmpw3 (3}
msgGloballData
meghuthoritativeEnginelID: <MISSING>
meghuthoritativeEngineBoots: @
meghuthoritativeEnginaTimae: 8
msglseriame:
meghuthenticationParameters: <(MISSING>
megPrivacyParameters: <MISSING>
msgData: plaintext (@)

‘;1E;;¥yé<~x;? SV



7 [ Port % ¢ * 7 = Payload %t =
ECHO
+ hmap -sU -p 7 140.112.254 .4

Ma, Time SCILCE o Port Destination DestPort Protocol  Length Info
F @, eE5257  172.1&6.6.17 A@147 14@.112.254 .4 7 ECHO 456 Request

Frame 3: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface
Ethernet II, Src: WMware af:2c:8f (@0:8c:29:af:2c:8f), Dst: ¥Mware 85:53:db (@9
Internet Protocol ¥Yersion 4, Src: 172.16.68.17, Dst: 148.112.254.4

¥ User Datagram Protocel, Src Port: 468147, Dst Port: 7
Source Port: 48147

Destination Port: 7
Length: 12
Checksum: @x1251 [unwverifiead]
[Checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
UDP payload (4 bytes)

¥ Echo

Echo data: Gd@abdEa

%;\% L ig, 31



Firewall Rules vs. Router ACL
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Firewall Rules vs. Router ACL

Session-based(Stateful) Non Session-based(Stateless)
Control “/i & In” only Control 4 & In/Out
Implicit Deny (3p X 3% ) Implicit Allow (3f 3% L 3%)

% 2430 2 ACL

+ Session-based(Stateful)
« WF X T A AF 4w (Initial Session) » #& v B 3w A T K T
x 4% 8L (¢ % 2ot ek Sessions 0 & X SYN Flood s #

« Firewall Interface A 2% Z_iZ P 2RA % > € BT 4o ™ &2 2 4

+ No XXX rules are currently defined. All incoming connections on this
interface will be blocked until you add a pass rule.

Y 2l < NTY)



Firewall Rules vs. Router ACL

+ Firewall Rules ;p|z& T 5
+ pfsense: https://www.pfsense.org/
+ OPNsense: https://opnsense.org/

+ Router ACL B]z& T &
+ Cisco Catalyst Series

%;\% L ig, 34



Casel. *} ¥+ p
o u2F Src IP 140.112.3.0/24

%{\%ﬁ %'?'



Casel. Router ACL

Src IP 140.112.3.0/24

>

@ GO/1 GO/2 D

PC
192.168.0.10/24

Ipv4 access-list acl
permit ipv4 140.112.3.0 0.0.0.255 any
« >l EN 48 GO/1In 2 »
int GO/1
Ipv4 access-group acl ingress
x 2T e G0/20ut ¢ ow
int GO/2
ipv4 access-group acl egress

Y 2l e



Casel. Firewall Rules

v WA A B In” e
« WAN(/ & In): =o=F Src IP 140.112.3.0/24
« LAN(% & Out): # 2 % %
Src IP 140.112.3.0/24

>
Firewall D

PC
192.168.0.10/24

Floating WA LAM

— 0EF Src IP: 140.112.3.0/24
Rules {Drag to Change Order)
States Protocel Source Alias details sn  Peort Gateway Queue Schedule Description  Acticns
v 0/0B 1P * ACL_T Value * * none 1. D0

140112 .3.0/24
Floating AN LAM

—— AFRECE (/rHE Out)

Rules {Drag to Change Order)

States Protocel  Source Port Destination Port Gateway Queue Schedule  Description Actions
w0 - J i



Casel. 2 B b i
| RouterACL | Firewall Rules

S i vZF Src IP g uzF Sre 1P
(& & ) 140.112.3.0/24 140.112.3.0/24
AR & /o3 Dst IP A LA

140.112.3.0/24

%: ‘,.\%4 38



Y 2l

Case?.
hER D 2RRIES
AR 5 0 s

For Initial Session

39



CaseZ. Router ACL

Internet Router D

GO0/1 GO0/2

PC
For Initial Session 192.168.0.10/24
X p FNEN: £EES
< ¥ 2T

+ Non Session-based 7 # 2 > & /2 3k 2_

Y 2l <



Case2. Firewall Rules

=

Ao dedl Ao In” e XF K T LAN
+ Allow Rules ¥ E 2k 7 Al AF A2 (Initial session) 0 4te w
L A

+ Fli Implicit Deny’ WE RPN Eh IR A

|~ o

< WESh: 2EFE

Internet Firewall D

WAN

Floating WAN LAN PC
— AfacE (friE Out) 192.168.0.10/24
Rules {Drag to Change Order)
States Protocol Source Port Destination  Port Gateway Queue Schedule Description  Actions

Floating WAN LAN

—_— AN¥EFR: mEF LAN net 192.168.0.0/24

Rules (Drag to Change Order)

]
I
H
¢
L1

States Protacel Ssurce Pert Destination Pert Gateway Queue Schedule Descriptien Astions

v 147450 IPvd*  LAN * % £ none Default allow LANto anyrule L. 0)@
GiB et

NTU



Firewall Rules
Block vs. Reject
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Firewall Rules
Block vs. Reject
+ Block: Implicit Deny(FE % 4£.8) 2. T % & (F
+ Drop Packets Silently.

» Reject: & #+ 3§ 4r — 3 Rule ** 5. {3
+ Post Close & w % 4t ¢
+ For TCP -> RST
+ For UDP -> ICMP port unreachable

%‘\%‘; ;g, 43



Reject: & # # 4r — § Rule »> & &

Floating LAM_0 LAMN_T IPsac
—
(] States Protocol Source Port Destination  Port Gateway Queue Schedule Description Actions
X 0/35.83MB *# RFC 1918 natworks & & & & & Block private networks K%
X 0/1.98MIE  * Reserved * * * * * Block bogon networks 1%

Mot assigred by LANA

O 0/08B 1P * * * ® %‘EHDI]J: ® none &f@ﬁ

Edit Firewall Rule

Acticn Reject w

Choose what to do with packets that match the critaria spacified below.
Hint: the difference batweean block and reject is that with reject, a packet (TCP RST or ICMP
with block the packet is dropped silantly. In aither case, the original packet is discarded.

Dizabled [ Disable this rule

Set this option to disable this rule without removing it from the list.

Interface WaN v

Choose the interface from which packets must come to mateh this rule.

Address Family 1Pyl v

Salect the Intarnat Protocol version this rule applies to.

Protocsol Any v

Choose which IP protocol this rule should mateh.

Source

Source T Inwert match any v

Y e



Firewall Rules
Block vs. Reject B :#

+ Nmap 163.28.16.43

Block Reject

S:\Tool s\Nmap7.97=nmap 163.28.16.43 S:AToolsANmap7 . 97-nnap 163.28.16.43

Starting Mmap 7.97 ( htips://mmap.org ) at 2025-07-25 Starting Nmap 7.97 ( https://nmap.org ) at 2025-07-25 1(

Nmap scan report for ilearning?.tanet.edo.tw (163,28, 1%22% ?;aﬂprﬁgoéézggrl;{Ziéggngz ianct. e, i {162, 28.1C.

Host 13 up (0.001%9 latency).

Not shown: 993 closed tcp ports (reset)

Not shown: 997 filtered tcp ports (no-response ) PORT STATE  SERVICE
PORT STATE SERVICE 80/tcp  open http
80/tcp  open http 135/tcp filtered msrpc
443/tcp open https 139/tcp filtered netbios-ssn
3339/tcp open ms-wht-server 443/tcp open https

d45/tcp filtered microsoft-ds

3389/ tcp open ns-wht-server
3300/ tep f11tered dsc

+ nping --tcp -p 81 163.28.16.43

:\Tool &\Nmap7.97=nping --tcp -p 81 163.28.16.43

tarting Nping 0.7.97 ( https://mmap.org/nping ) at 2025-07-25 10:58 &10fEHEIER

ENT (0.05405) TCP 172.16.0.12:12467 > 163.28.16.43:81 S tt1=64 id:1036 iplen=40 geq=3254056632 win=140
(1.0680s) TCP 172.16.0.12:12467 = 163.28.16.43:81 S ttl=64 1d=1036 iplen=40 seq=3254056632 win=1430
(2.0760s) TCP 172.16.0.12:12467 > 163.28.16.43:81 S ttl=64 1d=1036 iplen=40 seq=3254056632 win=1480
(3.08208) TCP 172.16.0.12:12467 = 163.28.16.43:81 S tt1=64 id=1036 iplen=40 seq=3254056632 win=1480

\Tool s\Nmap7.97>nping --tcp -p &1 163.28.16.43

tarting Nping 0.7.97 ( https://nmap.org/nping ) at 2025-07-25 10:38 &10fEHEIFR

ENT (0.0650s) TCP 172.16.0.12:27681 = 163.28.16.43:81 S ttl=64 id:20912 iplen=40 seq=1748100342 win=1420
RCVD (0.0810s) TCP 162.28.16.43:81 » 172.16.0.12:27681 R4 tt1=59 id=0 iplen=40 seq=0 win=0

BENT (1.0730z) TCP 172.16.0.12:27681 > 163.25.16.43:81 S tt1=064 1d=20912 iplen=40 =eq=1748109342 win=1480
CVD (1.0880=) TCP 163.28.16.43:8] = 172.16.0.12:27681 RA tt1=59 id=0 iplen=40 =eq=0 win=0



Firewall Rules
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Firewall Logs Review
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Firewall Logs /& R Exissr>t ?

Deny Rules
Or
Allow Rules

PR .



Firewall Logs Review

+ Deny Rules Logs
« TR B R4
«+ * 53 4 % (IPScan ~ Port Scan 2. - ¥ )
x N EA 7R E gy L, F 5 8 K4k Deny £~ &
b
+ Allow Rules Logs
x TR A B Exzeér.
P EHRERE A RABLEF R TSRS
« AR Ed ~ » RA T

Y 2l 2
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Firewall Rules
|P 4% Ex

| [ Pee [ RE L ER | RER

PENF Private IP Permit all Reject all Permit Private IP

1Tk DestIP: 2 ¢ ¥ WOLFIRPN R

(&% IP)
Private IP Reject all Reject all Permit Private IP
loT X &%
Server Private IP For #ic %8 § #7: 80/443: Permit all Bt #/VPN
Farm + DestIP: v & H

Public IP (Zero Trust)  For & 32 Port:
22:SrclPv 2 H
3389:SrcIP v Z H
g
Out of Band p 8 % £

Y 2l 5 NTU



Firewall Logs Review
A T

* ]B; /{ ,;F, p:u

o, *JL AR S Ty

« ECHaE R
+ Review #73 Dest Port != 80, 443, 53 & &
x 3 e Snort/Layer7 4~ 17

« Dest Port 80 e 2% http protocol
« Dest Port 443 iz 2t https protocol

Dest Port 53 i 22 DNS protocol
* fff £

GEOIP i& {= Country & ASN %~ 47, 44 F* 2. Country & ASN & 4% 5|
T RATE T A Afs AR AE T,

* Server Farm
x CHEP AR
x Web Server: it 41 2z 4%

2 A 3 91 5 4R 4
x ¥ % Size & #f ¥ X 7 iE

?1 e 7 SQL Injection & try % #§ s #
x “lﬂ"f”l‘
A AT ikf@ %3 Window Update, Linux OS Update % /& st { #7idl &34k, 7
IR EN S *jf b T L.

%;\% L ig, 52



bt B LR %6 e R
Scan from Internet
« 1 IT% 7T "R B2k & ~ loT R i
« P IR ?Pﬂéﬂ\ g SR T
« Ttp, ntp, http, https ... (21, 123, 80, 443, ...)

x 7 B p il RPRGE
+ Ssh, telnet,snmp, vnc, rdp (22,23,161,5900,3389)

+* Server Farm
« http, https 7 &5 6 & 7 32 & 5
« F T B E I SRR

%;@ L ig, 53



Firewall Rules Detection
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« For Server: ¢+ £+ p
+ For Client: p % ¢k
+ For ° i

Fde

L)
Yo\
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Firewalls

RESpN R SNETA

Firewall Firewall Firewall
D—m—--um — 1 g
Client Server

Y 2l &



Firewall Rules Detection

For Server
oh

%;\% L %,?, 57



Firewalls

WEFIR HNETA
Firewall Firewall Firewall
D—m—--um ;

Client Server

Y 2l =



Firewall Rules Detection

For Server

« LT BIP> f?—ﬁ”‘ ¥ mn Firewall ?
+ 140.112.8.116(www.ntu.edu.tw)

C:slsers~userrping 148.112.8.116

Ping 148.112. s 116 (fEH 32 {yrsEeyET -

+ 140.112.3.126

C:sUsers~userrping 148.112.3.126

Ping 14@8.112.3.126 {HH 32 {YmaERIEFD:
[FIFEE 14@.112.3.126: {VT4H=32 KF[{-2ms TTL=258

[EFEE 14@.112.3.126: {iorgH=32 BF[lj=ims TTL=250
EFEE 140.112.3.126: {VTEH=32 1FF=1ns TTL=250

+ Hint: ping

R VA 59
¥ gL oL



Firewall Rules Detection

For Server

« LT AR IP T?*J'Ff”ﬁ ‘F ¥ Firewall ?

+ 180.222.102.202(tw.yahoo.com)

C:sUszersswserrping 188.222.182 262

Ping 180.222_182.202 -:IﬁﬁEEJ 32 T EHEYE D -

EfRE 1808.222.182.292: LL. TEE=32 IFf=1ins TTL=48
EFEE 188.222.182.202: {yTiH=-32 IEf-1ims TTL=48
EFEE 188.222.182.2082: {VTzH=32 IFj=imns TTL=48

+ 140.112.3.126

C:slserssauserrping 148.112.3.126

Ping 1408.112.3.126 <fiHH 32 {ymrsERYEH:

EFEE 140.112.3.126: {VEH-32 HF[E]=2ms TTL-250
EFEE 148.112.3.126: {VTEH=32 1FR]=ims TTL=258
EFRE 148.112.3.126: [JJrE.H=32 HFf=1ms TTL=258

+ Hintl: ping (¢ 7 * /&)
+ Hint2: telnet port 81 ...

R VA 60
¥ gL oL



Firewall Rules Detection
For Server
x PER T
+ @Client ~ £ & Firewall
« ¥~ @ 32 & Firewall

AESpA R FNEFAN

Firewall
0——— --uu---—wr;li
Client Server

%;\% v )\7 61



Firewall Rules Detection
For Server
x CHEPQ AL LR]?
« B 2x/4145 vRiE Protocols/Ports ?

x P32 TCP Port 1~1024
+ hmap 180.222.102.202 -p 1-1024

Not shown: 1022 filtered tcp ports (no-response)

PORT STATE SERVICE
80/tcp open http
yuy3/tcp open https

« Bz TCP: 80/443
+ hmap 140.112.3.126 -p 1-1024

All 1024 scanned ports on ntuccgw.cc.ntu.edu.tw (140.112.3.126) are in ignored states.

Not shown: 1024 closed tcp ports (reset)
« TCP: 1~ 1024 & I X 454148

Y 2l 62 NTU



Firewall Rules Detection

For Server

» 35 21 @ Internet + 10 & IP “5 ¢t ¥ p Firewall?
+ Hint: Top 100 Website

+ 5 0 & Internet + 10 i IP “a ”¢F £+ Firewall?

+ Hint; TraceRoute £ ¥ Router
x = AS p £% Router
From J¢&itft To 168.95.1.1 | v

C:h=tracert -4 168.95.1.1

= EFE 30 {EEEEE RiEH: 168.95
_1 = _ll e - _1 i

s 140,11

Mg WY,

6.241.51]




TraceRoute 2 ¢ Router
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Firewall Rules Detection
For Client
S
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[

Client

Y 2l

AEPd

Firewall

Firewalls

SN
Firewall Firewall
"'m —f

Server



Firewall Rules Detection

For Client

+ @Where ?
X ; ¢ X3z 5 SSID:TCXXX HOTEL
x 7= eduroam
x 5 FRFLHE < 4 eduroam
*@ﬁ#E
= 2 % telnet 3 & ptt.cc
- i& % ssh il AR i xE Server
@ * fip ™ i\'i}%%—
% 18 * Outlook 7 73
2 % * Windows iz & @ i@ % B A 7 P
=2 * £ % Android App #%.3% Speed Test & {7 P

-, alv
N

t . B S R
al v al v

(= e S RN HES R RN
R\ll ‘\\4— RH— ‘\\4— M+

%&%ﬁ i% o7 NTU



Firewall Rules Detection
For Client

x ERAL T oL ABT N SRR )7
x B /44y omit Protocols/Ports ?
* PFRT
+ @R Internet £ F -> & F
« © Bz TCP: 80, 443
+ ping 8.8.8.8->73 w &
« ¢ B2z ICMP
+ nslookup www.ibm.com 8.8.8.8 -> ji# 47 = #
« © B2z UDP: 53
x # %18 % ssh i i ik =3 Server
« W AT4) TCP: 22
« ;% * Outlook jz % 3
« #3t44 TCP: POP3/IMP4 + SMTP
x T RBL G
x telnet 163.28.17.100 3389 -> & w &
« #L3t4d TCP: 3389

%;@ L ig, 68



Firewall Rules Detection

For Client
x PR FE

x+ @Server ~ ¥ = Firewall
x ¢ 2~ o a Firewall

AESpd iR SNEFN
Firewall
D % llll | I III _IIII—QE
Client Server
7351l BfTEEE
J77E2: Any Router
%;%“:. 69 NTU



Firewall Rules Detection

For Client
+ Nmap -pl-1024 192.192.61.82

Nmap scan report for 192.192.61.82
Host is up (0.0020s latency).
Not shown: 1021 filtered tcp ports (no-response)

PORT STATE SERVICE
53/tcp closed domain
80/tcp closed http
4u3/tcp closed https

3 A
* p .

« % TCP Port: 53/80/443 4 R 2xph % ¢h i & » H 40 24

-tfﬁé\ (fl Itered) . O Protocol Source Port Destination Port Gateway Schedule
. (i
%* ﬁ; / i‘ 2P /él: 0O = 4 @ IPvATCP/UDP LAN_10.4 1 lnet * * 80 (HTTP)
(] - ©® IPv4TCP/UDP LAN_10_4 1 1net * * 443 (HTTPS) *
SSLVPN
& O => ©® IPVATCP/UDP LAN_10_4 1_lnet * * 53 (DNS)
O - ©® pvaicMP LAN_10_4_1_1net *

%&%ﬁ Y- 10 NTU



Firewall Rules Detection
For ¢ i
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Firewall Rules Detection
For » &

AEPd s SN

Firewall Firewall Firewall

D%—\'m/ B

%;\% L %,?, 72




Firewall Rules Detection
For » &
+ From: 5 = #&p To: TANet = & 3 & 2L

x B]3& TCPport 130 ~ 140 #_F B 2% 9
+ hmap -p 130-140 192.192.61.82

«— 135 #EHH

«— 139 #EHHA

Y 2l .



Firewall Rules Detection

For » &
+ From:5> = & p To: TANet = # 3 & gL
x+ P3E TCPport 440 ~ 450 _F B 2% ?
* nmap p 440-450 192.192.61.82

+— 445 HiETH

450/ tc 4] cl . l LIErvVer
« Port445 f g5 @ R & Bhag 3407
+ 1& % TraceRoute By TCP ip|:#

+ tracetcp ~ nping nmap NSE: firewalk
x (k£ 1 % TraceRoute  12)

%{% L ig, 74



For # %
= ;% 1: tracetcp.exe

+ 35— 1 IP & Port ¥ " 4| TraceRoute = =
* tracetcp 192. 192 61 82 440 -n

14011
140.11
140.11
140.112.0.
ed in 4 mg. Pot

x PR Fﬁi% port
+ tracetcp 192. 192 61 82 445 -n

=i
=]
[}

imed out .

L] -

O W M OM M M M
. T
1™

=t timed ||HT i




For » &
= ;2 2. nping
+ nping --tr --tcp -p 440 192.192.61.82

iplen=63 ]

%-2/ 2§ . 76 NTU



For » &
= ;2 3. nmap NSE: firewalk
+ nmap NSE(NMAP Scripting Engine): firewalk
+ Script types: hostrule

+ Categories: safe, discovery

+ Tries to discover firewall rules usingan IP TTL
expiration technique known as firewalking.

* 3%, . nmap --script firewalk --traceroute
<target>
*':‘F!I} 4%&,’? ﬁ F/Ao\‘#’!(‘f‘r

x BEEDF e P 08 PIAR FE4E Ports 22 & 2E

Y 2l g NTY)



For @ 4
nmap NSE: firewalk

+ Nmap --scrlpt flrewalk --traceroute -p 440-450 192.192.61.82




For ¢ i£
nmap NSE: firewalk

+ nmap --script firewalk --traceroute -p 6345-6349 www.google.com

24012422004

PROTOCOL  BLOCK
tcp F




nmap NSE: firewalk

Check Top 1000 common ports
+ nhmap --script firewalk --traceroute 192.192.61.89

tcp ports (reset)

S-S50

: miﬁ%ﬂééft—dﬂ

ost script results:
| firewalk:
| HOP HOS

|1 172.16.0.1

7 192.192.61.1

co.ntu.edo.tw (140.112.3
v 0170.cc.ntu.edo.tw (1
Ltw (140,112,

c.ntu.edu.tw (140.112.0.70)

Y 2l
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