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OWASPTOP 10

2017 2021
A01:2017-Injection — AD1:2021-Broken Access Control
AD2:2017-Broken Authentication = AD2:2021-Cryptographic Failures
AD3:2017-5ensitive Data Exposure T5.AD3:2021-Injection
AD4:2017-XML External Entities (XXE) (New) AD4:2021-Insecure Design

A05:2017-Broken Access Control — A05:2021-5ecurity Misconfiguration
AD6:2017-5ecurity Misconfiguration AD6:2021-Vulnerable and Outdated Components

AD7:2017-Cross-Site Scripting (X55) AD7:2021-ldentification and Authentication Failures

ADB:2017-Insecure Deserialization f (Mew! ADB:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring —_— (New) Al10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

https://owasp.org/Top10/ TYRC
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http://127.0.0.1:3000/

. OWASP Juice ShOp Q @ Account @

All Products

Apple Juice Banana Juice
(1000mi) Apple Pomace (1000mi)
0.890

1.990 1.990

Best Juice Shop Carrot Juice Eggfruit Juice
Salesman (1000ml) (500ml)

Artwork 2990 8.990
50000
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You successfully solved a challenge: Password Strength (Log in with the administrator's u

@ Devlools is now available in Chinese! | Always match Chrome's language Switch DevTools to Chinest
i [d Elements  Console  Recorder Sources Network  Performance insights J{
Page  Workspace >> ¢ [[@ (index) mainjs X 103js
T e
v top - path: “"hacking-instructor”,
v ¢y juice-shop.herokuapp.com - component: ne
» [ assets/public/images - b A
D (index) - path: “score-board",
. - component: Vc
[ 1035s B 1o
[ mainjs - path: "track-result”,
D polyfills.js - component: _e
[ runtimejs - A
D vendorjs - path: “"track-result/new”,

- component: _e,

[ styles.css . datar { TYRC

0 Matenallcons RegularwoffZ B

] C o y Pk &l & 4 o /0




. OWASP Juice Shop

Score Board

UAL: 0/14 0/23 0/25 0/18 0112

Show all

T Show solved | 4 Show tutorials only o

Broken Access Control Broken Anti Automation Broken Authentication Cryptographic Issues Improper Input Validation Injection Insecure Desernalization Miscellaneous Security Misconfiguration
Security through Obscurity Sensitive Data Exposure Unvalidated Redirects Vulnerable Components XSS XXE Hide all
Score Board too slow or too confusing?  Check out the preview of our new Score Board!
Name Difficulty Description Category Tags Status
Use the bonus payload <iframe width="100%" height="166" scr« Shenanigans
Bonus Payload * url=https¥%3A//api.soundcloud.com/tracks/7719848768%color=SX5S u unsolved *
<fiframe> in the DOM XSS challenge. Tutorial
Brute Force
Bully Chatbot * Receive a coupon code from the support chatbot. Miscellaneous n unsolved
Shenanigans
Confidential Document * Access a confidential document. Sensitive Data Exposure Good for Demos u unsolved
- . Good for Demos
Perform a DOM XSS attack with <if
DOM XSS * " ; e XSS @ unsoived [ @
src="javascript:alert( xss™ )">. Tutorial
. Provoke an error that is neither very gracefully nor consistently . . . ..
Error Handling * —— Security Misconfiguration Prerequisite il unsolved

Coding Score

Q @ Account @I

o




tIFR 77 H http://127.0.0.1:3000/#/score-board-preview

. OWASP Juice Shop

1 2 3

3% 0% 3/ 160 3/26 0/20 0/41

Hacking Challenges Coding Challenges Challenges Solved © & 6
0/37 0/24 0/12

Q, Search Difficulty ~ Status -

All XSS Sensitive Data Exposure Improper Input Validation Broken Access Control Unvalidated Redirects Vulnerable Components Broken Authentication

Security through Obscurity Insecure Deserialization Miscellaneous Broken Anti Automation Injection Security Misconfiguration Cryptographic Issues XXE

% This is a preview of the new Score Board. If you notice any bugs or have any feedback, please let us know! Reach out via our community channels Back to the old Score Board

Score Board DOM XSS Bonus Payload >* Privacy Policy

_l

<> @ # @Hint Tut <> @ # ®Hint

Bully Chatbot Confidential Document Emror Handling Exposed Metrics

popular monitoring system




- BAEILIESH ( Cross-site scripting - XSS ) WEFE - AR ERAESERE
VS

iThome 5 =|E OBl Al Clud- KEIT BEAT BX- WEE-

MeetupZ2EH:ERZEEHBELIRETR

XS £ T BEESH TFEMectup AR BHNMELZZRE  —BEANRRE  RESKEEEZTERELE

T ENERERBIEERE
ISA L TR S IR INEE

’l

Payments
received

Your PayPal account

PayPal is a 3rd-party website that allows you to collect money securely online.

You are curremly set up to receive money with PayPal.

+ Collsct dues fo ¢ Mestup Groups
= Charge mc-'l-cr., to attend your mestup events

Entes the emall address you use for PayPal 1o link your seeounts

2 |

Save PayPal Information

Note that the email you use for your PayPal account will be shown to any Meetup member who
sends you a peyment using PayPal.

Learn more sbout haw Mestup works with PayPa

anew group eg eut

Checkmarxf EA SERNBEMeetuptl2 ERE% « FIABERET
..the email address has been Changed, www ythubecom-’\ atch gRCoKfXzfEAfeature=youtu.be « C

and all payments now go to the attacker.

CheckmandiZE A SEREIFREMeetupfI2EREE - FFHLAEAEEEATREUPayPallFRHNEF R - EREIES :
https://wwwyoutube.com/watch?v=bgRCoKfXzfE&feature=youtu.be  Checkmarx

Mk E & 48 o O



https://www.ithome.com.tw/news/139205
https://www.ithome.com.tw/news/139205

DOM ( Document Object Model ) & XSS ZFE1H R A 7 28
( Cross-Site Scripting, XSS ) E’\J—E WERETE HPIRW
JavaScript IRIES -

TEZRRHEEEARZEISESR - AZ(RAAE URL i‘%% :
Cookie HUEWER - WEHFiR A BB HITIEI - 54
B A AR AR EE - A BANEAREREELHS A
MABSEEBHRWE -

w8 B e # TXSS WEE?

Hint: BIARSRE 0
<iframe src="javascript:alert('xss’)">

127.0.0.1:3000 881~

X555

TYRC 33
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gN{oFEFADOM XSS EE

1. #w#& @ * innerHTML ~ document. write() ~eval() % ' = % o

2. &%~ FF»> APl ¢ 4c textContent # setAttribute - # ¢ f%
+7 HTML -

3. i~ TRy 0 HIML # % (escaping) = F2
(sanitization) -

4. # * Biv{=2 (4r React ~ Vue) ®kadZ DOM > izdt4=28 p & 4
7L escape 2 e

5. ¥~ CSP (Content Security Policy) ° B it % P e
JavaScript 7 o

Mk E & 48 o O



- BH: BAIEESH ( Cross-site scripting - XSS ) WEJRE - 558 ABonus
Payload

« Hint:

vV RBAZIERARBSEIS - stEaEfis] Ll GET S8EIE - WERMRT
BHEANRER  EHEMBURLWETZER -

v RAREREIE

= . OWASP Juice Shop <iframe width="100f" hei X (@ Account ) EN

Search Results -

Ae e
OWASP Juice Shop Jingle

No results found

Try adjusting your search to find what you're looking for.

ltems per page: 12 v 0ofD

TYRC 35
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L B~ SR AT B B R R 0 fdE kg 2 ik
#J , s y e
foFERT G & TIPS Bl AR

2. AR Gt S g o ol dd ~ TIHTML ~ JavaScript ~ CSS
BURLY 2z » @ % S f g I g > 3% o 57 M EN B Sk
(4cPHPshtmlspecialchars()) kFH > 7 £ # * o = (4o
JavaScript) kredg » F| 5 227 ML EEE o

3. & i ™ innerHTML * & £ # & i@ * innerHIML+-%* = 4 » s
&~ TIHTML® - &L ¢ * textContent 2 innerText e

A, wraiip B FAVAF (Webf® 42551 Vi) Rigipl{ri@
BERYCA o BT AR A K o H A gore ok XSS o

https://sites.google.com/gs.ncku.edu.tw/vulnerability-patching-guide/
36
Pk & & 48 5 /0 .



B WAL EFUER (Information Disclosure ) ?
Hint: ¥R SR

Ez&privacy policy

= H
CRE U

#FEEHR R ( Directory Browsing / Fuzzing ) A8 ub  # Zl
| FEERIBE E S XA -

3 AR AR I P A0 o] B R 3R BR
ook - NEIFREXIES -

=1 il
H-EH

FR 2N

PN

I

EBURBURE R ERARFABER - 1R
I FE S FEUREANE R URL

You successfully solved a challenge: Privacy Policy (Read our privacy policy.)

&) Orders & Payment
e Privacy & Security
(!) Logout
G ssssaLaLaLSLSTSSTSTSSSSSSEEEEEEEEEEEE
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- EEH: FHAIERcoupon code BEEHE?

« Hint:
as 702 AMRSE - Z3Ksupport chatbot 2 H#

OWASP Juice Shop

Contact

JB Customer Feedback
(© Complaint

B Support Chat
Company

s About Us

==  DOooookay, if you promise to stop nagging me here's a 10% coupon code
E for you: k#*Agg+yBo

TYRC
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#N{a]FERHAIl Chatbot B9Z £ & fREtI =&

¢

NEBIE RS T el R E T SE U IR
Promptl7:& AT ZEIRTIRMIE L N RE

=R il SRR A LTZNE

EES R EL e 12 2 I AR 7 2t S A 2 5E T B FE

BUR AR =D BREREE Al Act - FREBS AR Al 2R ETT

TYRC

Pk &l & 4 o /0



- EH REHERERREEER?

 Hint: #Z/About Us B HERESBER - DR BRNNES

' OWASP Juice Shop

A tUs

Corporate History & Policy

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut
labore et dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et
ea rebum. Stet clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Lorem
ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et
dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea
rebum. Stet clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum
dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore
magna aliquyam erat, sed diam voluptua. Duis autem vel eum iriure dolor in hendrerit in vulputate velit
esse molestie consequat, vel illum dolore eu feugiat nulla facilisis at vero eros et accumsan et iusto odio
dignissim qui blandit praesent luptatum zzril delenit augue duis dolore te feugait nulla facilisi. Lorem
ipsum dolor sit amet, consectetuer adipiscing elit, sed diam nonummy nibh euismod tincidunt ut laoreet
dolore magna aliqguam erat volutpat. Check out our boring terms of use if you are interested in such
lame stuff. At vero eos et accusam et justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea
takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing
elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam
voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea
takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing
elitr, At accusam aliquyam diam diam dolore dolores duo eirmod eos erat, et nonumy sed tempor et et
invidunt justo labore Stet clita ea et gubergren, kasd magna no rebum.

TYRC
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EREEZSE AEORAPBEIRAEAE - WZENABIEZR - line number ~ SQLIESE
Z st IRAl "Fail Safe ; JRR : BlfEiERR - L ABBEREEN
WEENHS= AMAERENIENBREE - 2I0ES - BEZRE - API 28T

FA7N SQL sB A EERR ERERERE - BuBHE

#A7N stack trace BmERERES: - BREE

#A7N APl exception REE - IREERAD TV token F78Y

TYRC
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SQL Injection

X SQL Query Example

-- BREREEAETS
SELECT * FROM users WHERE username = "admin’ AND password = "1234°;

WREFSAREHEA -

v EHELZ®B:" OR 1=1 --
s (EE)

ERESHRES -
9 SELECT * FROM users WHERE username = ' OR 1=1 -- ' AND password = '';

« = OR1=1XERE ' -- RNIHERHEMNED
o — AR EAMT) - AR R |

N
/

\

TYRC
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- BEH: DIAAMINEEES N E AL

« Hint: T8 AEDPRAESISR () HESER (") - BRRFREUR

BSxeaASQLIEREFE -

 REAIEAE ARRFERISQL
« strSQL = "SELECT * FROM users WHERE (name = " +

userName + ") and (pw = "+ passWord +");"

« ERFAHHERZFNBANETRE  WAEEODIGEAE

Beng?

TYRC

Pk &l & 4 o /0




- BH: KAEEE TEURL?

* Hint: Juice Shop MEREE A OERIENR - B " Broken
Access Control ; ( AZZRFEUES] ) - BEEHR S AZE
MWERENtoIsEFEEHELN "iEE ., S8 -

« FRIF121 R IR I8HS - BlE)stE - EEmEPRIURL -

= ' OWASP Juice Shop

Administration

Registered Users

ow O &as =Ze DiEsE NEE (ssgEs O oEe O 858  #80s 5 EFEs () AdBlock
] | g2 & {} mainjs X [ (index) JS runtimejs 35 polyfillsjs J5 mainjs
~(H £#as 5* 1 'use strict';
- @ 127.001:3000 (self.webpackchunkfrontend = self.webpackcChunkfrontend || [1).push(
27.00.1: (1171,
O (index) {
JS 103 s - 4558 (tt, W, ©) =» {
- AW, {
15 polyfillsjs - 0
J5 runtimejs ) var k = c{234@),
15 vendorjs 18 t = c{4858),
b & cdnjs.cloudflare.com " - c:”:;;:

TYRC 46
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1L

BREIEERRAGE

o HA—  MERREINE (EEERER ) &8 REBMRIEEX

v RRUSIERFZELE ?:’Eche Shop #88 £ - # § F12
(SRAREEEE B2 RS,/ RETR, ) - B8]
%ﬁ&]%%ﬁﬁ’]ﬁaﬁﬁx%l/\

v #85 JavaScript 122 : EHE L EP - 2| " 2RIR
(Sources) 4 _JZ "Debugger. Z&H -

« A IR RS “‘EEE APEEARENZERS RAVEER
ﬁ%ﬁgiﬁ 1/J\TL Al E T URL PEA—LE %E’J%%&ﬂi
B/R] .

v' /admin

v' /login_admin
v' /dashboard
v' /management

TYRC 47
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HEH e #EHEMma’'s € R EE RN
Hint:
M " SE2E) ek LEBRERE - ol IER

Emma BIZ 8 emma@juice-sh.op

FHEmma L2558 Photo Wall #5475
"My old workplace... (© E=ma?)"” which is close enough to
"Emma”“

TYRC
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mailto:emma@juice-sh.op
mailto:emma@juice-sh.op
mailto:emma@juice-sh.op

R EIER

s EP?%%U%ES—EF':%%E’J

Z 25 1E2 "Visual Geo Stalking" Hk8; A9
o TERENE?D  BRTE

ZERRAIVERE DA HEIERE T -

v FNEER ; AEEE Emma ENE R EE "TBRBZEA...
1 .HTW?UM\E’J%H«(

v BRI RER (EXIF Data) : FH4 F EXIF&E&=8 (Fl :
exiftools 23€ = "online EXIF viewer") FEE R - &L
exiftool EE R P EIZH) GPS E4Z (GPS Latitude, GPS
Longitude) - ELE AR 18R E K BURE MRS

v KEBWMEE A R EXIF ER - BEERRZETMEBEER XS -

Emma 22BN EREE S EER B R PHEELNS .
Blan . —skBR ENFI—EZS LR F— B LR E S
BN AT B

TYRC
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- #H:Log in with Jim's user account.

- fEFSQL injection E A jim@juice-sh.op

TYRC 50
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« #H:Log in with Bender's user account.
« bender@juice-sh.op

TYRC 51
5 B 1 48 F



- EHE MM AZTENE"

- FHERBEAR—ELE

Customer Feedback

Comment *

© Max. 160 characters

1k
Rating

CAPTCHA: Whatis 9%18*187?

Result =

TYRC 52
1 B R 48 P 1
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« F& Burp Suite Community

« https://portswigger.net/burp/rele
ases/professional-community-
2024-7-5

« Proxy -> Setting -> Proxy
Listeners
=2 E127.0.0.1:8080 -

‘Bn B OO

 Firefoxg|E a3 a2 ELocal Proxy

- MEEEE -> FE)EE Proxy
127.0.0.1fERHTTP Proxy - port
8080

TYRC
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ﬁq:L.// “‘E&Zo

Firefoxz% 7€ &L
127.0.0.1F7 ¢

&« C @ Firefox about:config

@ wF L @ Agent1s3

Firefox

about:config
Network.proxy.allow_hijacking_loc

alhost s x4 true

! localhost

2 5 23 0P A 1L 51 e A

©® & & =

[ REREIENRESEE

browser.fixup.domainsuffixwhitelist.localhost
browser.fixup.domainwhitelist.localhost
browser.ml.chat.hideLocalhost
network.disable-localhost-when-offline
network.dns.native-is-localhost

network.dns.offline-localhost

network.proxy.allow_hijacking_localhost

true

true

true

false

false

true

true

T 14+ 14 14 1 1 1
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HeE127.0.0.1 :hj ‘
(EEEHER AL

N

Ll

Burp Intercept on
BERZELFE - B2 "rating™:0
Forward

[T Y U N ST ]

-1 m

Accept-Encoding: gzip, deflate, br
Content-Type: application/jscon
Content-Length: 78

Origin: http://127.0.0.1:3000
Connection: keep-alive

Peferer: http://127.0.0.L1:3000/
Cockie: language=en; welcomebanner status=dismiss; cookieconsent_status=dismiss
Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-5ite: same-origin
Priority: u=0

-1 m

oo

{

"captchald™:0,
"captcha'":"Z70",
Comment WELWEEWEEWeE
"rating": D

{anonymous) ",

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2024.7 5 - Temporary Project
Dashboard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn
ntercept HTTP history WebSockets history Proxy settings
T
‘ 3@ Intercept on - Forward | w Crop Reque:
Time Type Direction Host Method URL
09:47:30 3 Sep 2024 WebSocket €« Toclient 127.0.01 http://127.0.0.1:3000/s0cket.io/7EIO=48&
09:47:37 3 Sep 2024 HTTP < Request 127.0.01 GET http//127.0.0.1:3000/s0cket.io/7EIO=48
09:47:39 3 Sep 2024 HTTP 2 Request 127.0.01 POST http://127.0.0.1:3000/api/Feedbacks/
09:48:01 3 Sep 2024 HTTP - Request 127.0.01 GET http://127.0.0.1:3000/s0cket.io/?EIO=4&
Request
Pretty  Raw  Hex ol = Il
1 POST fapi/Feedbacks/ HTTP/1.1
2 Hest: 127.0.0.L1:3000
2z TUser-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =é4; rv:1259.0) Gecko/Z0l00Ll01 Firefox/129.0
4 Aecept: application/json, text/plain, */*
5  Acecept-Language: zh-TW,zh;qg=0.8,=en-U3;g=0.5,en;q=0.3

TYRC
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KRB ogEE—EimiE -

v IRERAEDNER | BERRBIEERNEEACAEEAEZEIR

5B
v %2%5;2—;.%%%%  HHBHEAG  BERFOEEERIERENRVE
= == i‘
DRIBEEmMNE

v (EREMRENERER . B  RRETEIE U gEE R IMNE S EM
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E'X_-
BERR D B —:
Ach iy
EEE,\J =EE= Customer Feedback

Comment *

AAAAAAA

@ Max 160 characters

Rating

CAPTCHA: Whatis 8-7+167
Result =

1
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Burp Project Intruder Repeater View Help Burp Suite Community Edition v2024.7.5 - Temporary Project

x — Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn
° —

ﬁ* iE / / m AR ° ntercept HTTP history WebSockets history {:::} Proxy settings

ﬂ%ﬂﬁz ﬁIEJE,‘J > Foward | v Drop Requ

° Time Type Direction Host Method URL

u S E RI d 14:07:45 3 Sep 2024 HTTP - Request 127.0.0.1 POST http://127.0.0.1:3000/api/Feedbacks/
14:08:05 3 Sep 2024 WebSocket € Toclient 127.0.01 http://127.0.0.1:3000/s0cket.io/?EIO=4
14:08:05 3 Sep 2024 WebSocket € Toclient 127.0.01 http://127.0.0.1:3000/socket.io/?EIO=4
14:08:17 3 Sep 2024 HTTP < Request 127.0.01 GET http://127.0.0.1:3000/s0cket.io/?EIO=4
14:08:17 3 Sep 2024 HTTP - Request 127.0.01 GET http://127.0.0.1:3000/socket.io/?EIO=4
14:08:32 3 Sep 2024 HTTP - Request 127.0.01 GET http://127.0.0.1:3000/s0cket.io/?EIO=4
14:08:35 3 Sep 2024 HTTP - Request 127.0.01 GET http://127.0.0.1:3000/socket.io/?EIO=4
Request
Pretty Raw Hex = B

= Content-Type: application/Jjson

5 Content-Length: S0

7 Crigin: htep://127.0.0.1:3000

11 Connection: keep-alive

|2 Referer: http://127.0.0.1:3000/
Cookie: language=en; welcomebanner status=dismiss; cockieconsent status=dismiss; token=
eyJ0eXAIQIJEVIQILCIhhGe 1013 Uz INIJS . ey edGFO0dEMi0idedW ] 22X el iwi ZGFOY S [eeydpZC e MiwidXN lemnShhb W10l TiLCTJ1bWFphC I &6 Impph UBgdWlj 25 lzaCsveCIsIn
RI3JRIJolTUONWNhNEZV]) 2oy Y JhkMT T4 Q3 NGEZJNJEzZTVINDULILCIyh 2l I JoiY3VedGot ZXTILCIJREW 1eGVTRZtl1biTeliTIsImxhe3RMbidpbklwljoiliwicHIviImlsZUlLYWd
MMz ZXReL3B LT pYyEph WFnZXMwvdkKEshIFkeySkZWZhdW0LnNZ Zyv Is InEvdHETEWN v ZXQ101 TiLCIJpeO0F JdGlZ 5 TedHT LESwiT3J IV KRIZEFO I Jo i M AyNCOwOS 0wty AwliDoOjoy
MgKzAwOjAwlividXERYXRIZEFOT o iMjAyvNCOwOS 0wy AWHDoOMjoyNiddNeNgE e AwOJ Awl iwiZGVsZXRIZEFOIJpudilxsESwviaWF 0TI joxNe T IMzM40TRZ £0. Rgbgr éMpxvzJDNEqTV
Tlde3s1lIU73z20 JuZblBETder1ZbzKRuGsSn M melub WelgZHIIRCRACBCEEr fhhpRvD-heEHOINOSDESHIneWIFVRUGIBDEnMEXFEZLRzFhTLEEChONZ vt uVMISzb 1WiZuxiKioZ
Es; continuseCode=mEWISvrJéazMxbigLlVi¥odwoXtkOIbat ZzuTNASREPVEVHQgqTvipkd4nE=1D

14 Sec-Fetch-Dest: smpty

|5 Sec-Fetch-HMode: cors

& Sec-Fetch-5Site: same-ocrigin

7 Pricrity: u=0

L3

"UserId"™:Z,

"captchald™:2,

"captcha™:"11",

"comment":"AAAAARL (***Rjuice-sh.op) ",
"rating":Z
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- BEHE: EEESRER MR BAIAEIREER - Place an

order that makes you rich.

Hint;

BEXNAAZ I APl 525t =15 % #5)7)E (Business
Logic Flaws) - AR EREINN B2 RERE - LIZEE
—ESEFEEARVAE R -
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| OWASP Juice Shop Q@ Account W VourBasket @) EN

ﬁq:L(/ "“%%o

T RE E Eﬁ You successfully solved a challenge: Payback Time (Place an order that makes you rich.)
NIREEE &

Delivery Address

Jim
Your order has been placed and is being Room 3F 121, Deck 5, USS
processed. You can check for status updates on Enterprise, 1701
our Track Orders page. Space

Phone Number 523423432

Order Summary Yy B

Product Price Quantity Total Price

Apple Juice

(1000mi) 1.990 -1000 -1990.00o

ltems -1990.00
Delivery 0.990
Promotion 0.00

Total Price -1989.010

You have gained 0 Bonus Points from this order!
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- HEZZEEERECRFRERBLEZAHDEZEFREAEE - M
ZEREBERENUEF L - EENER F HERArREL #E

Ef - MARSHIEE -

BifEbHHERE . BE2AHAN AR - EREISHEEEE -

YIHER - EARm IR ( (il Nmap + Masscan ) ¥ B1ZETIF

L IR ARF Mport - E—FRe¢) T FET B IR R H LETRIER
Eo A -

- IRIFEANRAGFR . ZBiRiFH L BEAGERITNEE - £E—TEIEL
B PR P RO LR FE A2 = R AR AR SE ( Bl - Apache HTTP Server
2.4.6 ~ OpenSSH 7.4p1 ~ MySQL5.7.19) - 5T EHEFE BN
HE%‘ETEBF *EEEEEH‘JZ%EW@%%EQX#UIz_—zﬁﬁ}izli

- BENMCHMFERH . BoEXaiisE LR (#120 Nessus
OpenVAS Qualys Acunetix - Burp Suite Professional ) ¥f B2
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° Metasglmt Framework : & —EINEERKAVEEAEAER - A
Z 7 A= exploits FAEET ) # pa Ioads ( IQ%WH ) o Big
?“IE’EXEE%AEH&ZK FEmERS - B2 E O] LT etasglmt 82

4‘HF|Eﬁtepr0|t ’fiﬁﬁ REEEIP- lEZ2Y - ABERNG
2 explol

 Nmap Scripting Engine (NSE) : Nmap A~ EgEiFHIn O MARTE -
= Ng)E i |17§5$ﬂ%=a7=55 (5% FA R e A AR FR RO MR - BLE NSE

WA MEEARRESLEEAMENGFE -

riad

. BERBHNAIL : siyRlEERE . resErERNIE
AT SISEE Web BFEs B0 (M 50U 1) BUAIA )
BB OB SQUMap (R EBESQLEA) - Xsser (R
REEIE XSS K&

Kali Linux : LE_HE_ILL
BELIEN TS ﬁHﬁ@éEﬂHQ% /)ﬁ:'ﬁ/lﬂﬁj\ﬂ‘ﬁ
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patch -
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