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NGINX

 NGINX pronounced as “ Engine X ”.

 常用於 web server, reverse proxy, load balancer, HTTP 

caching.

 a business unit of F5 Networks (2019).

 https://www.nginx.com/about/
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Web Sever: Market Share
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https://www.netcraft.com/blog/june-2026-web-server-survey
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https://serverguy.com/comparison/apache-vs-nginx/



Performance : Static Content

 Apache

 Serves static content using the file-based method.

 NGINX

 Instead of creating new processes for each connection, Nginx uses 

a single master process and multiple worker processes, managing 

connections efficiently through an event loop.
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https://zenocloud.io/blog/apache-vs-nginx/



NGINX Plus vs. NGINX(open source)

商業版 vs. 免費版
NGINX Plus is the closed source, 

commercial version of NGINX.
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https://docs.nginx.com/nginxaas/azure/overview/feature-comparison/
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https://www.nginx.com/products/nginx/compare-models/



NGINX Module

 HTTP Basic Module

 ngx_http_core_module

 ngx_http_browser_module

 ngx_http_headers_module

 ngx_http_auth_basic_module

 ngx_http_auth_request_module

 ngx_http_rewrite_module

 ngx_http_sub_module

 ngx_http_realip_module

 HTTP Forward Proxy

 ngx_http_proxy_connect_module

 Reverse Proxy

 ngx_http_proxy_module: L7 HTTP

 ngx_mail_proxy_module: L7 Mail

 ngx_stream_proxy_module: L4

 Load Balance

 ngx_http_upstream_module: L7 HTTP

 ngx_stream_upstream_module: L4
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NGINX LAB
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大綱

 環境準備

 Case1. Virtual Host

 Case2. Let's Encrypt 免費憑證: Authenticator & Installer

 Case3. Let's Encrypt 免費憑證: Authenticator Only

 Case4. HTTP 301/302 Redirect
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環境準備
Ubuntu 26.04

 Install nginx

 apt install nginx

 systemctl status nginx

 systemctl restart nginx

 Test Config File: /etc/nginx/nginx.conf

 nginx -t
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/etc/nginx/nginx.conf

設定架構
# 註解

  user www-data;

error_log /var/log/nginx/error.log;

include /etc/nginx/modules-enabled/*.conf;  # main level

events {

worker_connections 1024; #每個 worker process 最大連線數. 

}  

mail {

}  

http {

access_log /var/log/nginx/access.log;

# Layer7 Reverse proxy

server {

listen 80;

server_name proxy01.buda.idv.tw;

location / {

proxy_pass http://172.16.0.7;

}

# Layer7 Load Balance

server {

listen 80;

server_name proxy02.buda.idv.tw;

location / {

proxy_pass https://backend_https;

}

}

upstream backend_https {

server www.ntu.edu.tw:443;

server www.tp1rc.edu.tw:443;

}

include /etc/nginx/conf.d/*.conf;      # http level

include /etc/nginx/sites-enabled/*;    # http level

}
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/etc/nginx/nginx.conf

設定架構
stream {

# Layer4 Reverse proxy

server {

listen 8080;

proxy_pass 172.16.0.10:80;;

}

# Layer4 Load Balance
server {

listen 8081;

proxy_pass backend_tcp_80;

}

upstream backend_tcp_80 {

server 172.16.0.21:80;

server 172.16.0.7:80;

}

}
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Config File

執行順序
 1. /etc/nginx/nginx.conf

 2. /etc/nginx/modules-enabled/*.conf

 3. /etc/nginx/conf.d/*.conf

 4. /etc/nginx/sites-enabled/*
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Config File

目錄結構
 /etc/nginx/conf.d/  --預設無檔案

 /etc/nginx/sites-available/default --預設僅此檔案

 /etc/nginx/sites-enabled/ -- symbolic link to /etc/nginx/sites-available/    

 default -> /etc/nginx/sites-available/default --預設僅此檔案

 產生:

 ~# ln -s /etc/nginx/sites-available/my.domain.conf /etc/nginx/sites-enabled/

 移除:

 ~# rm /etc/nginx/sites-enabled/my.domain.conf

 /etc/nginx/modules-available/ --預設無檔案

 /etc/nginx/modules-enabled/ -- symbolic link to /etc/nginx/modules-
available/
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/etc/nginx/sites-available/default

server {

# default_server -- to become the default server for the specified address:port

# If none of the directives have the default_server parameter then the first server will be the default server.

listen 80 default_server;

listen [::]:80 default_server;

root /var/www/html;

index index.html index.htm index.nginx-debian.html;

server_name _;

location / {

# First attempt to serve request as file, then as directory, then fall back to displaying a 404.

try_files $uri $uri/ =404;

}

}
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Case1. Virtual Host
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Virtual Host

Config File

/etc/nginx/sites-enabled/01.vhost.conf
# Virtual Host: nginx01.buda.idv.tw

server {

listen 80;

server_name nginx01.buda.idv.tw;

root /var/www/html/folder1;

index index.html index.htm;

}

# Virtual Host: nginx02.buda.idv.tw

server {

listen 80;

server_name nginx02.buda.idv.tw;

root /var/www/html/folder2;

index index.html index.htm;

}

# Virtual Host: nginx03.buda.idv.tw

server {

listen 140.112.237.11:80;

server_name nginx03.buda.idv.tw;

root /var/www/html/folder3;

index index.html index.htm;

}
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網頁檔案

/var/www/html/folder1/index.html

<H1>nginx01.buda.idv.tw</H1>

/var/www/html/folder2/index.html

<H1>nginx02.buda.idv.tw</H1>

/var/www/html/folder3/index.html

<H1>nginx03.buda.idv.tw</H1>
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Testing

 http://nginx.buda.idv.tw/

 http://nginx01.buda.idv.tw/

 http://nginx02.buda.idv.tw/

 http://nginx03.buda.idv.tw/

 http://140.112.237.10/

 ???
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Case2. Let's Encrypt 免費憑證
Authenticator & Installer
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Let's Encrypt

 Let‘s Encrypt 是免費、自動化和開放的憑證頒發機構，由非營利組織網路安
全研究小組 (Internet Security Research Group, ISRG) 營運

 旨在以自動化流程消除手動建立和安裝憑證的複雜流程，並推廣使全球資
訊網伺服器加密服務，為安全網站提供免費的SSL/TLS憑證

 Limitations
 Hostname on certificate can contain up to 10 levels of subdomains.

 Duplicate certificate limit of 5 certificates per week.

 https://letsencrypt.org/sponsors/

 參考資料
 https://letsencrypt.org/getting-started/
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Automatic Certificate Management Environment

(ACME) Protocol

 Designed by the Internet Security Research Group (ISRG) for 

their Let's Encrypt service.

 Use ACME protocol to verify that you control a given domain 

name and to issue you a certificate.

 To get a Let’s Encrypt certificate, you’ll need to choose a 

ACME Client software.

 https://letsencrypt.org/docs/client-options/

 Linux: Certbot (官方推薦)

 Wndows: win-acme (個人推薦)
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HTTPS 免費憑證安全性評估

 Will Certbot generate or store the private keys for my certificates on Let’s Encrypt’s
servers?

 No. Never.

 The private key is always generated and managed on your own servers, not by the Let's Encrypt 
certificate authority.
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方法 Generate 

Certificate

Create Private Key Web Server 

Config

Auto Renew 安全性

Create From CSR Web(zerossl.com)

or

ACME Client 

User User Not Support

(Auto/Manual Run 

per 90 days)

★★★

Authenticator Web(zerossl.com)

or

ACME Client

Web(zerossl.com)

or

ACME Client 

User Support ★★

Authenticator & 

Installer

ACME Client ACME Client ACME Client Support ★



Certbot Plugins 分類

 Authenticator

 automatically perform the steps to prove that you control the 

domain to get the certificate.

 Installer

 automatically modify web server’s configuration to install the 

certificate.

 Some plugins are both authenticator and installer.
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Domain Control Validation (DCV)

 The process for CA to prove they have control over that 

domain.

 HTTP based validation

 Support Non-wildcard certificates

 DNS TXT-based validation

 Support Non-wildcard and Wildcard certificates
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Certbot Plugins (Official)
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Plugin Auth Inst Notes
Challenge types 

(port)

Apache Y Y For Apache. http (80)

Nginx Y Y For Nginx. http (80)

Webroot Y N
Get certificate by writing to the webroot directory of 

an already running webserver.
http (80)

Standalone Y N
For systems without webserver. 

(Certbot即是 Webserver)

http (80)

DNS 

plugins
Y N

Get certificate by modifying DNS records to prove 

you have control over a domain.

※Domain validation is the only way to get wildcard

certificates.

dns (53)

Manual Y N
http (80) 

or dns (53)

https://eff-certbot.readthedocs.io/en/stable/using.html#getting-certificates-and-choosing-plugins



Install Certbot & Plugin

 Install certbot

 apt install certbot

 Install Plugin: NGINX

 apt install python3-certbot-nginx
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Certbot Plugin: NGINX

 ~# certbot --nginx
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自動偵測



Certbot自動修改 01.vhost.conf
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http redirect to https



一張憑證 or 兩張憑證
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How to get 憑證 of nginx.buda.idv.tw?

 nano /etc/nginx/sites-enabled/default

#server_name _;

server_name nginx.buda.idv.tw;

 certbot --nginx
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完成
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Certbot Plugin: NGINX

總結
 優點: 方便快速

 缺點: Certbot自動修改 .conf
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Case3. Let's Encrypt 免費憑證
Authenticator Only

Plugin: Webroot
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Plugin: Webroot

 Already have web server running(port 80)

 優點: 支援任何 Web Server

 需提供目前 Web Server Webroot 路徑

 憑證到期會自動 renewal，但需自行重啟 Web Server
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Plugin: Webroot

 Interactive

 certbot certonly --webroot
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需人工輸入



Plugin: Webroot

 Non-Interactive

 certbot certonly --webroot --webroot-path /var/www/html/ --agree-

tos --email davisyou@ntu.edu.tw --noninteractive -d 

nginx.buda.idv.tw
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Webroot

NGINX Access Log
 tail /var/log/nginx/access.log

 23.178.112.108 - - [01/Aug/2026:16:15:48 +0800] "GET /.well-known/acme-
challenge/hEEtYSZKzWl2cKongDVaQujA08pgbNzGKMU6Q7a55Nw HTTP/1.1" 200 87 "-" 
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

 35.85.44.91 - - [01/Aug/2026:16:15:49 +0800] "GET /.well-known/acme-
challenge/hEEtYSZKzWl2cKongDVaQujA08pgbNzGKMU6Q7a55Nw HTTP/1.1" 200 87 "-" 
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

 47.128.224.138 - - [01/Aug/2026:16:15:49 +0800] "GET /.well-known/acme-
challenge/hEEtYSZKzWl2cKongDVaQujA08pgbNzGKMU6Q7a55Nw HTTP/1.1" 200 87 "-" 
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

 3.148.102.240 - - [01/Aug/2026:16:15:49 +0800] "GET /.well-known/acme-
challenge/hEEtYSZKzWl2cKongDVaQujA08pgbNzGKMU6Q7a55Nw HTTP/1.1" 200 87 "-" 
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

 16.16.253.91 - - [01/Aug/2026:16:15:50 +0800] "GET /.well-known/acme-
challenge/hEEtYSZKzWl2cKongDVaQujA08pgbNzGKMU6Q7a55Nw HTTP/1.1" 200 87 "-" 
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"
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憑證更新
自動

 每 12小時執行一次

 /etc/cron.d/certbot

SHELL=/bin/sh

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

0 */12 * * * root test -x /usr/bin/certbot -a \! -d 

/run/systemd/system && perl -e 'sleep int(rand(43200))' && certbot

-q renew --no-random-sleep-on-renew
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憑證更新後
How to automatic restart Web Server

 /etc/letsencrypt/renewal-hooks/

 ./deploy/  -- run for each Certificate successful renewal.

 ./pre/ -- run before renewal.

 ./post/  -- run after renewal(successful or not), only once per certbot
renew command invocation.

 範例
~# cd /etc/letsencrypt/renewal-hooks/post/

~# nano 00-reload-nginx.sh

#!/bin/bash

systemctl reload nginx

~# chmod +x 00-reload-nginx.sh
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Case4. HTTP 301/302 Redirect
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Chrome Browser

 Chrome 特殊功能: 省略 www

 "www.ntu.edu.tw" vs. "ntu.edu.tw"

 "www.che.ntu.edu.tw" vs. "che.ntu.edu.tw"
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台大化工系首頁 Domain

 過去台大化工系首頁: www.che.ntu.edu.tw

 某年某日改成: che.ntu.edu.tw

 許多舊連結還是使用 www.che.ntu.edu.tw

 google 搜尋 "www.che.ntu.edu.tw"

 https://www.google.com/search?q=%22www.che.ntu.edu.tw%22

 何時可以全部修正 ??
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解決方法

 再買一張憑證: www.che.ntu.edu.tw

 沒錢

 使用 NGINX + Lets’Encrypt產生HTTPS 免費憑證

 將 www.che.ntu.edu.tw DNS A 記錄指向 NGINX Server 163.28.16.13

 NGINX: redirect www.che.ntu.edu.tw to che.ntu.edu.tw
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HTTP 301/302 Redirect

server {

listen 80;

listen 443 ssl;

server_name www.che.ntu.edu.tw;

ssl_certificate /etc/letsencrypt/live/www.che.ntu.edu.tw/fullchain.pem;

ssl_certificate_key /etc/letsencrypt/live/www.che.ntu.edu.tw/privkey.pem;

## Redirect

location / {

return 301 https://che.ntu.edu.tw$request_uri;

}

}

48



簡報完畢
謝謝

49


	投影片 1: NGINX 簡介
	投影片 2: NGINX
	投影片 3: Web Sever: Market Share
	投影片 4
	投影片 5: Performance : Static Content
	投影片 6: NGINX Plus vs. NGINX(open source) 商業版 vs. 免費版
	投影片 7
	投影片 8
	投影片 9
	投影片 10: NGINX Module
	投影片 11: NGINX LAB
	投影片 12: 大綱
	投影片 13: 環境準備 Ubuntu 26.04
	投影片 14: /etc/nginx/nginx.conf 設定架構
	投影片 15: /etc/nginx/nginx.conf 設定架構
	投影片 16: Config File 執行順序
	投影片 17: Config File 目錄結構
	投影片 18: /etc/nginx/sites-available/default
	投影片 19: Case1. Virtual Host
	投影片 20: Virtual Host Config File
	投影片 21: 網頁檔案
	投影片 22: Testing
	投影片 23: Case2. Let's Encrypt 免費憑證
	投影片 24: Let's Encrypt
	投影片 25: Automatic Certificate Management Environment (ACME) Protocol 
	投影片 26: HTTPS 免費憑證安全性評估
	投影片 27: Certbot Plugins 分類
	投影片 28: Domain Control Validation (DCV)
	投影片 29: Certbot Plugins (Official)
	投影片 30: Install Certbot & Plugin
	投影片 31: Certbot Plugin: NGINX
	投影片 32: Certbot 自動修改 01.vhost.conf
	投影片 33: 一張憑證 or 兩張憑證
	投影片 34: How to get 憑證 of nginx.buda.idv.tw?
	投影片 35: 完成
	投影片 36: Certbot Plugin: NGINX 總結
	投影片 37: Case3. Let's Encrypt 免費憑證 Authenticator Only
	投影片 38: Plugin: Webroot
	投影片 39: Plugin: Webroot
	投影片 40: Plugin: Webroot
	投影片 41: Webroot NGINX Access Log
	投影片 42: 憑證更新 自動
	投影片 43: 憑證更新後 How to automatic restart Web Server
	投影片 44: Case4. HTTP 301/302 Redirect
	投影片 45: Chrome Browser
	投影片 46: 台大化工系首頁 Domain
	投影片 47: 解決方法
	投影片 48: HTTP 301/302 Redirect
	投影片 49: 簡報完畢 謝謝

