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NGINX

+ NGINX pronounced as “ Engine X ”.

+ 55 FHIY web server, reverse proxy, load balancer, HTTP
caching.

+ a business unit of F5 Networks (2019).
+ https://www.nginx.com/about/

EN ~ F5Sies ~ Q. Search Contact F5 NGINX ~

m NGINX Solutions & Products v Resources v Blog v Support v Partners v GetF5 NGINX v
Who We Are

NGINX, now a part of F5, Inc,, is the company behind the popular open source project, NGINX. F5 NGINX delivers cloud-native,
Kubernetes-friendly open source and enterprise solutions that drive mission-critical apps and APIls with scalability, visibility, security,
and governance.



Web Sever: Market Share

Web server developers: Market share of all sites

B0%

— Apache
— Microsoft
50% Sun
— nginx
— Google
40% — Cloudflare
— NCSA
— LiteSpeed
20% —— OpenResty
— Other
0%
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Developer May 2026 Percent June 2026 Percent Change
nginx 315,290,021 21.47% 314,307,194 21.10% -0.37
Cloudflare 237,122,135 16.15% 241,225,970 16.20% 0.05
Apache 173,358,082 11.81% 172,109,487 11.56% -0.25
Google 78,187,575 5.32% 80,894,625 5.43% 0.11

https://www.netcraft.com/blog/junez2026-web-server-survey



+ Process Driven Approach.

. Creates a new thread for
each request.

| STATIC CONTEN

- Serves static content using
the file-based method.

DYNAMIC CONTI

« Processes dynamic content
within the server.

s

e

BASIC
ARCHITECTURE

()

PERFORMANCE

- Event-Driven approach.

+ Handles multiple requests

within one thread.

| STATIC CONTENT

Nginx serves static resources
without using PHP.

YNAMIC CONTENT

It doesn’t process dynamic
content.

https://serverguy.com/comparison/apache-vs-nginx/



Performance : Static Content

+ Apache
+ Serves static content using the file-based method.

+ NGINX

+ Instead of creating new processes for each connection, Nginx uses
a single master process and multiple worker processes, managing
connections efficiently through an event loop.

APACHE NGINX

10770 req/s

https://zenocloud.io/blog/apache-vs-nginx/




NGINX Plus vs. NGINX(open source)
BEEAR vs. RE R

NGINX Plus is the closed source,

commercial version of NGINX.



Features NGINX Open Source NGINX Plus NGINXaa$S for Azure

Weab server and reverse proxy

Reverse proxy. HTTP, FastCGl, \/ \/ HTTF FastCal

memecached, SCGI uwsgi

gRPC proxy v v v

HTTP/3 owver QUIC \/ \/
T e



Features NGIMNX Open Source NGINX Plus MNGIMNXaa5 for Azure

Load balancer

Layer 7 request routing

Active heaalth checks

https://docs.nginx.com/nginxaas/azure/overview/feature-comparison/
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Features NGINX Open Source NGINX Plus NGIMNXaas for Azure

High availability (HA)

Active-passive \/

State sharing: sticky-learn \/ \/

session persistence, rate limiting,

key-value stores

https://www.nginx.com/products/nginx/compare-models/
9



NGINX Module

+ HTTP Basic Module + HTTP Forward Proxy

* Ngx_http_proxy_connect_module

+ Reverse Proxy
x Ngx_http_proxy_module: L7 HTTP
+ ngx_mail_proxy_module: L7 Mail

* Ngx_http_core_module
* Ngx_http_browser_module
* NEX_http_headers_module

x NEX_http_auth_basic_module + Ngx_stream_proxy_module: L4

+ Ngx_http_auth_request_module « Load Balance
* NEX_http_rewrite_module + Nngx_http_upstream_module: L7 HTTP
+ ngx_http_sub_module + ngx_stream_upstream_module: L4

* NEX_http_realip_module

10



NGINX LAB



X At

x TRIT AR

+ Casel. Virtual Host

+ Case2. Let's Encrypt 2 & /525 Authenticator & Installer
+ Case3. Let's Encrypt %2 & /525 Authenticator Only

+ Cased. HTTP 301/302 Redirect

12



B
Ubuntu 26.04

+ Install nginx
+ apt install nginx
+ Systemctl status nginx

+ systemctl restart nginx

+ lest Config File: /etc/nginx/nginx.conf
* Nginx -t

nginx: the contiguration Ti1le /etc/nginx/nginx.cont syntax 1s ok

nginx: configuration file /etc/nginx/nginx.conf test 1s successful

13



# SR
user www-data;

/etc/ nginx/ hginx.conf

JL—= A0

=3

nZ/\

include /etc/nginx/modules-enabled/*.conf; # main level

events {

worker_connections 1024; #45{[ worker process 5 A

mail {

14
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# Layer7 Load Balance
server {
listen 80;
server_name proxy02.buda.idv.tw;
location / {
proxy_pass https://backend_https;
}
}
upstream backend_https {
server www.ntu.edu.tw:443;
server www.tpdrc.edu.tw:443;
}
include /etc/nginx/conf.d/*.conf;
include /etc/nginx/sites-enabled/*;

# http level
# http level



/etc/ nginx/ hginx.conf

JL— 70
I:IZA 1<

stream {

# Layer4 Load Balance
server {
listen 8081,
proxy_pass backend_tcp_80;
}
upstream backend_tcp_80 {
server 172.16.0.21:80;
server 172.16.0.7:80;

}

——

15



Config File
HITIER
+ 1. /etc/nginx/nginx.conf
+ 2. /etc/nginx/modules-enabled/*.conf
+ 3. /etc/nginx/conf.d/*.conf
+ 4. /etc/nginx/sites-enabled/*

16



Config File
f%n\EIT 5

+ /etc/nginx/conf.d/ — FEESHERE ZE

x /etc/nginx/sites-available/default - FEEX(E HEFEZE

+ /etc/nginx/sites-enabled/ -- symbolic link to /etc/nginx/sites-available/
* default -> /etc/nginx/sites-available/default - THE{E ILFEZE

* ~# In -s /etc/nginx/sites-available/my.domain.conf /etc/nginx/sites-enabled/
x THFR:
x ~# rm /etc/nginx/sites-enabled/my.domain.conf
+ /etc/nginx/modules-available/ - TEEG HEF= ZE

x /etc/nginx/modules-enabled/ -- symbolic link to /etc/nginx/modules-
available/

17



/etc/nginx/sites-available/default

server {
# default_server -- to become the default server for the specified address:port
# If none of the directives have the default_server parameter then the first server will be the default server.
listen 80 default_server;
listen [::]:80 default_server;

root /var/www/html;
index index.html index.htm index.nginx-debian.html;
server_name _;

location / {

# First attempt to serve request as file, then as directory, then fall back to displaying a 404.
try_files $uri $uri/ =404;

18



Casel. Virtual Host



Virtual Host
Config File

/etc/nginx/sites-enabled/01.vhost.conf

# Virtual Host: nginxOl1.buda.idv.tw # Virtual Host: nginx03.buda.idv.tw
server { server {
listen 80; listen 140.112.237.11:80;
server_name nginxOl.buda.idv.tw; server_name nginx03.buda.idv.tw;
root /var/www/htmi/folderl; root /var/www/html/folder3;
index index.html index.htm; index index.html index.htm;

} }

# Virtual Host: nginx02.buda.idv.tw
server {
listen 80;
server_name nginx02.buda.idv.tw;

root /var/www/html/folder2;
index index.html index.htm;

}

20
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/var/www/html/folderl/index.html
<H1>nginxOl1.buda.idv.tw</H1>

/var/www/html/folder2/index.html
<H1>nginx02.buda.idv.tw</H1>

/var/www/html/folder3/index.html
<H1>nginx03.buda.idv.tw</H1>

21



C:\Users\user>nslookup nginx.buda.idv.tw
@A : dns.google
Address: 8.8.8.8

FREEEZERNDE:
28 nginx.buda.idv.tw
Address: 140.112.237.10

C:\Users\user>nslookup nginx®l.buda.idv.tw
@Mz : dns.google
Address: 8.8.8.8

AEEENEE:
2% nginx@l.buda.idv.tw
Address: | 140.112.237.10

C:\Users\user>nslookup nginx®2.buda.idv.tw
@ fE2E: dns.google
Address: 8.8.8.8

AEFEMNMDOE:
a2 nginx®2.buda.idv.tw
Address: | 146.112.237.10

Testing

22

nttp://nginx.buda.idv.tw/
nttp://nginxO1.buda.idv.tw/
nttp://nginx02.buda.idv.tw/

nttp://nginx03.buda.idv.tw/

http://140.112.237.10/

x 277



Case2. Let's Encrypt & &5

Authenticator & Installer

23



Let's Encrypt

Let's Encrypt 2 & ~ HEM LA AV SR HE RS > IR = FaHaR g rs %
2152 /\4H (Internet Security Research Group, ISRG) &%

S AL BN bR H PR F RIS SR R FERE » WHEEEEIKE
s EI R e TN BA AR TS » Ry bR e EHYSSL/TLS/RES

Limitations

+ Hostname on certificate can contain up to 10 levels of subdomains.

+ Duplicate certificate limit of 5 certificates ,” per week.

https://letsencrypt.org/sponsors/
p // yp g/ p .lcllls.é|ol. EFF ¥ OVHcloud

@ chrome @ Intemet gy cabook dWsS

Society

+ https://letsencrypt.org/getting-started/ ¥

SSSSSSSS

24 AUTOMATTIC lshopify



Automatic Certificate Management Environment

(ACME) Protocol

+ Designed by the Internet Security Research Group (ISRG) for
their Let's Encrypt service.

+ Use ACME protocol to verify that you control a given domain
name and to issue you a certificate.

+ 10 get a Let’'s Encrypt certificate, you’ll need to choose a

ACME Client software.
+ https://letsencrypt.org/docs/client-options/

+ Linux: Certbot (B J5EE)
+ Wndows: win-acme ({fi A\ )

25



HTTPS R & /RiE L = 7117

Generate Create Private Key | Web Server Auto Renew
Certificate Config

Create From CSR  Web(zerossl.com) User User Not Support
or (Auto/Manual Run
ACME Client per 90 days)
Authenticator Web(zerossl.com) Web(zerossl.com) User Support % %
or or
ACME Client ACME Client
Authenticator & ACME Client ACME Client ACME Client Support *
Installer

+ Will Certbot generate or store the private keys for my certificates on Let’s Encrypt’s
servers?

x No. Never.

+x The private key is always generated and managed on your own servers, not by the Let's Encrypt
certificate authority.

26
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Certbot Plugins 77 %8

x Authenticator

+ automatically perform the steps to prove that you control the
domain to get the certificate.

* |Installer

+ automatically modify web server’s configuration to install the
certificate.

+ Some plugins are both authenticator and installer.

27



Domain Control Validation (DCV)

+ IThe process for CA to prove they have control over that
domain.

+ HTTP based validation
* Support Non-wildcard certificates

+ DNS TXT-based validation
+ Support Non-wildcard and Wildcard certificates

28



Certbot Plugins (Official)

Apache For Apache. http (80)
Nginx Y Y  For Nginx. http (80)
Webroot v N Get certificate by writing to the webroot directory of http (80)
an already running webserver.
For systems without webserver. http (80)
Y N
SEEEENE (Certbot H[l.& Webserver)
Get certificate by modifying DNS records to prove
DNS you have control over a domain.
: Y N : . o :
plugins XDomain validation is the only way to get wildcard dns (53)
certificates.
http (80)
Manual Y N 5t alne (58]

https://eff-certbot.readthedocs.io/en/stable/using,html#getting-certificates-and-choosing-plugins



Install Certbot & Plugin

+ |Install certbot
+ apt install certbot

+ Install Plugin: NGINX
+ apt install python3-certbot-nginx

30



Certbot Plugin: NGINX

+ ~# certbot —-nginx

Which names would you like to activate HTTPS for? _ _ _
We recommend selecting either all domains, or all domains in a VirtualHost/server block.

: nginx0l.buda. 1dv.tw
2: nginx02.buda.1dv. tw

Select the appropriate numbers separated by commas and/or spaces, or leave input

blank to select all options shown (Enter 'c¢' to cancel): _
Requesting a certificate for nginxOl.buda.1idv.tw and nginx02.buda.i1dv.tw

Successfully received certificate.

Certificate 1s saved at: /etc/letsencrypt/live/nginx0l.buda.1idv.tw/fullchain.pem

Key 1s saved at: /etc/letsencrypt/live/nginx(0l.buda.idv. tw/privkey.pem

This certificate expires on 2026-10-30.

These files will be updated when the certificate renews.

Certbot has set up a scheduled task to automatically renew this certificate in the background.

Deploying certificate

Successfully deployed certificate for nginxOl.buda.1idv.tw to /etc/nginx/sites-enabled/vhost.conf

Successfully deployed certificate for nginx02.buda.idv.tw to /etc/nginx/sites-enabled/vhost.conf

Congratulations! You have successfully enabled HTTPS on https://nginx0l.buda.idv.tw and https://nginx02.buda.1dv.tw

[f you like Certbot, please consider supporting our work by:
* Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
* Donating to EFF: https://eff.org/donate-le




Certbot B &){ZCX 01.vhost.conf
server {

server name nginxOl.buda.1idv. tw;

root /var/www/html/folderl;
index i1ndex.html i1ndex.htm;

listen 443 ssl; # managed by Certbot

ss|l certificate /etc/letsencrypt/live/nginx0l.buda.1dv.tw/fullchain.pem; # managed by Certbot
ssl certificate key /etc/letsencrypt/live/nginx0l.buda.1dv.tw/privkey.pem; # managed by Certbot
include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ss] dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

server |
1f ($host = nginx0l.buda.idv.tw) {

return 301 https://$host$request uri; http redirect to https
} # managed by Certbot

listen 80; | |
server name nginxOl.buda.1dv. tw;
return 404; # managed by Certbot
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How to get /&7 of nginx.buda.idv.tw?

+ nano /etc/nginx/sites-enabled/default
#server_name _;
server_name nginx.buda.idv.tw;

+ certbot --nginx

We recommend selecting either all domains, or all domains 1n a VirtualHost/server block.

- neinx.buda.idv.tw

2: nginx0l.buda.1idv. tw
3: nginx02.buda.1dv.tw

34
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ReEEIRZE © nginx.buda.idv.tw
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Certbot Plugin: NGINX

% 4
%\ %I:I

« {BRL TR
+ TRELE Certbot HEJEN .conf

t/HL
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Case3. Let's Encrypt 2 & /&5

Authenticator Only
Plugin: Webroot



Plugin: Webroot

+ Already have web server running(port 80)
« [BERE: 7R {E{a] Web Server

LML H Hif Web Server Webroot &%
,u? S HAEr 5 8 renewal » {H3E H{TE Bl Web Server

38



Plugin: Webroot

+ Interactive
+ certbot certonly -webroot

Please enter the domain name(s) you would like on your certificate (comma and/or
space separated) (Enter 'c' to cancel): nginx.buda.idv.tw

Requesting a certificate for nginx.buda.1idv.tw

[nput the webroot for nginx.buda.idv.tw: (Enter 'c¢c' to cancel): /var/www/html/

Successfully received certificate.

Certificate 18 saved at: /etc/letsencrypt/live/nginx.buda.1dv.tw/fullchain.pem

Key 1s saved at: /etc/letsencrypt/live/nginx.buda.i1dv. tw/privkey.pem

This certificate expires on 2026-10-30.

These files will be updated when the certificate renews.

Certbot has set up a scheduled task to automatically renew this certificate in the background.

39



Plugin: Webroot

* Non-Interactive

+ certbot certonly --webroot --webroot-path /var/www/html/ --agree-
tos --email davisyou@ntu.edu.tw --noninteractive -d
nginx.buda.idv.tw

40



*

Webroot
NGINX Access Log

tail /var/log/nginx/access.log

%

23.178.112.108 - - [01/Aug/2026:16:15:48 +0800] "GET /.well-known/acme-
challenge/hEEtYSZKzWI2cKongDVaQujAO8pgbNzGKMUG6Q 7a55Nw HTTP/1.1" 200 87 "-"
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

35.85.44.91 - - [01/Aug/2026:16:15:49 +0800] "GET /.well-known/acme-
challenge/hEEtYSZKzWI2cKongDVaQujAO8pgbNzGKMUG6Q7a55Nw HTTP/1.1" 200 87 "-"
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

47.128.224.138 - - [01/Aug/2026:16:15:49 +0800] "GET /.well-known/acme-
challenge/hEEtYSZKzWI2cKongDVaQujAO8pgbNzGKMUG6Q 7a55Nw HTTP/1.1" 200 87 "-"
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

3.148.102.240 - - [01/Aug/2026:16:15:49 +0800] "GET /.well-known/acme-
challenge/hEEtYSZKzWI2cKongDVaQujAO8pgbNzGKMUG6Q 7a55Nw HTTP/1.1" 200 87 "-"
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

16.16.253.91 - - [01/Aug/2026:16:15:50 +0800] "GET /.well-known/acme-
challenge/hEEtYSZKzWI2cKongDVaQujAO8pgbNzGKMUG6Q 7a55Nw HTTP/1.1" 200 87 "-"
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

41
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+ /etc/cron.d/certbot
SHELL=/bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

O */12 * * * root test -x /usr/bin/certbot -a \! -d
/run/systemd/system && perl -e 'sleep int(rand(43200))' && certbot
-q renew --no-random-sleep-on-renew

42



e BB TR
How to automatic restart Web Server

+ /etc/letsencrypt/renewal-nooks/
+ ./deploy/ --run for each Certificate successful renewal.
x ./pre/ - run before renewal.

+ ./post/ -- run after renewal(successful or not), only once per certbot
renew command invocation.

« =]
~# cd /etc/letsencrypt/renewal-hooks/post/

~# nano 00-reload-nginx.sh
#1/bin/bash
systemctl reload nginx

~# chmod +x 00-reload-nginx.sh

43



Case4. HTTP 301/302 Redirect



Chrome Browser

+ Chrome E95I8E: &S www
* 'www.ntu.edu.tw" vs. "ntu.edu.tw"
* 'www.che.ntu.edu.tw" vs. "che.ntu.edu.tw"

45



S X161 %E E Domain

W EESKAE T 28 H: www.che.ntu.edu.tw

7

AR H RV che.ntu.edu.tw

= 52 e e 4 HLEE B www.che.ntu.edu.tw

+ google = "www.che.ntu.edu.tw"
+ https://www.google.com/search?g=%22www.che.ntu.edu.tw%22

o IS 2 BB TE 27
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+ BB —iE/EEE: www.che.ntu.edu.tw

~

NS4
L
N7

# &fd‘z

+ [ NGINX + Lets’Encrypt Z= 4 HTTPS & /&5
+ & www.che.ntu.edu.tw DNS A =2 $%+5 5] NGINX Server 163.28.16.13
* NGINX: redirect www.che.ntu.edu.tw to che.ntu.edu.tw

C:\Users\user>ping www.che.ntu.edu.tw

Ping www.che.ntu.edu.tw [163.28.16.13] (H 32 it @MW EH):
B ZEB 163.28.16.13: futf =32 [K@E=1ms TTL=59

C:\Users\user>ping che.ntu.edu.tw

Ping che.ntu.edu.tw [140.112.23.234] (FH 32 i cdmWEr):
B ZEH 140.112.23.234: {fUus#H =32 B =1ms TTL=60

47



HTTP 301/302 Redirect

server {
listen 80;
listen 443 ssl;
server_name www.che.ntu.edu.tw;

ssl_certificate /etc/letsencrypt/live/www.che.ntu.edu.tw/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/www.che.ntu.edu.tw/privkey.pem;

## Redirect
location / {
return 301 https://che.ntu.edu.tw$request_uri;

}
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