
Reverse Proxy 運作原理與實做
以 NGINX 為例
臺大計資中心網路組

游子興
davisyou@ntu.edu.tw

02-33665008

1



大綱

 Reverse Proxy 運作原理

 Forward Proxy  vs. Reverse Proxy

 L7/L4 Revers Proxy、Dst/Src NAT 運作原理與差異比較
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Forward Proxy

正向代理
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https://www.imperva.com/learn/performance/reverse-proxy

Web ServersClient / User



Reverse Proxy

反向代理
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Web Server

@內網 or Internet
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Forward Proxy vs. Reverse Proxy

 https://www.geeksforgeeks.org/system-design/difference-between-forward-proxy-and-
reverse-proxy/
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L7 Reverse Proxy

 Server/OS 軟體與版本隱藏
 隱藏 Server/OS 弱點與漏洞
 Intercept "Client Request" & "Server Backend Reply"

 SSL Termination: Terminate HTTPS traffic from clients
 Relieving Web Server Load of SSL/TLS encryption

 快速導入 HTTPS 加密協定: Support Let’s Encrypt 免費憑證 (Certbot)

 快取服務 (Content Caching)

 Cache both static and dynamic content from web and application servers

 WAF(Web Application Firewall) 部署
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L4 Reverse Proxy

 IP masking
 IPv6 to IPv4

 Server IP 隱藏
 Zero Trust 架構: 阻擋木馬 C2

 Bypass Origin Server IP ACL Control

 流量清洗 (Traffic Scrubbing)
 DDoS mitigation

 負載平衡 (Load Balancing)
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Destination NAT/Port Mapping
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Destination NAT/Port Mapping

封包檔
 1 TCP Session: 僅變更 Dst IP/Port

 DNAT_HTTP_1_WAN.pcap

 DNAT_HTTP_2_LAN.pcap
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相同 不同



Source NAT/Outbound NAT
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Source NAT/Outbound NAT

 1 TCP Session: 僅變更 Src IP/Port

 SNAT_RDP_1_LAN.pcap

 SNAT_RDP_2_WAN.pcap
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相同
不同



L7/L4 Revers Proxy、Dst/Src NAT

運作原理比較
Payload

(L7 Protocol)

TCP Sessions

(L4 Protocol)

Web Server

連線對象
Virtual Host/URL、Content 

Cache、WAF、
Web Server/OS Hiding

Protocol

Support

L7 Revers 

Proxy

不同
(Support Modify 

HTTP Header、
Body)

2

(Support IPv6 to 

IPv4)

NGINX

(Zero Trust)

Support HTTP

HTTPs

L4 Revers 

Proxy

相同 2

(Support IPv6 to 

IPv4)

NGINX

(Zero Trust)

N/A TCP

UDP

Dest NAT/

Port Mapping

N/A 1 Client N/A All

Src NAT N/A 1 N/A N/A All
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L7/L4 Revers Proxy、Dst/Src NAT

運作原理比較

Initial Pkt

Changed

(L3)

Reply Pkt

Changed

(L3)

L7 Revers Proxy

(Load Balance)

Src IP: Client -> Proxy

Dst IP: Proxy  -> Server

Src IP: Server -> Proxy

Dst IP: Proxy  -> Client

L4 Revers Proxy

(Load Balance)

Src IP: Client -> Proxy

Dst IP: Proxy  -> Server

Src IP: Server -> Proxy

Dst IP: Proxy  -> Client

Dest NAT

(Port Mapping)

Dst IP: Firewall  -> Server Src IP: Server -> Firewall

Src NAT Src IP: Client -> Firewall Dst IP: Firewall  -> Client
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L7 Reverse Proxy

可修改 HTTP Request/Response
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L7 Revers Proxy

運作原理
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大綱

 L7 Revers Proxy HTTP to HTTP

 HTTP Request Header 變數傳遞

 L7 Revers Proxy 運作過程
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L7 Revers Proxy HTTP to HTTP

17



L7 Reverse Proxy

HTTP to HTTP

使用者連線:

http://proxy01.buda.idv.tw/icons/ubuntu-logo.png

 /etc/nginx/sites-enabled/L7_proxy01.conf

server {

listen 80;

server_name proxy01.buda.idv.tw;  #Virtual Host

location / {

proxy_pass http://172.16.0.7;

}

}
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L7 Reverse Proxy

封包檔
 2 TCP Sessions: 兩個獨立 Session, 無關連.

 L7_HTTP_ReverseProxy1_1_WAN.pcap:尚未 FIN 結束

 L7_HTTP_ReverseProxy1_2_LAN.pcap: FIN 結束
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L7 Reverse Proxy

Payload(L7) 不同

L7_HTTP_ReverseProxy1_1_WAN.pcap L7_HTTP_ReverseProxy1_2_LAN.pcap
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L7 Reverse Proxy

Identify technologies on websites

 Hiding Original Web Server/OS

 可隱藏原 Web Server or OS 弱點與漏洞

21

原始網站 L7 Reverse Proxy



HTTP Redirect vs. L7 ReversProxy

 HTTP Redirect: Restart a New TCP Session 

 L7 ReversProxy: 維持原 TCP Session
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L7 Reverse Proxy

HTTP to HTTP
HTTP Request Header 變數傳遞
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L7 Reverse Proxy

HTTP to HTTP

 /etc/nginx/sites-enabled/L7_proxy01.conf

server {

listen 80;

server_name proxy01.buda.idv.tw;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

location / {

proxy_pass http://172.16.0.7;

}

}
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L7_HTTP_ReverseProxy2_1_WAN.pcap
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L7_HTTP_ReverseProxy2_2_LAN.pcap
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多了兩個 HTTP Header



L7 Reverse Proxy

HTTP to HTTP

L7_HTTP_ReverseProxy2_1_WAN.pcap L7_HTTP_ReverseProxy2_2_LAN.pcap
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HTTP Request Header

HTTP Response Header



L7 Revers Proxy 運作過程
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Reverse Proxy 運作過程

 Step1. 人工下載
 Browser URL Input or Click HyperLink

 Browser request html file to Reverse Proxy

 http://proxy01.buda.idv.tw/index.html

 Step2. Browser 自動下載
 2.1. Browser 解析 html 檔案內之超連結

 相對或絕對路徑: 加上 FQDN of Reverse Proxy (proxy01.buda.idv.tw)

 Absolute URL: 維持不變更

 2.2. Browser request 上述超連結
 URL 必須是 proxy01.buda.idv.tw 才會經過 Reverse Proxy 
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Mixed Contents

 URL: http://

 超連結: 允許 http:// 及 "有合法憑證之 https://"

 URL: https://

 超連結: 僅允許 "有合法憑證之 https://"
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NGINX Config File

/etc/nginx/sites-enabled/L7_proxy01.conf

server {

listen 80;

server_name proxy01.buda.idv.tw;

location / {

proxy_pass http://apache.buda.idv.tw;

}

}
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Reverse Proxy 運作過程
mixed01.html

<img src="/mixed/local.png">

Local Disk

<P>

<img src="http://127.0.0.1/mixed/http_127.0.0.1.png">

http://127.0.0.1/

<P>

<img src="http://asoc52.cc.ntu.edu.tw/mrtg/images/mrtg_title.jpg">

http://asoc52.cc.ntu.edu.tw
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Testing 1

 http://proxy01.buda.idv.tw/mixed/mixed01.html

 https://proxy01.buda.idv.tw/mixed/mixed01.html
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Reverse Proxy 運作過程
mixed02.html

<img src="http://apache.buda.idv.tw/mixed/http_apache.png">

http://apache.buda.idv.tw/

<P>

<img src="https://apache.buda.idv.tw/mixed/https_apache.png">

https://apache.buda.idv.tw/

<P>

<img src="http://163.28.16.43/mixed/http_163.28.16.43.png">

http://163.28.16.43/

<P>

<img src="https://163.28.16.43/mixed/https_163.28.16.43.png">

https://163.28.16.43/

<P>

34



Testing 2

http://proxy01.buda.idv.tw/mixed/mixed02.html https://proxy01.buda.idv.tw/mixed/mixed02.html
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Reverse Proxy 運作過程
mixed03.html

<img src="http://proxy01.buda.idv.tw/mixed/http_proxy01.png">

http://proxy01.buda.idv.tw/

<P>

<img src="https://proxy01.buda.idv.tw/mixed/https_proxy01.png">

https://proxy01.buda.idv.tw/

<P>

<img src="http://140.112.237.6/mixed/http_140.112.237.6.png">

http://140.112.237.6/

<P>

<img src="https://140.112.237.6/mixed/https_140.112.237.6.png">

https://140.112.237.6/

<P>
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Testing 3

http://proxy01.buda.idv.tw/mixed/mixed03.html https://proxy01.buda.idv.tw/mixed/mixed03.html
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Reverse Proxy 運作方式

經過 Reverse Proxy
 相對或絕對路徑連結

 <img src=“logo.png“>無路徑
 <img src=“icons/logo.png“>相對路徑
 <script src=“/script/valid.js”></script>絕對路徑

 Absolute URL with FQDN of Rever Proxy
 <img

src=“http://proxy01.buda.idv.tw/icons/logo.png“>

 <script 
src=“http://apache.buda.idv.tw/valid.js”></script>

 Absolute URL with IP of Rever Proxy
 <img src=“http://140.112.237.6/icons/logo.png“>

 <script 
src=“http://140.112.237.6/valid.js”></script>

不經過 Reverse Proxy
 Absolute URL with FQDN of 本機

 <img
src=“http://apache.buda.idv.tw/icons/logo.png“>

 <script 
src=“http://apache.buda.idv.tw/valid.js”></script>

 Absolute URL with IP of 本機 
 <img src=“http://163.28.16.43/icons/logo.png“>

 <script 
src=“http://163.28.16.43/valid.js”></script>

 Absolute URL with FQDN of Others
 <img src=“http://www.other.com/icons/logo.png“>

 <script 
src=“http://www.other.com/valid.js”></script>

 不提供代理 Cookie 功能
 Cookie will Forward to Browser(End User).
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解決方法
將 Absolute URL with FDQN of 本機

 更換成 絕對路徑

 sub_filter 'http://apache.buda.idv.tw/' '/';

 sub_filter_once off;

 更換成 "FQDN of Rever Proxy"

 sub_filter 'http://apache.buda.idv.tw/' 'http://proxy01.buda.idv.tw/';

 sub_filter_once off;
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簡報完畢
謝謝
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