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https://www.imperva.com/learn/performance/reverse-proxy
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Reverse Proxy

[z [a) 1, 38

B
. / Reverse Web Server
‘Q Proxy @[N4E or Internet

Client / User
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Forward Proxy vs. Reverse Proxy

P7IN .
Forward __ FfuuS.. Reverse
Proxy U7 Proxy

Internet

e =

Client Server

+ https://www.geeksforgeeks.org/system-design/difference-between-forward-proxy-and-
reverse-proxy/



L7 Reverse Proxy

HTTP Session1 HTTP Session2
G >
.é
_ TCP Session1 NGINX TCP Session2
Client Client Request Reverse Proxy  Server Backend Proxied/Upstream

Server

Server/0S HRAG B R AN ek

«  [Ziek Server/0S §5%h LI

+ Intercept "Client Request" & "Server Backend Reply"
SSL Termination: Terminate HTTPS traffic from clients

+ Relieving Web Server Load of SSL/TLS encryption

x RIEEZE A HTTPS %% E: Support Let's Encrypt (& /&5 (Certbot)
HEVAR % (Content Caching)

+ Cache both static and dynamic content from web and application servers
WAF(Web Application Firewall) &%



L4 Reverse Proxy

HTTP Session

G TCP Session2

[ <
TCP Session1
ession NGINX

Client Client Request ~ Reverse Proxy  Server Backend pyoxied/Upstream
Server

+ |P masking

+ |IPvo to IPv4

+ Server P [

x Zero Trust ZEH: [H¥E RKE C2

+ Bypass Origin Server IP ACL Control
x Jneoa st (Traffic Scrubbing)

+ DDoS mitigation
+ EE £ (Load Balancing)




Destination NAT/Port Mapping

HTTP Session

[& ]'—E'SE‘ITS‘E—?- f :
~ Dest NAT

Client TCP Session Web Server
WAN LAN




+ 1 TCP Session: {&5£E

e,

Mo,

Destination NAT/Port Mapping
T BIG

« DNAT_HTTP_1_WAN.pcap

tepostream TTL | Sovrce

Time
1 &, BEEEE
2 B EER1EE
3 6. 686765
4 @ E@12915
Ea.e13m11
£ B @13257
7 8.217562

+ DNAT_HTTP_2_LAN.

tepostieam TTL Eource

Time
1 &, BEa6aE
2 B BEalla
3 B EEERTA2
4 @, 812892
L@ @12973
b B .B13218
7B 217538

%

G Er R R 0Er [

5
5
5
5
5
5
5

5 Dst IP/Port

=re Port | Destination

Dest Fort |Frotoco Length Info

129 146,112,2.215 4579) 1458, 112.3 .82 aEae TCP 66 4679 » 8030 [SYN] Segq=9 Win=8192 len=0 M35=1460 WS-

B3 148,112.3. aEEE 14@.112.2.2?5 4579 TCP Bb 86868 -» 4679 [5¥N, ACK] Seq=@ Ack=1 Win=6424@ Len=8

126 14@.112.2.%.5 4579 14@.112.3.8 aege TCP 66 4679 » 8080 [ACK] Seg=1 Ack=1 Win=566843 Len=8

126 148.112,2. 215 4579 148,112,383 aEsE HTTP 618 GET ficons/ubuntu-loge.png HTTR#1.1

B3 148,112.3. 8] agen 149, 112.2.216 4579 TCF 54 8030 » 4679 [ACK] Seg=1 Ack=565 Win=64128 len=©

63 148,112.3.83 apsE 149, 112.2.21% 4573 HTTP 235 HTTP#1.1 384 Mot Modified

126 148,.112,2.21% 4579 14, 112.3 .82 aege TCP 66 4679 » 8080 [ACK] Segq=565 Ack=182 Win=66e4E8 Len=0
HE] A [E

cap

{

ore Port [Destination

Dest Port |Protoco Length Info

125 L4, 112,2,215 de79 172.16.8.7 ga(TCP 66 4679 » BO [SYN] Seq=9 Win=8192 Len=0 M55=0960 W5=:
B4 172.16.8.7 gl 148, 112,2,215% 4679 TCP 66 8@ » 4679 [SYN, ACK] Seg=8 Ack=1 Win=04248 Len=8
125 146, 112,2,215 4e79 172.16.8.7 g8a TCP 54 4679 » BO [ACK] Seq=1 Ack=1 Win=66048 Len=8

125 146, 112,2,215 4679 172.16.8.7 88 HTTP 618 GET ficons/ubuntu-logo.png HTTF/L1.1

B4 172.16.8.7 g8 148, 112,2,215 479 TCP 6@ 88 » 4679 [ACK] Segq=1 Ack=565 Win=64128 Len=@

B4 172.16.8.7 g8 148, 112,2,215% 4679 HTTP 235 HTTR/L1.1 384 Not Modified

125 146, 112,2,215 4e79 172.16.8.7 g8a TCP 54 4679 » BO [ACK] Seq=565 Ack=182 Win=66848 Len=0



Source NAT/Outbound NAT

HTTP Session

ES— Fisense————o[

TCP Session '- Src NAT y
Web Server WAN LAN Client
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Source NAT/Outbound NAT

+ 1 TCP Session: {£%£ & Src IP/Port
+ SNAT_RDP_1_LAN.pcap

Sre Port

tepostream TTL | Source Destination Dest Port [Protoco Length Info

38, 8626096 B 128 172.16.8.1 3389 TCF

59493 126,96, 6, 220

6@ 59493 » 3389 [ACK] Seg=1 Ack=1 Win=262912 Len=@&

5 1.932199 58483 TCF

H
{

54 3389 - 59493 [ACK] Segq=1 Ack=2 Win=64288 Len=8

Io, Time tepostream TTL | Source =re Fort estination Cest Fort  Frotoco Length Info

3 8, BE2e72 B 127 14m,112.3.82 28671 126,96, 8,222 3389 TCP 54 59671 » 3389 [ACK] Seg=1 Ack=1 Win=262912 lLen=8
5 1.932166 B 125 128.96.8,222 3389 148,112.3.82 59671 TCP B8 3389 » 59671 [ACK] Seg=1 Ack=2 Win=64000 Len=9
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L7/L4 Revers Proxy * Dst/Src NAT

JEERIBLLER

Payload TCP Sessions Web Server Virtual Host/URL ~ Content Protocol
(L7 Protocol) (L4 Protocol) b R Cache - WAF - Support
Web Server/0S Hiding
L7 Revers ZNE 2 NGINX Support HTTP
Proxy (Support Modify (Support IPv6 to (Zero Trust) HTTPs
HTTP Header ~ IPv4)
Body)
L4 Revers AE[E 2 NGINX N/A TCP
Proxy (Support IPv6 to (Zero Trust) UDP
IPv4)
Dest NAT/ N/A 1 Client N/A All
Port Mapping

Src NAT N/A 1 N/A N/A All

12



L7/L4 Revers Proxy ~ Dst/Src NAT
B E[RIBELER

Initial Pkt Reply Pkt
Changed Changed
(L3) (%)
L7 Revers Proxy Src IP: Client -> Proxy Src IP: Server -> Proxy
(Load Balance) Dst IP: Proxy -> Server Dst IP: Proxy -> Client
L4 Revers Proxy Src IP: Client -> Proxy Src IP: Server -> Proxy
(Load Balance) Dst IP: Proxy -> Server Dst IP: Proxy -> Client
Dest NAT Dst IP: Firewall -> Server Src IP: Server -> Firewall

(Port Mapping)

Src NAT Src IP: Client -> Firewall Dst IP: Firewall -> Client

13



L7 Reverse Proxy
o[ {Z2Z HTTP Request/Response

HTTP Request

HTTP Request '
g oot ... NP
DT — iR
CleG el Client Request Server Backend Web Server
(Proxied/Upstream

Server)
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L7 Revers Proxy

EEIR?




_7 Revers Proxy HTTP to K
HTT

[

P Request Header

Revers Proxy 7t

E{EEfE

e
SR

16




L7 Revers Proxy HTTP to HTTP



L7 Reverse Proxy
HTTP to HTTP

proxy01.buda.idv.tw

HTTP Session1 HTTP Session2 _
TCP Session1 NGINX TCP Session2

120.950.222" Client Request ~ Reverse Froxy  Server Backend 175 16.0,7:80
Client 140.112.237.5:80 172.16.0.226

WAN LAN
EFEER: + /etc/nginx/sites-enabled/L7_proxyOl.conf
http://proxy01.buda.idv.tw/icons/ubuntu-logo.png server {
listen 80;
server_name proxyOl.buda.idv.tw; #Virtual Host
location / {

proxy_pass http://172.16.0.7;
}

18



+ 2 TCP Sessions:

L7 Reverse Proxy

= Bl1E

VAEJE 17 Session, fHE[EE .
L7 _HTTP_ReverseProxyl_1_WAN.pcap: & FIN 45

t 3
Ile, Time TTL | =Source =re Fort |Destination LCest Fort | Frotocol Length  Info
""""" 1 &, 600000 124 12@.96.6,222 I7Aca)lda, 112,237 .5 BE TCR 66 374668 = Ba [SYN] Seq=9 Win=64240 Len=6 M35=1468 WSs=:
........ 2 e@.@@@@?@ B 14@, 112,237 .5 a@ 126,096 6, 222 FF4eE TCP 66 80 » 37468 [SYN, ACK] Seq=9 Ack=1 Win=64248 Len=0 M-
3 8, BEEE6E5 124 128.96.6,222 37466 146,112,237 .5 8E TCR 6@ 37460 » BO [ACK] Segq=1 Ack=1 Win=2162272 Len=8
4 6 EE13e5 124 128,96, 6, 222 74cE 146 112,237 .5 8@ HTTP 587 GET ficons/ubuntu-logo.png HTTR/1.1
5@, eE1377 B4 14:,112.237.5 8E 126,96,6,222 37466 TCP 54 BB » 37460 [ACK] SEq:l Ack=454 Win-64128 Len=8
b B, EER7a5 B 14@, 112,237 .5 a@ 126,096 6, 222 7466 HTTR 3636 HTTR/1.1 2@ Ok (PNG)
7 8,860 768 124 128.96.6,222 37466 146,112,237 .5 8E TCR 6B 37460 = 80 [ACK] Seq=454 Ack=2921 Win=2162272 Len=8
a8 B E5A937F 124 128,96, 6, 222 74cE 146 112,237 .5 8@ TCP 6@ 37460 » B0 [ACK] Seq=454 Ack=3533 Win=2181564 Len=&
x+ L7_HTTP_ReverseProxyl_2_ LAN.pcap: FIN 45
Mo, Time TTL |Source cre Fort || Destination Dest Port |Frotocol Length  Info
1 ..... 1 é@.@@@@@@ BA|172. 168,276 35112' 172.16.8.7 al|TCP J4 35112 » 88 [S¥YN] Seq=8 Win=64248 [en=8 M35=1468 5!
...... 2 JEI.BEIBEI?E Bd 1721667 a@ 172, 16.@, 226 35112 TCP 74 8@ » 35112 [5YN, ACK] Seq=2 Ack=1 Win=65166 Len=@
3 B BERETg Bd 172.16.8,. 226 35112 172.16.8.7 a| TCP Bh 35112 » 88 [ACK] Seg=1 Ack=1 Win=64256 Len=8 TSwal
4 &, BaE117 BA 172,168,225 L1122 172.16.8.7 a@ HTTPR EE7 GET ficons/ubuntu-logo.png HITP/1, 6
: 5 A BEa154 Bd 172.16.8.7 a| 172.16.8,. 226 35112 TCP Bh B8 » 35112 [ACK] Seg=1 Ack=442 Win=64768 Len=0 TS5
£ @A EE2173 Bd 1721667 a@ 172, 16.@, 226 35112 HTTP 3653 HTTR/L1.1 2é@ Ok (PNG)
F A BE3186 Bd 172.16.8,. 226 35112 172.16.8.7 a| TCP Bh 35112 » B8 [ACK] Seq=442 ABck=3538 Win=62336 Len=@
8 @ @Ez2227 Bd 1721667 a@ 172, 16.@, 226 35112 TCP Bol 8@ » 35112 [FIN, ACK] Seq=3588 Ack=442 Win=£4768
9 6. BE3300 Bd 172.16.8,. 226 35112 172.16.8.7 a| TCP B 35112 » B8 [FIN, ACK] Seq=442 Ack=3589 Win=64123
18 &, Ba3324 Bd 1721667 a@ 172, 16.@, 226 35112 TCP BhlEE » 35112 [ACK] Seq=3589 Ack=443 Win=64768 Len=@




L7 Reverse Proxy
Payload(L7) |5

L7_HTTP_ReverseProxyl_1_WAN.pcap

M wireshark - Follow TCP Stream itcp stream eq O) - L7_HTTP_ReverseProxy! _1_WAM pcap

O

pd

L7_HTTP_ReverseProxyl_2_LAN.pcap

A

HTTP Request Header
Different Host

GET /ficeons/ubuntu-logo.
Host: demol.buda.idw.tw
Connection: keep-aliwve
Upgrade-Insecure-Regquests: 1
User-Bgent: Mozilla/5.@ (Windows NT 18.8; Wingd; x64) AppleWebKit/537.36 (KHTM
L, like Gecko) Chrome/116.8.8.8 Safari/537.36

Accept: text/html,application/xhtml+sxml,application/xml;gq=0.9,image/avif,image
fwebp,image/apng, */*;q=08.8,application/signed-exchange;w=b3;q=8.7
Accept-Encoding: gzip, deflate

Accept-Language: zh-Tw,zh;g=0.9

png HTTR/L1.1

Different Connectic

GET ficonsfubuntu-logo.png HTTR/L. @
Host: 172.16.8.7
Connection: close
Upgrade-Insecure-Requests:

1

*Uzer“-ﬂ.gent: Mozilla/S.8 (Windows NT 18.8; Wingd; x64) AppleWebKit/537.36 (KHTM
L, like Gecko) Chrome/116.8.6.8 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;g=9.9,image/avif,image

fwebp,image/fapng, */*;q=0.8, application/signed-exchange;w=b3;q=8.7

Accept-Encoding: gzip, deflate

Accept-Language: zh-Tw,zh;g=9.9

HTTR/1.1 288 0K

|IServer: nginx/l.24.@)

Date: Sat, 26 Aug 2823 &7:14:12 GMT
Content-Type: image/png
Content-lLength: 3338

|Connection: keep—alivel
Last-Modified: Wed, @8 Mar 2823 17:32:54 GMT
ETag: "d®a-5fGEGebBabdie™

Accept-Ranges: bytes

HTTP Response Header
Different Server

<

Different Connection

HTTP/1.1 2&& 0K

Date: Sat, 26 fug 26023 &@7:14:12 GMT

[Server: Apaches2.4.41 (Ubuntu|
Last-Modified: Wed, &8 Mar 2823 17:32:54 GMT
ETag: "d®a-5feEtebBabdie”

Accept-Ranges: bytes

Content-Llength: 3338

| Conmection: close|

Content-Type: image/png

. PNG

HTTP Body P
THDR. . ow. oo Coenns . IDATx..].t.H..L.Z. .ot Connnn B3, .. t.0.#.4G. THDR .. i o uiCeenus e IDATx..].t.H..L.Z. o a s Conenn B3, .. t.0 /.G,
I 1 e " LWL S, 1 I 1 m =0 Bl -2 E 4+« RO e I ‘ 1 = g

LWL S, 1 I 1 m = B



+ Hiding Original Web Server/0S
+ 0] &5 [ Web Server or OS §5EEEL R [H]

L7 Reverse Proxy
ldentify technologies on websites

6 Wappalyzer

T iliy CRS-Hi
Z=EMN EIEsS
$ HSTS ehe  PHP
= {1 A =% TESE S A
() Cent0S

Apache HT TP

7
SErVEr

2214

21

=z BEE

$ HSTs o PHP
MEERRER RECEE RS
@ Nginx 1221 ® MNginx 1221




HTTP Redirect vs. L7 ReversProxy

*+ HTTP Redirect: Restart a New TCP Session
+ L7 ReversProxy: #E¥f]5 TCP Session

22



L7 Reverse Proxy

HTTP to HTTP
HTTP Request Header S&8{H




L7 Reverse Proxy
HTTP to HTTP

proxy01.buda.idv.tw

HTTP Session HTTP Session2 |
=3 {5 —3/ance
TCP Session1 NGINX TCP Session2

120.950.222" Client Request ~ Reverse Froxy  Server Backend 175 16.0,7:80
Client 140.112.237.5:80 172.16.0.226

WAN LAN
{5 F & 2 45 « /etc/nginx/sites-enabled/L7_proxyOl.conf
http://proxy01.buda.idv.tw/icons/ubuntu-logo.png server {
listen 80;

server_name proxyOl.buda.idv.tw;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
location / {
proxy_pass http://172.16.0.7;

}
}

24



L7 _HTTP_ReverseProxy2_1 WAN.pcap

I, Time tepostream TTL  Source Sre Port Destination Diest Port  Protocol Length  Info
1 &. 820000 8 125 120.96.0.222 59741 140.112.237.5 80 TCP 66 59741 » 80 [SYN] Seq=0 Win=64240 Len=0 MS5=1460 W
2 B,.000058 & 64 146.112.237.5 80 120.96.0.222 59741 TCP 66 B0 —» 59741 [SYM, ACK] Seq=0 Ack=1 Win=64240 Len=0
3 0.001031 8 125 120.96.0.222 59741 140.112.237.5 80 TCP 60 59741 » 80 [ACK] Seq=1 Ack=1 Win=262656 Len=0
4 8.002895 8 125 120.96.0.222 59741 146.112.237.5 80 HTTP 619 GET /icons/ubuntu-logo.png HTTP/1.1
50.002910 & 64 146.112.237.5 80 120.96.0.222 59741 TCP 54 80 » 59741 [ACK] Seq=1 Ack=566 Win=64128 Len=0
6 0.003704 & 64 146.112.237.5 80 120.96.0.222 59741 HTTP 193 HTTP/1.1 304 Hot Modified
7 8.059254 8 125 120.96.0.222 59741 140.112.237.5 80 TCP 60 59741 » 80 [ACK] Seq=566 Ack=140 Win=262656 Len=0

Frame 4: 619 bytes on wire (4952 bits), 619 bytes captured (4952 bits)
Ethernet II, Src: Cisco f8:21:88 (8c:94:1f:18:21:88), Dst: vMware f9:ad:9b (00:0c:29:f9:ad:9b)
Internet Protocol version 4, Src: 120.96.08.222, Dst: 149.112.237.5
Transmission Control Protocol, Src Port: 59741, Dst Port: 88, Seq: 1, Ack: 1, Len: 565
v Hypertext Transfer Protocol
GET /icons/ubuntu-logo.png HTTP/1.1%rin
Host: demol.buda. idv.tw\rin
Connection: keep-aliveirin
Cache-Control: max-age=0\rin
Upgrade-Insecure-Requests: 1yryn
User-Agent: Mozilla/5.8 (Windows NT 18.8; Winb64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/106.8.8.8 Safari/537.36\r\n

25



e,

10.
2 0.
3 0.
4 0.
50.
6 0.
7 8.
8 0.
9 a.
16 @.
11 @.

Time

800000
Bo0e97
806114
8060142
8060196
800646
800648
800699
806708
806716
Boa738

Ethernet II, Src:
Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port:

L7_HTTP_ReverseProxy2_2 LAN.pcap

mpsueam T

b4
b4
b4
B
b4
b4
b4
b4
b4
b4
b4

G e 90 0 & @ @ 0

Sonree
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

v~ Hypertext Transfer Protocol
GET /icons/ubuntu-logo.png HTTP/1.0\rk\n
120.96.0.222\r\n

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

. 226
A7
. 226
. 226
A7
A7
. 226
. 226

. 226

G & e 0 6 @ @ 0

=re Port
58050 172.
20 172.
58050 172.
58050 172.
20 172.
20 172.
58050 172.
58050 172.
20 172.
58050 172.
20 172.

Frame 4: 675 bytes on wire (5400 bits), 675 bytes
Viware f9:ad:91 (@0:0c:29:19:ad:

Diestination
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

Dest Port Frotocol  Length  Info

0.7 80 TCP 74 58050 - 80 [SYN] Seq=0 Win=64240 Len=0 MS5=1468 SA(
0.226 58050 TCP 74 80 - 58050 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 [
0.7 80 TCP 66 58050 » 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval-=
0.7 80 HTTP 675 GET /icons/ubuntu-logo.png HTTP/1.8

0.226 58050 TCP 66 80 -+ 58050 [ACK] Seq=1 Ack=610 Win=64640 Len=0 TSve
0.226 58050 HTTP 210 HTTP/1.1 384 Hot Modified

0.7 80 TCP 66 58050 » 80 [ACK] Seq=610 Ack=145 Win=64128 Len=0 TS
0.7 80 TCP 66 58050 » 80 [FIN, ACK] Seq=610 Ack=145 Win=64128 Ler
0.226 58050 TCP 66 80 -+ 58050 [FIN, ACK] Seq=145 Ack=618 Win=64640 Ler
0.7 80 TCP 66 58050 » 80 [ACK] Seq=611 Ack=146 Win=64128 Len=0 TS
0.226 58050 TCP 66 80 -+ 58050 [ACK] Seq=146 Ack=611 Win=64640 Len=0 TS

captured (5400 bits)
91), Dst: VMware 6d:b4:41 (00:0c:29:6d:ba:41)

172.16.08.226, Dst:

X-Real-IP:
X-Forwarded-For:

120.96.0.222\r\n

Host:

172.16.0.7%r\n
Connection:
Cache-Control:
Upgrade-Insecure-Requests:
User-Agent: Mozilla/5.0 (Windows NT 18.8; Winé4; x64) AppleWebKit/537.36 (KHTML,

closel\rin

max-age=0\rin

1\ ryn

58050, Dst Port: 8@, Seq:

172.16.0.7

1, Ack: 1, Len: 609

% 7 Wi{iEl HTTP Header

like Gecko) Chrome/106.0.08.8 Satari/537.36\r\n



L7 Reverse Proxy
HTTP to HTTP

L7_HTTP_ReverseProxy2_1_WAN.pcap

M wireshark - Follow TCP Stream (tcpstream eq 0) - L7_HTTP_RewverseProxy2_1_\WAN.pcap O

HTTP Request Header

X

GET /icons/ubuntu-logo.png HTTP/1.1
Host: demol.buda.idv. tw

Connection: keep-alive
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 18.0; Win6d; x64) AppleMebkKit/537.36 (KHTML, like Gecko)
Chrome/106.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=08.9,image/avif,image/webp,image/ap
ng,*/*;q=0.8,application/signed- exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-TW,zh;q=08.9

If-None-Match: "doa-5el1686a0341co”

If-Modified-Since: Tue, 14 Jun 2822 13:30:55 GMT

HTTP/1.1 384 Not Modified

Server: nginx/1.22.@

Date: Fri, 3@ Sep 2022 @7:27:19 GMT
Connection: keep-alive

ETag: "dda-5el686a8341co"

HTTP Response Header

=

L7_HTTP_ReverseProxy2_2_LAN.pcap

A

GET /icons/ubuntu-logo.png HTTP/1.@

27

X-Real-IP: 1208.96.0.222
X-Forwarded-For: 128.96.0.222
Host: 172.16.0.7

Connection: close

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows HNT 18.0; Wined; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/126.0.2.@ Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=08.9,image/avif,image/webp,image/ap
ng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-TW,zh;q=0.9

If-Mone-Match: "dBa-5e1686a0341c0"

If-Modified-Since: Tue, 14 Jun 2022 13:30:55 GMT

HTTP/1.1 304 HNot Modified

Date: Fri, 30 Sep 2022 97:27:19 GMT
server: Apache/2.4.41 (Ubuntu)
connection: close

ETag: "d@a-5el686a8341ce”
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Reverse Proxy &2 {Ei8 1%
+ Stepl. AT P&

—_—

+ Browser URL Input or Click HyperLink

+ Browser request html file to Reverse Proxy
+ http://proxyO1. buda idv.tw/index.html

+ Step2. Browser H&Jfj Nak

[

H

[

« 2.1. Browser f&f7 html F2Z2 4 27 #8845

« MR 4B L4 111 = FODN of Reverse Proxy (proxyO1.buda.idv.tw)
+ Absolute URL: #fE3FA &

x 2.2. Browser request [ 7t #HH4H
+ URL WM JH T proxyOl.buda.idv.tw 7 &2 a& s

Reverse Proxy

29



Mixed Contents

+ URL: http://

x FHEGH: FUET http:// & "B &/AM858 L https://"
+ URL: https://

« FHZEGH: {2 MET "B a/ASEE L https://"

30



NGINX Config File

/etc/nginx/sites-enabled/L7_proxyOl.conf
server {
listen 80;
server_name proxyOl.buda.idv.tw;
location / {
proxy_pass http://apache.buda.idv.tw;

31



Reverse Proxy ‘E{Fi87E
mixedOl1.html

<img src="/mixed/local.png">

Local Disk

<p>

<img src="http://127.0.0.1/mixed/http_127.0.0.1.png">
http://127.0.0.1/

<P>

<img src="http://asocb2.cc.ntu.edu.tw/mrtg/images/mrtg_title.jpg">
http://asocb2.cc.ntu.edu.tw

32



Testing 1

+ http://proxyOl.buda.idv.tw/mixed/mixedO1.html

Mame Mlet.. | Status Domain Remote address

proxyC1 budaidviw | 140.112.237.6:80

A p a c h e B |ocal.png 200 proxy01 buda.idviw | 140.112.237.6:80
Local Disk G (failed) net-ERR_CONNECTION_REFUSED | http 127.0.0.
i hitp asocS2 contu edu tw 163.28.16.52:80

=) mixed01. html 200

— mrtg_title jpg 200

lo. http://127.0.0.1/

AvlRe LEE®/MRTG.
+ https://proxyOl.buda.idv.tw/mixed/mixedO1.html

7
Mame Met... | Status Domain Remote address

E] mixed01 hitml 200 proxy01. budaidviw | 140112237 6:443
200 proxy01 budaidviw | 140112237 6:443

Apache
G {failed) net-ERR_CONMNECTION_REFUSED 12 1

Local Disk & http_1: 0.1.png
(failed) net-ERR_CONMECTION_REFUSED | https asocS2.co.ntuedutw

& mrtg_title jpg

e http://127.0.0.1/

Lo http://asoc32 . cc.ntu.edu. tw
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mixed02.html

<img src="http://apache.buda.idv.tw/mixed/http_apache.png">
http://apache.buda.idv.tw/

<pP>

<img src="https://apache.buda.idv.tw/mixed/https_apache.png">
https://apache.buda.idv.tw/

<p>

<img src="http://163.28.16.43/mixed/http_163.28.16.43.png">
http://163.28.16.43/

<p>

<img src="https://163.28.16.43/mixed/https_163.28.16.43.png">

https://163.28.16.43/
<P>
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Testing 2

http://proxy01.buda.idv.tw/mixed/mixed02.html https://proxyO1.buda.idv.tw/mixed/mixed02.html

{

A p ac h . http://apache buda idv.tw/ A p a C h e

http://apache buda.idv.tw/
-

Apach‘e

https://apache buda.idv.tw/

Apaché

https://apache buda.idv.tw/

Apa C h = (4 http://163.28.16.43/

http://163.28.16.43/ o https://163.28.16.43/

Lo https://163.28.16.43/

MName Method | Status Scheme | Domain Remote address Name Domain Remote address

=] mixed02 html GET http proxy01 budaidviw | 140112 =) mixed02 html £ proxy01 budaidviw | 140.1

http_apache.png GET 200 http apache buda.idvitw http_apache.png G 200 apache budaidviw

https_apache png G 200 apache budaidviw
AMOMN_MNAME_INVALID

B https_apache.png GET 200 https apache buda.idvitw
http_163.28.16.43.png GET 200 http 1
GET “OMN \ ) | https

(blocked:mixed-content)




Reverse Proxy £ {FiE712
mixed03.html

<img src="http://proxyOl.buda.idv.tw/mixed/http_proxyOl.png">
http://proxyOl1.buda.idv.tw/

<pP>

<img src="https://proxyOl.buda.idv.tw/mixed/https_proxyOl.png">
https://proxyOl.buda.idv.tw/

<pP>

<img src="http://140.112.237.6/mixed/http_140.112.237.6.png">
http://140.112.237.6/

<p>

<img src="https://140.112.237.6/mixed/https_140.112.237.6.png">

https://140.112.237.6/
<pP>
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esting 3

http://proxy01.buda.idv.tw/mixed/mixed03.html https://proxyO1.buda.idv.tw/mixed/mixed03.html

N

Apache

http://proxy01.buda.idv.tw/
http://proxy01.buda.idv.tw/

https://proxy01.buda.idv.tw/ A p a C h e

https://proxy01.buda. idv.tw
i http://140.112.237.6/

Apache

http://140.112.237.6

lo https://140.112.237.6

O Ct; < C, - ar =
Mame Method | Status Sc e | Domain Remote addn W S eme | Domain Remote addr
=l mixed03_html GET proxy01 budaidviw | 140112237 =] mixed03 htrnl 200 proxy01 budaidvitw | 140.11
G 140112

(o)} N ( G 2 ) 1 - £ _- A
B http_proxy01.png GET prowy01 budaidviw | 140.112.237 http_proxy01.png LL proxy01 buda.idvtw
B https_proxy01.png GET 200 proxy01 budaidvtw | 140.11 g

https_proxy01.png G proxy01.buda.idvitw
https. 140. 6png | G (failed) net-ERR_CERT COMMON_NAME _INVALID 140
= http_140.112.2376. GET 200 140112.237 6 & https_140.11 png ) net:ERR_CERT_COMMOMN_MNAME_INVALID :1ttp 14

' i http 140

_ http 140 | ( [ Ci > -content)
https_140.112.237.6.png | GET (failed) RR_CERT_COMMON_NAME | s : —
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X% Reverse Proxy

QER S GRS

*

*

*

<img src="logo.png" > L%
<img src="icons/logo.png"“>H ¥ FE1K
<script src="/script/valid.js”></script>4& ¥ {K

Absolute URL with FQDN of Rever Proxy

*

*

<img
src=“http://proxyOl.buda.idv.tw/icons/logo.png“>
<script
src=“http://apache.buda.idv.tw/valid.js”></script>

Absolute URL with IP of Rever Proxy

*

*

<img src=“http://140.112.237.6/icons/logo.png“>

<script
src=“http://140.112.237.6/valid.js”></script>
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A& Reverse Proxy
Absolute URL with FQDN of Zci

*  <img
src=“http://apache.buda.idv.tw/icons/logo.png“>

*  <script
src="“http://apache.buda.idv.tw/valid.js”></script>

Absolute URL with IP of ZSf4
*x <img src="http://163.28.16.43/icons/logo.png“>

* <script
src=“http://163.28.16.43/valid.js”></script>

Absolute URL with FQDN of Others

* <img src="http://www.other.com/icons/logo.png“>

x  <script
src="“http://www.other.com/valid.js”></script>

FEALIE Cookie THRE

x Cookie will Forward to Browser(End User).



BRR 75
1% Absolute URL with FDQN of 71
» AR SBH PR
+ Sub_filter 'nttp://apache.buda.idv.tw/" '/
x Sub_filter_once off;

+ HHARY "FQDN of Rever Proxy"
+ sub_filter 'http://apache.buda.idv.tw/' 'http://proxyOl.buda.idv.tw/";
x Sub_filter_once off;
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