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L7 Reverse Proxy
HTTPs to HTTP

HTTPs HTTP
= (o ——=mYy
TCP Session1 NG:INX TCP Session2 ‘

12096.0.222 Client Request Reverse Proxy  Server Backend

‘ proxy01.buda.idv.tw
(EJFEESFLESS 140.112.237.5:443
https://proxy01.buda.idv.tw/cacti

172.16.0.7:80

+ /etc/nginx/sites-enabled/default
server {
listen 443 ssl;
server _name proxy0l.buda.idv.tw; #Virtual Host
ssl_certificate /etc/letsencrypt/live/proxy01.buda.idv.tw/fullchain.pem;
ssl_certificate key /etc/letsencrypt/live/proxy01.buda.idv.tw/privkey.pem;
location / §{
proxy_pass http://172.16.0.7;

}
} 5
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x TR https:// 745

. . . . . Tree Mode ISMSTree x +
C M FEE ; ti/graph_view.phpfaction= r r

25 proxy01.budadidyv.tw, /cacti/graph_view
Console | Graphs | Reporting | Logs | Syslog | Thold | MacTrack C eyl Sudslanig et g v e

Tree Mode ISMS Tree (140,112.1.10_Dept9407
( S ) —> Console | Graphs | Reporting | Logs | Syslog | Thold | MacTrack

Search Graph Filters Tree Mode ISMS Tree

[SMS Tree Search Enter a regular expression Search Graph Filters
Default Tree Graphs 10 = Columns 2 Columr T ISMS Tree Seardy Enter a regular expl
Presets  LastDay + From 2026-0t T Default Tree Graphs 10 «  Columns

Presets  LastDay = Fr
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B A Zero Trust 2218

+ SSH login to Web Server (172.16.0.7)
+ Ping 8.8.8.8 Ok

root@buntuZl:~# ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.5: icmp seg=l tt1=117 time=1.57 ms
64 bytes from 8.8.8.8: icmp seg=2 ttl=117 time=1.62 ms

2L ==

+ 14E Gateway IP 2% &
* ~# nano /etc/netplan/00-installer-config.yaml

network:
version: 2
ethernets:
ens 160
dhepd: no
addresses:
- 172.16.0.7/24
rontes:
- to: default
via: 172.16.0.1
NAMESETYETS |

addresses: 8.8.58.8]

[168.95.1.1,

* ~# netplan apply
+ Ping 8.8.8.8 Failed

~# ping 8.8.8.8
Network 1s unrea

rooct@nbuntuzl:
connect:

chable

plng:

* Zero Trust

+ Web Server {EREHETT A4 7H4R

« AR AR 9/ K (X: Reverse Shell)
TR RS FHEELE.

XAy £fH F2 Web Shell (352

fHEE)

A WAF A7gE
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Normal Shell vs. Reverse Shell
Normal shell

Initial TCP Connection
‘ > Server
client commands .
-
] - —

Reverse shell

Initial TCP Connection Server

r 7=

client % .
commands
<

F A5 https://medium.com/@rietesh/python-reverse-shell-hack-your-
neighbours-552561336ca8
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2 A _HTTP Basic Authentication
(ngx_http_auth_basic_module)
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= A\ HTTP Basic Authentication

« TEFIESH
+ i Web Server ft) AFR L "TRIF M B A REE"
+ |5 Web Server #£2E A HTTPS &
+ HTTP Basic Authentication Z2HE{f B base64 {Ei, FEELF HTTPS Jj[122 (&g

+ {55 ngx_http_auth_basic_module
+ Ref. https://nginx.org/en/docs/http/ngx_http_auth_basic_module.html
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/etc/nginx/sites-enabled/L7_proxy-auth.conf

server {
listen 443 ssl;
server_name proxy-auth.buda.idv.tw;

ssl_certificate /etc/letsencrypt/live/proxy-auth.buda.idv.tw/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/proxy-auth.buda.idv.tw/privkey.pem;

location / {
auth_basic "closed site™; # used as a realm

auth_basic_user_file basic_passwd;
proxy_pass http://172.16.0.7;

J
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/etc/nginx/basic_passwd

put at /etc/nginx/

=, user:password

/etc/nginx/basic_passwd
userl:A5FOpZqTMG1ks
user2:$1$Tx8uxb208$qjj/olp4q2.VRWBW7bMkf1l
user3:$aprl1$6f41RIpJEMMhTDWY2SkQQuSibbRBFZ/
user4:$5$VUWHLFZriMwpx7xr$aVS8PQIWVIBEO3EPGRGM80QovtLpvM20v/kG3runoZ.

user5:$6%$yb1.9/Svs4QN.rQn$7cDtRJczHXbgnVA9uUBeSanoC57GiUd1nu.sIkX.UbmE2DB4.tOGmgXREU3kJh
YnlQ4zvUvDJZBCLX86FbeunY/

openss| passwd 12345
openssl passwd -aprl 12345
XKIUFEEFUA g
-6 SHA512-based password algorithm
-5 SHA256-based password algorithm
-1 MD5-based password algorithm(7EES)
-aprl  MDb-based password algorithm, Apache variant
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Transparent Proxy Mode

+ Browser Client Request

« TE{EHIE Client &:H to Backend Server
x Src IP/Port
«+ HTTP Header: Host

+ Backend Server Response

« L E{HIE Server &:H to Client
«+ HTTP Header: Server
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Transparent vs. Non-Transparent Mode

HTTP Session1 HTTP Session2

B

TCP Session1 N N&GiNX TCP Session2

T 172.16.X.X
Default Gateway |

(Only One Hop)

HTTP Session2

HTTP Session1 W G
._
® ?A C'\_)9

TCP Session1 N NGiNX N TCP Sessm

140.112.x.X

(Public IP)
Routing |

ne or Many Hop)

17



Transparent Proxy Mode
L7 Reverse Proxy HTTP to HTTP

proxy02 buda.idv.tw

HTTP Session1 HTTP Session2
@ —3: {g re— /amak
HTTP SERVER PROIJECT
TCP Session1 NG:MX TCP Session2 172.16.0.25
163.28.16.43  Client Request ~ Reverse Proxy  Server Backend Gw: 172.16.0.254
Client 140.112.237.5 172.16.0.254
WAN LAN
{58 P& 4R

http://proxy02.buda.idv.tw/
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B

@ Reverse Proxy

+ Enable IP Forward(Routing): 1Y (5 bt er 2o 3):
~# echo "1" > /proc/sys/net/ipv4/ip_forward
Or
~# sysctl -w net.ipv4.ip_forward=1

« Enable NAT: i (BB E S50
~# iptables -t nat -A POSTROUTING -s 172.16.0.0/16 -0 ens19 - MASQUERADE

+ Interception packets coming from the backend server: 71 (25 Faféer 2239)
# Mark packets coming from the backend
~# iptables -t mangle -A PREROUTING -p tcp -s 172.16.0.0/24 -] MARK --set-xmark Ox1/Oxffffffff

# Create a routing rule for marked packets
~# ip rule add fwmark 1 lookup 100

# Route those packets to the local loopback (handling them internally)
~# ip route add local 0.0.0.0/0 dev lo table 100
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/etc/nginx/sites-enabled/L7_proxy0O2.conf

server {
# SrclP= Client's IP, SrcPort= Client's Port
proxy_bind $remote_addr:$remote_port transparent;

# By default,“Host” and “Connection” are not passed to proxied server.
# NGINX use "Connection= close" to proxied server.

proxy_set_header Host $host;

proxy_set_header Connection "keep-alive";

# By default, nginx does not pass "Date" "Server" "X-Pad" "X-Accel-" from a proxied server to a client.
proxy_pass_header Server;

proxy_pass_header Date;

proxy_pass_header X-Pad;

proxy_pass_header X-Accel-;
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No. Time TTL Source Src Port  Destination Dest Port Protocol Lengtt Info
1 0.000000 123 163.28.16.43 11977 140.112.237.5 80 TCP 66 11977 » 80 [SYN]
2 ©.000049 64 140.112.237.5 80 163.28.16.43 11977 TCP 66 80 » 11977 [SYN, ACK]
3 0.002012 123 163.28.16.43 11977 140.112.237.5 80 TCP 60 11977 » 80 [ACK] Seg=:
4 0.002334 123 163.28.16.43 11977 140.112.237.5 80 HTTP 137 GET / HTTP/1.1
50.002552 64 140.112.237.5 80 163.28.16.43 11977 TCP 54 80 » 11977 [ACK] Seqg=:
6 ©.0802955 64 140.112.237.5 80 163.28.16.43 11977 TCP 7354 80 » 11977 [PSH, ACK]
WAN / 0.002960 64 140.112.237.5 80 163.28.16.43 11977 HTTP 3993 HTTP/1.1 200 0K (tex
8 0.005339 123 163.28.16.43 11977 140.112.237.5 80 TCP 60 11977 » 80 [ACK] Seg=!
9 8.005339 123 163.28.16.43 11977 140.112.237.5 80 TCP 60 11977 » 80 [ACK] Seg=!
16 9.005415 123 163.28.16.43 11977 140.112.237.5 80 TCP 60 11977 » 80 [ACK] Seg=!
11 ©.085551 123 163.28.16.43 11977 140.112.237.5 80 TCP 60 11977 » 80 [ACK] Seg=!
12 0.005969 123 163.28.16.43 11977 140.112.237.5 80 TCP 60 11977 » 80 [FIN, ACK]
13 0.005995 64 140.112.237.5 80 163.28.16.43 11977 TCP 54 80 - 11977 [FIN, ACK]
— 14 0.007424 123 163.28.16.43 11977 140.112.237.5 80 TCP 60 11977 » 80 [ACK] Seg=!
No. Time TTL Source Src Port Destination  Dest Port Protocol Lengtt Info
1 ©0.000000 64 163.28. 11977 172.16.0.25 80 TCP 74 11977 » 8@ [SYN]
2 ©.000106 64 172.16.0.25 80 163.28.16.43 11977 TCP 74 80 » 11977 [SYN, ACK]
3 0.000125 64 163.28.16.43 11977 172.16.0.25 80 TCP 66 11977 » 80 [ACK] Seg=1
4 0.000145 64 163.28.16.43 11977 172.16.0.25 80 HTTP 173 GET / HTTP/1.0
5 0.000206 64 172.16.0.25 80 163.28.16.43 11977 TCP 66 80 » 11977 [ACK] Seg=1
LAN 6 0.000462 64 172.16.0.25 80 163.28.16.43 11977 TCP 7306 89 » 11977 [PSH, ACK]
/7 8.000462 64 172.16.0.25 80 163.28.16.43 11977 HTTP 4097 HTTP/1.1 200 0K (text
8 0.000480 64 163.28.16.43 11977 172.16.0.25 80 TCP 66 11977 » 80 [ACK] Seg=1
9 0.000487 64 163.28.16.43 11977 172.16.0.25 80 TCP 66 11977 » 80 [ACK] Seg=1
10 ©.000554 64 163.28.16.43 11977 172.16.0.25 80 TCP 66 11977 » 80 [FIN, ACK]
11 0.000591 64 172.16.0.25 80 163.28.16.43 11977 TCP 66 80 » 11977 [FIN, ACK]
— 12 0.000597 64 163.28.16.43 11977 172.16.0.25 80 TCP 66 11977 » 80 [ACK] Seqg=1

M:\My Documents\Web\ReverseProxy\PCAP\Transparent Proxy Mode\



Transparent Proxy Mode
Payload(L7)

£ Wireshark - Follow TCP Stream (tcp.stream eq 0) - wan080505.pcap

User-Agent: cur
Accept: */*

HTTP/1.1 200 0K
Content-Type: text/html
ante

: Mon, 11 May 2026 07:00:29 GMT Accept-Ranges: by
"2ad0 5510§4d4ebbar" Content-Length:

Connectlon Keep—Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xh
tmll/DTD/xhtmll-transitional.dtd™>|
<html xmlns="http://www.w3.0org/1999/xhtml">

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Apache2? Ubuntu Default Page: It works</title>

<style type="text/css" media="screen"> <meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

ﬁargin: Opx @px @px Opx; <style type="text/css" media="screen">

padding: @px @px @px Opx; {
margin: @px @px @px @px;

padding: ®px Opx @px Opx;
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Ubuntu

This is the default welcome page
installation on Ubuntu systems. 1
Apache packaging is derived. If y
at this site is working properly. Y
before continuing to operate you
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