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+ L7 Reverse Proxy HTTPs to HTTPs

+ Backend Server Server Name Indication(SNI) Support
+ Change URI




L7 Reverse Proxy HTTPs to HTTP
=22 A Reverse Proxy
s J Redlrect to |RAF UG

N
\ N :E
ydy o~




L8 A Reverse Proxy
125l Redirect to |R 4814
+ 745 https://proxyOl.buda.idv.tw a2 4 Redirect to https JFE 44

+ /etc/nginx/sites-enabled/L7_proxyOl.conf
server {
listen 443 ssl;
location / {
proxy_pass http://www.ntu.edu.tw;

}



Redirect to |R 49114

. http://www.ntu.edu.tw redirect to https://www.ntu.edu.tw
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Name X Headers Preview Response Initiator Timing

[E] proxy01.buda.idv.tw

E www.ntu.edu.tw

E AvPK_JA-95U?mute=1...
£ IdKpzOWYScA?mute=...

v General

Request URL
Request Method
Status Code
Remote Address
Referrer Policy

¥ Response headers

Cache-Control
Connection
Content-Type
Date

Location
Server

Transfer-Encoding

https://proxy01.buda.idv.tw/
GET

@ 302 Object Moved
140.112.237.5:443

strict-origin-when-cross-origin

private

keep-alive

text/html

Tue, 04 Aug 2026 07:21:25 GMT

https://www.ntu.edu.tw/
nginx/1.28.3 (Ubuntu)

chunked
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L7 Reverse Proxy HTTPs to HTTP

HTTPs HTTP
= (o ——=&Mi
163.28.16.43 TCP Session1 NGinNX TCP Session2  mic.ntu.edu.tw
Client Request  Reverse Proxy  Server Backend

proxy01.buda.idv.tw

{50 F B 2R

https://proxy01.buda.idv.tw
+ /etc/nginx/sites-enabled/L7 proxy01.conf

server {
listen 443 ssl;
server_name proxy0l.buda.idv.tw; #Virtual Host
ssl_certificate /etc/letsencrypt/live/proxy01.buda.idv.tw/fullchain.pem;
ssl_certificate key /etc/letsencrypt/live/proxy01.buda.idv.tw/privkey.pem;
location / {
proxy_pass http://mic.ntu.edu.tw;

}
} 8
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https://proxyOil.buda.idv.tw

Chrome: BB B & F12: $&38:H B blocked:mixed-content

25 proxyO1.buda.idv.tw/tw/

ik [0 CElements Console Sources Network Performance Memory Application  Lighthou

|| 3

_—

@'Y Q Preserve log Disable cache | No throttling
@ BUERARH FEBEEHED —

National Taiwan University Molecular Imaging Center
Sms

ELl -
Name Method | Status Scheme | Domain

bootstrap.min.css GET {(blocked:mixed-content) http www.mic.ntu.edu.tw
. 7T bootstrap-responsive.min.css | GET (blocked:mixed-content) http www.mic.ntu.edu.tw
o FHREEE font-awesome.css GET (blocked:mixed-content) http www.mic.ntu.edu.tw
o ICvER % mobile-menu.css GET { ced:mixed-content) http www.mic.ntu.edu.tw
° ﬁ%ﬁ% template.css GET (blocked:mi ontent) http www.mic.ntu.edu.tw
o Fok gy 2 preseti.css GET {blocked:mixed-content) http www.mic.ntu.edu.tw

o HhagER
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44 2 Source Code

HTML F& S A uh el A 4fguh HTTP Eah

All:

+ {HH https://
FELZE

HERIAET - aguh B A Eb oy

a http-equiv="X-UA-Compatible” content="IE=edge,chrome=1">
¢base href="http://mic.ntu.edu.tw/tw/

<meta http-equiv="content-type" content="t

<meta name="keywords" content="3FEE
<meta name="viewport"
<meta name="description"” content="EIIEEX2SFEBEEMAIEDLE
<meta name="generator"
[title>

<link href="/tw/?format= +u:d&4mp,thH rss" rel="a rnate” type=
<link

<link hr i ) mic.ntu. e

<title>BIUEEARIFERBEBIAEDD

ype=atom" rel="a
rel="alternat

<link hr i/ mic.ntu.

<link hr :f/mic.ntu. ec

<link hr [images/mic-favicon.png" rel="shortcut icon"

» fiF=€ mixed-content [H¥E#H

i BCESE (AR httpy//

I]ﬂ

content="width=device-width, 1ﬂ1tlal—5cale:1.ﬁ"

content="Joomla! - Open Source Content Management

rnate"” type="application/atom+xml"” title="
hreflang="zh-TW" />
rel="alternat hreflang="en-GB" />

tw/tw/ component /search/?Ttemid=122&amp ; format=opensearch" rel="

type="image/

"application/rss+xml" title="RS55 2.8"

Atom 1.8"

' title="#E

'vnd.microsoft.icon"
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+* Add Response Header to Client Browser.
server {

add_header Content-Security-Policy "upgrade-insecure-requests”;

}
WA TE

v M BEuUSEABSFEEREHRT X+
Name 4 X Headers Preview Response Initiator Timing Cookies

< C &5 proxyO1.buda.idv.tw/tw/ El tw/
[5] ezsetjs
[=] jquery-noconflict.js

. = i 14 ~ e e = A 471 . L. Content-Securitv-Policy ; - . . .
':Flf L ﬁ:ﬁ )1 Hﬁ%ﬁ HE 1‘?4! \E i%ﬂ:% /K.E) =0 [-] bootstrap.min.js Content-Security-Policy upgrade-insecure-requests
[-] modernizr-2.6.2.min... Content-Type text/html; charset=utf-8

¥ Response headers Raw

Y EM AR FABEG [©] ezset-custom.s Cache-Control no-store, no-cache, must-revalidate,
—ry [ jquery.min.js P i

=l Connection keep-alive

[2] jquery-noconflict.js

National Taiwan University Molecular Ima

- _ . Content-Encoding gzip
[ jquery-migrate.min.js
Content-Length 10042
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+ Modify Response Header/Body by replacing string.
proxy_set_header Accept-Encoding ""; # Force server to return plain text
sub_filter_once off; # Replace repeatedly.
sub_filter "http://mic.ntu.edu.tw/" "/";

<meta http-equis f-“'J( UA-Compatible” content="IE=edge,chrome=1">
<base href="/tw/" /:
http-equiv="content-type" content="text/html; charset=utf-8" />

name=" words" content="F4E .
name=" wport"” content="width= |.-.|1-‘J+h, 1r|1t1c'|l—_c_=|l= 1.0"
name=" cription” content="[ 29 RO E
name="generator" content="Joomla! - Open Source Content .f1.=|r|:4genl|;-r|t
>ENFEARITFEBEMRIARRO </ title>
<link href="/tw/?format=feed&amp;ty rss" rel="alternate" type="application/rss+xml" title="
<link href="/tw/?format=feed&amp;type=atom” rel=" dlturr|a+- type="application/atom+xml" titl
<link href3"/tw/|' rel="alternate” hreflang="zh-TW" />
<link href3" [I' rel="alternate"” hreflang="en-GB"
<link hr ' /tw/omponent/search/?Ttemid=: amp; format=opensearch” rel="search" title="#%

<link hr ges/mic-favicon.png" rel="shortcut icon" type="image/vnd.microsoft.icon"



L7 Reverse Proxy
HTTPS to HTTPs

Backend Server
Server Name Indication(SNI) Support
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Backend Server
Server Name Indication(SNI) Support

+ /etc/nginx/sites-enabled/L7_proxyOl.conf
server {
listen 443 ssl;
server_name proxyOl.buda.idv.tw;
location / {
proxy_pass https://www.ntu.edu.tw;

}
J
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Backend Server
Server Name Indlcatlon(SNI) Support

Time Sonrce Sre Port  Destination Dest Port - Frotocol Length Info

1 &, BOBROG 64 148.112.237.5 34556 140.112.8.116 443 TCP 74 34556 » 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1468 SACK P

%%E&? 2 0. 000086 254 149.112.8.116 443 148.112.237.5 34556 TCP 66 443 —+ 34556 [SYN, ACK] Seq=08 Ack=1 Win=8198 Len=8 MS5=1
* L 3 0. 000093 64 148.112.237.5 34556 148.112.8.116 443 TCP 54 34556 + 443 ACK] Seq=1 Ack=1 Win=64256 Len=0
4 6. 008442 64 148.112.237.5 34556 149.112.8.116 443 TLSvl.2 34?§C11ent Hello
5 B.008575 254 140.112.8.116 443 140.112.237.5 34556 TLSv1.2 61 Alert (Level: Fatal, Description: Handshake Failure)
502 B d G t 6 0. BEO585 64 148.112.237.5 34556 140.112.8.116 443 TCP 54 34556 > 443 [ACK] Seq=294 Ack=8 Win=64256 Len=09
a a eway 7 B.0600593 y 148.112. 8.1 148.112.237.5 34556 TCP 60 443 > 34556 [RST, ACK] Seq=8 Ack=294 Win=2511616 Len=0

v~ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
ﬂgiﬂ)ﬂl.zﬁl.ﬂ version: TLS 1.8 (0x8301)
Length: 288
+ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 284
Vversion: TLS 1.2 (@x0303)
> Random: f0952374e849cd31ae88e142c18343138c3e3d6ebed3e51bbfel81d2d3bbo7491
session ID Length: 32
Session ID: 8b8881320953c44bad3dfg410634ba3edf7aff32762963d4acf6301bbsd3fagses
Cipher suites Length: &2
> Cipher Suites (31 suites)
% L7_HTTP_Reve rsePrOXy_WW Compression Methods Length: 1
> Ccompression Methods (1 method)

_tW_ErrO r_ pca p Extensions Length: 149 J—

Extension: ec_point formats (len=4)

Extension: supported_groups (len22)  Client Hello / T Server Name |nd|Cat|0n(SN|)
Extension: session_ticket (len=0)

Extension: encrypt_then_mac (len=8)

Extension: extended master_secret (len=8)

Extension: signature_algorithms (len=42)

Extension: supported versions (len=5)

Extension: psk _key exchange modes (len=2)

Extension: key share (len=38)

[3A3 Fullstring: 771,4866-4867-4865-49196-49208-159-52393-52392-52394-49195-49199- 158-419188-49192-107-49187-49191-183-49162 -
[3A3: c216e752cae6f8755Td271561d031636]
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TLS Server Name Indication(SNI)

g https HERFTE 0 AE TCP 2R T {2 1L RIAE A SSL AP
» IN% 7 HH Browser 2% H HTTP Request £

VAR

* EZF I {50 FH R Fsk 1% Virtual Host THAE (5[ 4852 I [H]

—{[& IP) > HTTP Request mEEZ "HOST REAT" > AIEAT AR
£ SSLELR 7 18 4 ReMIiE » BRUARNIEZ £ FHW—i&
"SSL j&ae"HEITIIE

» NIt SNI B2 LY RE - BiiE Server A HIE 45 —5k
certificate FY [ RE °
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2 & /etc/nginx/sites-enabled/ L7_proxyO1.conf

Backend Server
Server Name Indlcatlon(SNI) Support

Time Source Src Port  Destination Dest Port  Protocol Length Info
2. 7.876391 64 149, 112.237.5 56178 140.112.8.116 443 TLSw1.3 3?8§C11ent Hello

Frame 254: 37@ bytes on wire (296@ bits), 370 bytes captured (296@ bits)

Server{ Ethernet II, Src: VMware a6:67:cl (@0:0c:29:a6:67:c1), Dst: Cisco f8:21:08 (8c:94:1f:f2:21:08)
Internet Protocol version 4, src: 148.112.237.5, Dst: 140.112.8.116
proxy_SS|_Server_name On; Transmission Control Protocol, Src Port: 56178, Dst Port: 443, Seq: 1, Ack: 1, Len: 316
v Transport Layer Security
} v~ TLSv1.3 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

version: TLS 1.9 (@x@321)

Length: 311

v Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: 387
version: TLS 1.2 (0x08303)
Random: 66bf@oo6begb135288179acPesbed4c9a232a9c3dda94a096d2ebgs871dd287671
session ID Length: 32
session ID: 676949d8e20e479c729652e87c528bedbbdeed2c2059ee1123efa064cdf49947

Cipher Suites Length: 62 H :
Cioher suites (31 suites) Server Name Indication(SNI)
Compression Methods Length: 1 v Extension: server_name (len=19)

compression Methods (1 method) Type: server name ()
Extensions Length: 172 ) -

| Extension: server name (1en=19)| Length: 19
Extension: ec_point_formats (len=4) v Server Name Indication extension
Extension: supported groups (len=22) Server Mame list length: 17

Extension: session_ticket (len=8) .
Extension: encrypt then _mac (len=@) server Hame Type: hOSt—name (@)

Extension: extended_master_ secret (len=0) server Name length: 14
Extension: signature_algorithms (len=42) server Name: www.ntu.edu. tw

Extension: supported_versions (len=5)
Extension: psk _key exchange modes (len=2)
Extension: key share (len=38)

[3A3 Fullstring [truncated]: 771,4866-4867-4865-49196-49200- 159-52393-52392-52394-49195.
[3a3: azafcZcasbada7d7fbelctb7azoz1c2f]
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+ JFH 46 https://www.ntu.edu.tw
+ Fake: https://proxyOl.buda.idv.tw

°s  proxyO1.buda.idv.tw
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4l Google Analytics @ FreeBSD O Google Analytics php PHP 533
A B A B g e 3 2022F FUSRA
EEEL K Eit: AERRBETEIA FIEEIFE Y R JavaScript B3
‘$®. Open Graph OpenSSL 098 $ HsTs & jQuery 11072
e p— mod_ssl 229 = .
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JavaScript B E M= {E AREE

& jQuery 1.10.2 & MNginx 1220
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How to detect Reverse Proxy ?



./\} @ > %\\-A
is\ﬁﬂ 5/ ) A

L National Taiwan Univ

How to detect Reverse Proxy?

+ Wappalyzer i = 8]

TECHNOLOGIES

BRI
BEESE/NK

1 Google Analytics

‘®.  Open Graph

MEFERE

# Apache 229

¥

e AR
%

@ FreeBSD
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OpenSSL 09.8e

mod_ssl 2289

# mod_dav 2

JavaScript B E
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How to detect Reverse Proxy ?
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Intercept Client Request GET/POST Info
OPNsense

[ 4E: https://172.16.0.1
+ Fake: https://proxyOl.buda.idv.tw

2% proxy01.buda.idv.iw

*

C 2% proxyO1.buda.idv.tw

c. OPNsense’

Securing networks made easy The HTTP_REFERER "https://proxy01.buda.idv.tw/" does not match the predefined settings. You can disable this check if
needed under System: Settings: Administration.

Username:

Password:

23



Referer O] FF

GET /mixed/http 127.0.8.1.png HTTP/1.1

Host: proxy@l.buda.idv.t

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 18.8; Wintd; x64) ApplelWebKit/537.36 (KHTML
, like Gecko) Chrome/150.8.8.8 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=08.7

Referer: http://proxy®l.buda.idv.tw/mixed/

Accept-Encoding: gzip, detlate

Accept-Language: zh-TW,zh;q=08.9,en-U5;q=0.8,en;q=08.7

HTTP/1.1 288 O
Server: nginx/1.28.3 (Ubuntu)
Date: Tue, 84 Aug 2826 12:57:46 G
Content-Type: image/pn
Content-Length: 31478
Connection: keep-alive
Last-Modified: Sat, 81 Aug 2026 18:81:31 G
ETag: "7af6-657f963blcB5a"
ccept-Ranges: bytes

. PNG

— ~
A*A'f \
=)=

| Reverse Proxy IZ1&E
OPNsense

24

GET /mixed/http 127.8.8.1.png HITP/1.8

-Real-IP: 148.112.3.82

-Forwarded-For: 148.112.3.82
Host: apache.buda.idv.t
Connection: close
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.8 (Windows NT 18.8; Wink4; x64) ApplelebKit/537.36 (KHTML
, like Gecko) Chrome/158.8.8.8 Safari/537.36

ccept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
ebp,image/apng, */*:0=08.8 ,application/signed-exchange;v=b3;q=0.7

Referer: http://proxy@l.buda.idv.tw/mixed/

ccept-Language: zh-TW,zh;q=8.9,en-U5;q=08.8,en;q=08.7

HTTP/1.1 288 O
Date: Tue, 84 Aug 2826 12:57:46 G
Server: Apache/2.4.66 (Ubuntu)
Last-Modified: Sat, 81 Aug 2026 18:81:31 G
ETag: "7af6-657f963blcB5a"
ccept-Ranges: bytes
Content-Length: 31478
Connection: close
Content-Type: image/pn



How to detect Reverse Proxy ?

» B2l SE R
+ https://www.acunetix.com/vulnerabilities/web/reverse-proxy-
detected/

+ https.//portswigger.net/bappstore/al112997070354d249b64 b4 cf
68eabc04

+ https://www.tenable.com/plugins/nessus/12225
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L7 Reverse Proxy

HTTP to HTTPs
Change URI



20 1

+ FQDN
+ https://proxyOl.buda.idv.tw

+ Backend Server
+ https://homepage.ntu.edu.tw/~ntucards/

+ NGINX config
server {
location / {
proxy_pass https://homepage.ntu.edu.tw/~ntucards/,

}
J

27



24 2

*+ URL
+ https://proxyOl.buda.idv.tw/chinese/epaper/home/

+ Backend Server
+ https://homepage.ntu.edu.tw/~ntuccepaper/home/

+ NGINX config
server {
location /chinese/epaper/home/ {
proxy_pass https://homepage.ntu.edu.tw/~ntuccepaper/home/;

}
J

28



NGINX Config
location & proxy_pass

+ NGINX Config + URI E&
SEED | « http://172.16.0.7
location / { . URI- 4
} proxy_pass https://www.ntu.edu.tw; « http://172.16.0.7/
} x URI: /
o * httrl)J:F/u/jZaiil6.O.7/0actl

* has no URI: pass original URI (Append
Mode)

+* has URI: replace part of URI
(Replacement Mode)

29
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