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大綱

 L4 Revers Proxy 原理與實做

 With HTTP Server

 With HTTPs Server

 IPv6 to IPv4

 With SSH Server

 Bypass Web Server IP ACL Control

 Transparent Proxy Mode
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NGINX Module

 Ubuntu 24.04/26.04 預設不支援 ngx_stream_core_module, 

ngx_stream_proxy_module

 需安裝

~# apt install libnginx-mod-stream
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L4 Revers Proxy

with HTTP Server
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L4 Reverse Proxy (HTTP Server)

TCP Port 8080 to 80

使用者連線:

demo1: 

http://140.112.237.5:8080/icons/ubuntu-logo.png

demo2:

http://proxy01.buda.idv.tw:8080/icons/ubuntu-

logo.png

 /etc/nginx/nginx.conf

stream {

server {

listen 8080;    #不可再使用 Port 80

proxy_pass 172.16.0.7:80;

}

}
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140.112.237.5:8080  172.16.0.226

WAN                    LAN

172.16.0.7:80Reverse Proxy

TCP Session1 TCP Session2
120.96.0.222

Client

HTTP Session

proxy01.buda.idv.tw

Client Request Server Backend



L4 Reverse Proxy

封包檔
 2 TCP Sessions：L7 Payload 1對1 對映、但 TTL、Length 都不相同

 L4_HTTP_ReverseProxy_1_WAN.pcap

 L4_HTTP_ReverseProxy_2_LAN.pcap
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L4 Reverse Proxy

Payload(L7) 完全相同

L4_HTTP_ReverseProxy_1_WAN.pcap L4_HTTP_ReverseProxy_2_LAN.pcap
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連線: http://140.112.237.5:8080/icons/ubuntu-logo.png

HTTP Request Header

HTTP Response Header

HTTP Body



L4 Reverse Proxy

Payload(L7) 完全相同

L4_HTTP_ReverseProxy_1_WAN_Host.pcap L4_HTTP_ReverseProxy_2_LAN_Host.pcap
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連線: http://proxy01.buda.idv.tw:8080/icons/ubuntu-logo.png

HTTP Request Header

HTTP Response Header

HTTP Body



L4 Reverse Proxy

Identify technologies on websites

 Can Not Hide Original Web Server/OS
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L4 Reverse Proxy

with HTTPs Server
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L4 Reverse Proxy (HTTPs Server)

TCP Port 8443 to 443

使用者連線:

http://140.112.237.5:8443/

https://140.112.237.5:8443/

https://proxy01.buda.idv.tw:8443/

 /etc/nginx/nginx.conf

stream {

server {

listen 8443;    

proxy_pass www.tp1rc.edu.tw:443;

}
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140.112.237.5:8443

www.tp1rc.edu.tw:443Reverse Proxy

TCP Session1 TCP Session2
120.96.0.222

Client

臺北區網 I 

網站

HTTP/HTTPs Session

Client Request Server Backend



L4 Reverse Proxy (HTTPs Server)

Demo1

 http://140.112.237.5:8443/

 錯誤:

 失敗原因

 等同 http://www.tp1rc.edu.tw:443/

 使用 http 連線 https Service
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L4 Reverse Proxy (HTTPs Server)

Demo1
 L4_443_ReverseProxy_1_WAN.pcap

 L4_443_ReverseProxy_2_WAN.pcap
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L4 Reverse Proxy (HTTPs Server)

Demo2

 https://140.112.237.5:8443/  成功連線，但顯示憑證無效。
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L4 Revers Proxy

IPv6 to IPv4
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L4 Revers Proxy

IPv6 to IPv4

16

10.4.1.4:443
Reverse Proxy

TCP Session1 TCP Session2
120.96.0.222

Client

HTTP/HTTPs Session

IPv4 + IPv6 IPv4 only

可增加支援 IPv6

Client Request Server Backend



L4 Reverse Proxy

with SSH Server
Payload 1 對 1 對映

(不包含 TCP Flag only 封包)
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L4 Reverse Proxy (SSH Server)

TCP Port 8022 to 22

使用者連線:

SSH to 140.112.237.5:8022

 /etc/nginx/nginx.conf

stream {

server {

listen 8022;

proxy_pass 172.16.0.7:22;

}

}
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140.112.237.5:8022   172.16.0.226

WAN                    LAN

172.16.0.7:22Reverse Proxy

TCP Session1 TCP Session2
120.96.0.222

Client Ubuntu

SSH Session

Client Request Server Backend



L4 Reverse Proxy (SSH Server)

TCP Port 8022 to 22

 SSH to 140.112.237.5:8022

 SSH Login

 Wireshark 

 預設無法辨識 Port: 8022
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L4_SSH_ReverseProxy_1_WAN.pcap

L4_SSH_ReverseProxy_2_LAN.pcap

非每個 Payload 皆回應 ACK

每個 Payload 皆回應 ACK

Windows

Ubuntu

封
包
數
不
同



L4 Reverse Proxy (SSH Server)

Payload(L7) 完全相同
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WAN LAN



簡報完畢
謝謝
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