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Load Balance &% X £

+ NGINX

+ TCP and UDP Load Balancing
x https://docs.nginx.com/nginx/admin-guide/load-balancer/tcp-udp-load-balancer/

+ HTTP Load Balancing
x https://docs.nginx.com/nginx/admin-guide/load-balancer/http-load-balancer/

+ https://www.nginx.com/products/nginx/load-balancing/

+ What are the best load balancing methods and algorithms?
+ https://www.loadbalancer.org/blog/load-balancing-methods/

+ Others

+ https://www.loadbalancer.org/blog/how-to-achieve-client-source-ip-
transparency-with-loadbalancer-org/

+ https://www.loadbalancer.org/blog/nginx-and-x-forwarded-for-header/
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Load-Balance Methods

Round Robin(default)

Least Connections
* least_conn;
Least Time (NGINX Plus only)
x Based on a calculation that combines response time and number of active connections.
+ least_time first_byte;
+x least_time header;
Hash
+ Based on a specified key.
x hash $remote_addr;
IP Hash(HTTP only)
x Based on the first three octets of IPv4 or entire IPv6 address.
* 1p_hash;
Random
+x random two least_time=last_byte;



For &2& Server &% E

server address [parameters];
weight=1(default)
x AR B IR
max_conns=0(default) no limit
+ limits the maximum number of simultaneous active connections

max_fails=1(default)

x the number of fail connections in the fail_timeout duration to consider the
server unavailable.

fail_timeout=10(default) seconds.
backup
+ Work when the primary servers are unavailable.

down
*+ Mmarks unavailable.




* Proxy_connect_timeout 60s(default);
+ a timeout for establishing a connection with a proxied server



L4 Load Balance
Round Robin



L4 Load Balance
TCP Port 8081 to 80

oroxy01.buda.idv.tw <> TrueNAS
P HTTP Session > 172.16.0.21:80
TCP Session1 NGINX TCP Session2
120.(3.6.0;[222 Client Request Reverse Proxy ~ Server Backend  buntu
ien .
140.112.\?\/1?6\7[;]5.8081 172.1L€'SA.\([3].226 172.16.0.7-80
{Eﬁﬁ%@@ * /etc/nginx/nginx.conf
Testd: http://140.112.237.5:8081/ e iy
Test2: http://proxyO1.buda.idv.tw:8081/ i [ e

#proxy_connect_timeout 10s;
proxy_pass backend_tcp_80;
}
upstream backend_tcp_80 {
server 172.16.0.4:80;
server 172.16.0.7:80;

}



L4 Load Balance (TCP)
AE 1

A MNotsecure | 140.112.237.5:8081 A TZE | 140.112.237.5:8081/ui/sessions/signin

@ Apache2 Ubuntu
| H <2 TrueNAS

N7

SCALE

Browser 7§ cache IfgE, JHIE A 2ERE.
255 H curl http://140.112.237.5:8081



L4

Load Balance (TCP)

Server Down JHIET

R R LR

» 'O, Network Adapter 1 WM Network-172.16.0.0 ~ | [] Connect %

15:13:42.345332 IP ubuntu2204.40062 > 172.16.0.7.http:
15:13:43.385887 IP ubuntu2204.58950 > 172.16.0.1.http:
,%ﬁ\g\?% 15:13:44.433519 IP ubuntu2204.40076 > 172.16.0.7.http:
15:13:45.453797 IP ubuntu2204.40076 > 172.16.0.7.http:
15:13:47.469774 IP ubuntu2204.40076 > 172.16.0.7.http:
15:13:51.693767 IP ubuntu2204.40076 > 172.16.0.7.http:
15:13:59.885789 IP ubuntu2204.40076 > 172.16.0.7.http:
15:14:16.017772 IP ubuntu2204.40076 > 172.16.0.7.http:
‘@J*ﬁ]\‘ 15:14:44.454000 IP ubuntu2204.54686 > 172.16.0.1.http:
15:14:45.460397 IP ubuntu2204.54700 > 172.16.0.1.http:

THa 75 60 b

proxy_connect_timeout 60s(default);

Flags [S], seq 1124550674, win 64240, options [mss 1460,sackOK,TS val 3821693597 ecr O,nop,wscale 7],
Flags [S], seq 3982080893, win 64240, options [mss 1460,sackOK,TS val 1945032026 ecr 0,nop,wscale 7],
Flags [S], seq 2422243388, win 64240, options [mss 1460,sackOK,TS val 3821695685 ecr 0,nop,wscale 7],
Flags [S], seq 2422243388, win 64240, options [mss 1460,sackOK,TS val 3821696706 ecr O,nop,wscale 7],
Flags [S], seq 2422243388, win 64240, options [mss 1460,sackOK,TS val 3821698722 ecr 0,nop,wscale 7],
Flags [S], seq 2422243388, win 64240, options [mss 1460,sackOK,TS val 3821702946 ecr O,nop,wscale 7],
Flags [S], seq 2422243388, win 64240, options [mss 1460,sackOK,TS val 3821711138 ecr O,nop,wscale 7],
Flags [S], seq 2422243388, win 64240, options [mss 1460,sackOK,TS val 3821727270 ecr O,nop,wscale 7],
Flags [S], seq 1330842856, win 64240, options [mss 1460,sackOK,TS val 1945093094 ecr O,nop,wscale 7],
Flags [S], seq 3929634236, win 64240, options [mss 1460,sackOK,TS val 1945094100 ecr O,nop,wscale 7],
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length O
length O
length O
length O
length O
length O
length O
length O
length O
length O



L7 Load Balance

o E PRI AT E Host Name 4R 7 49k
(WebServer #f7E Virtual Host Name)
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L7 Load Balance (HTTP to HTTP)
http://httpforever.com

hitp { v [P EG
server { + http://proxy-load.buda.idv.tw
||Sten 80, < C 23 proxy-load.budady.w
server_name proxy-load.buda.idv.tw;
location / {
proxy_pass http://backend_http; E rro r " OO 3 Ray 1D:
}

}
upstream backend_http {

server httpforever.com;

J
J

+ HGRARRL

12



L7 _HTTP_LoadBalance.pcap

KRR

+ tcp.streameqO

M ‘vireshark - Follow TCP Stream (tep.stream eq O - L7_HTTP_LoadBalancepeap — O

GET / HTTR/1.1

Host: demol.buda.idw.tw
Connection: keep-aliwve
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 168.8; Wingd; x64) AppleWebkKit/537.36 (KHTM
L, like Gecko) Chromef1l6.8.6.8 Safari/537.36

Accept: text/html,application/xhtml+xml,applicationfxml;gq=9.9,image/avif,image
fwebp,imagefapng, */*;q=0.8, application/=igned-exchange;wv=b3;q=8.7
Accept-Encoding: gzip, deflate

Accept-Language: zh-Tw,zh;g=9©.9

HTTF/1.1 466 Bad Regquest
Serwver: nginx/1.24.8
Date: Sun, 27 Aug 2823 13:46:27 GMT
Content-Type: text/html; charset=iso-8859-1
Content-Length: 347

Connection: keep-aliwe
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A

+ tcp.stream eq 2

A

GET / HTTR/Ll.® . .
Host: backend_http ﬁﬁﬁfg%@ Vlrtual HOSt Name @éﬁ
Connection: close

Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla/5.8 (Windows NT 168.8; Winbd; x64) AppleWebkKit/537.36 (KHTM
L, like Gecko) Chromef1l6.8.6.8 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;gq=6.9,imagefavif,image
fwebp,image/fapng, */*;q=0.8,application/=signed-exchange;w=b3;9=8.7
Accept-Encoding: gzip, deflate

Accept-Language: zh-Tw,zh;g=9.9

| HTTP/1.1 480 Bad Request |
Date: Sun, 27 Aug 2823 13:46:27 GMT
Server: Bpache/2.4.6 (CentOS) mod auth gssaplfLl.5.1 mod nss/1.8.14 NS5/3.28.4
mod_wsgi/s3.4 Python/2.7.5 PHR/7.9.18
Content-Length: 347
Connection: close
Content-Type: text/html; charset=is0-885%9-1




L7 _HTTP_LoadBalance.pcap

KRR

A

Mo, Time tepostieam TTL  Souice ore Port Destination Dest Port Frotocol Length  Info

1 B, BEEEEE @ 126 14@.112.3.82 25696 148.112.237.5 8@ HTTP 486 GET / HTTR/L.1

2 6 eeGdd? 1 G4 146,112 237.5 53666 146 112 51,148 26 HTTP AS8 GET _/ HITP/Ll.@

3 @. 661682 1 59 148.112.51.148 26 148.112.237.5 539665 HTTP 679 HTTP/1.1 468 Bad Request (text/html}
4 8.081176 8 64 148.112.237.5 86 148,112.3.82 25696 HTTP 578 HTTP/1.1 488 Bad Request (text/html)
5 @. 636314 B 126 14@.112.3.82 25696 148.112.237.5 26 HTTP 432 GET /favicon.ico HTTP/1.1

6 @. 636735 2 64 148.112.237.5 53026 146.112.51. 148 86 HTTP 434 GET /favicon.ico HTTP/1.®

7 @.837132 2 56 148.112.51.148 26 148.112.237.5 53926 HTTP 679 HTTP/1.1 468 Bad Request (text/html}
g @.637231 8 64 148.112.237.5 86 148,112.3.82 25696 HTTP 578 HTTP/1.1 488 Bad Request (text/html)

Frame 1: 486 bytes on wire (3888 bits)
Ethernet II, Src: Cisco f8:21:08 (8c:9:
Internet Protocol Version 4, Src: 140.:
Transmission Control Protocol, Src Port
v Hypertext Transfer Protocol

GET / HTTP/1.1\r%n

Host: demol.buda.idv.twirin

Connection: keep-alive\ryn
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Frame 2: 488 bytes on wire (390

Ethernet II, Src: VMware a6:67:

Internet Protocol version 4, sr

Transmission Control Protocol,
v Hypertext Transfer Protocol

GET / HTTP/1.@\r\n

Host: backend httpirin

Connection: close\ri\n



L7 Load Balance (HTTP to HTTP)
httpforever.com &R /7% 1

i . fER
server
listen 80; + Hf#ax & Header Host

server_name proxy-load.buda.idv.tw;
proxy_set_header Host “httpforever.com”;
location / {

proxy_pass http://backend_http;

}

}
upstream backend_http {

server httpforever.com;

J
}
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L7 Load Balance (HTTP to HTTP)
httpforever.com &R 5,5 2

http { * JEH
server { + Load Balance upstream H 2 Virtual
: Host Name
listen 80;
server_name proxy-load.buda.idv.tw;
Iocatio_n VAl A » FREIRF
+ NGINX NZS httpforever.com &
proxy_pass http://httpforever.com; . EFABIRESNEAELE Domain Name

J
J

upstream httpforever.com {
server httpforever.com;

J
J
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L7 _HTTP_LoadBalance2.pcap

tep.stream eq O

M ‘iireshark - Follow TCP Stream (tepstream eq 0) - L7_HTTP_LoadBalance? peap — O

GET / HTTP/L1.1

|H05t: demol.buda. idw.tw |

Lonnectlon: keep-allwe

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 16.8; Winbd; x64) AppleWebkKit/537.36 (KHTM
L, like Gecko) Chrome/116.8.0.8 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;g=6.9,image/avif,image
fwebp,imagefapng, */*;q=9.8,application/signed-exchange;w=b3;q=9.7
Accept-Encoding: gzip, deflate

Accept-Language: zh-Tw,zh;g=9.9

HTTP/L.1 288 0K

Server: nginx/1.24.8

Date: Sun, 27 Aug 26823 13:59:86 GMT
Content-Twpe: text/fhtml; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-aliwve
X-Content-Type-Options: nosniff
X-Powered-By: PHRF/7.8.18
X-Drupal-Cache: HIT

Etag: "1693137918-1"

Content-Language: zh-hant
X-Frame-Options: SAVMEORIGIN
X-Content-Type-Options: nosniff
X-Generator: Drupal 7 (hittp://drupal.org)
Cache-Control: public, max-age=1586&

tcp.streameq 1

A

GET / HTTR/1.&

[HOSt: www.math.ntu.edu.twl IEE@ Virtual Host Name
Lonnectlion: close
Upgrade-Insecure-Requests: 1
User-Bgent: Mozilla/5.@ (Windows NT 18.8; Wintd; x64) AppleWebKit/537.36 (KHTM
L, like Gecko) Chrome/116.8.68.8 Safari/537.36
Accept: text/html,application/xhtml+:ml,application/xml;q=8.9,image/avif,image
fwebp,imagefapng, ¥/ ¥*;9=9.8,application/signed-exchange;w=b3;gq=9.7
Accept-Encoding: gzip, deflate
Accept-Language: zh-TW,zh;g=8.9

HTTF/1.1 288 Ok

Date: Sun, 27 Aug 2823 13:59:86 GMT

Server: Bpache/2.4.6 (CentOS) mod auth gssapifl.5.1 mod nss/1.@.14 NS5/3.28.4
mod_wsgi/f3.4 Python/2.7.5 PHP/7.0.18
X-Content-Type-Options: nosniff
X-Powered-By: PHF/7.8.18

X-Drupal-Cache: HIT

Etag: "1693137918-1"

Content-Language: zh-hant

X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff

X-Generator: Drupal 7 (http://fdrupal.org)
Cache-Control: public, max-age=1368
Last-Modified: Sun, 27 Aug 2823 12:85:18 GMT
Expires: Sun, 19 Now 1978 &% :0@:88 GHMT



L7 _HTTP_LoadBalance2.pcap

Seq=9 Win=64248 Len=8 M35=t
ACK] Seq=8 Ack=1 Win=6424a
Seq=1 Ack=1 Win=262912 lLen=

Seq=1l Ack=433 Win=64128 Ler
S5eq=8 Win=64248 Len=8 M35=1
ACK] Seq=8 Ack=1 Win=2806&
seq=1 Ack=1l Win=64256 Len=k

seq=1 Ack=438 Win=38838 Ler
Seq=1 Ack=430 Win=38080 Ler

Time tcpostteam TTL  Souice orc Port Destination Dest Port Protocol Length  Info
1 &, GEBEEE B 126 148.112.3.82 F1934 148,.112.237.5 8@ TCP 66 61934 » 86 [SYN]
lllllllll 2 8. 080822 B 64 148.112.237.5 86 146.112.3.82 51934 TCP 66 88 » 51934 [SYN,
3 @, 6Ee0 17 B 126 148.112.3.82 51934 148,.112.237.5 86 TCP 68 61934 » 86 [ACK]
4 B, BEE346 B 126 148.112.3.82 51934 148.112.237.5 86 HTTP 486 GET / HTTP/L.1
SRR B 64 148, 112.237.5 86 146, 112.3.82 51534 TCP G4 88 » 61934 [ACK]
6 @, BEEs a7 1 B4 148.112.237.5 51456 148.112.51. 148 86 TCP 74 51456 » 88 [5SYN]
7 0. BEE786 1 56 14&.112.51.148 86 146.112.237.5 51456 TCP 74 88 » 51456 [SYN,
8 @, BEE7 ol 1 Ad 146.112.237.5 51456 146,112.51.148 86 TCP 66 51456 » 86 [ACK]
9 @, BEEE22 1 B4 148.112.237.5 51456 148.112.51. 148 86 HTTP 495 GET / HTTP/L.@
16 &, Aa1E38 1 59 14@.112.51.148 86 146, 112.237.5 51456 TCP 66 88 » 51456 [ACK]
11 6. AEE534 1 56 14&.112.51.148 86 146.112.237.5 51456 TCP 1514 88 » 51456 [ACK]
> Frame 4: 486 bytes on wire (38¢ > Frame 9: 495 bytes on wire (3960
> Ethernet II, Src: Cisco f8:21:¢ > Ethernet II, Src: vM¥ware a6:67:c
> Internet Protocol version 4, Sr > Internet Protocol version 4, Src
> Transmission Control Protocol, > Transmission Control Protocol, si

Hypertext Transfer Protocol
© GET / HTTP/1.1\r%n

{HosT: demol.buda. 1dv. twirin|

Connection: keep-alive\riyn
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Hypertext Transfer Protocol

o GET / HTTP/1.@\ri\n

Host: www.math.ntu. edu. twirin

Connection: closelyri\n



Sticky Sessions

(Session Cookie Persistence)
Client [&]| 72 47 HC to Specific Server
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Sticky Sessions

+ NGINX Open Source
+* hash or ip_hash

% LR
x NAT Pool:

+ Dynamic IPs: Mobile clients changing IP addresses mid-session lose their
session context.

+ NGINX Plus supports 3 persistence methods.
x Sticky cookie (Cookie Insert)
x Sticky learn (Cookie Learn)
x Sticky route

20



Sticky cookie

+ adds a session cookie to the first response from the upstream group
and identifies the server that sent the response.

+ The client’s next request contains the cookie value and route the
request to the upstream server that responded to the first request.

+ Config
upstream backend {
sticky cookie srv_id expires=1h domain=.example.com path=/;
server backendl.example.com;
server backend2.example.com;

21



Sticky learn

1.Finds session identifiers by inspecting requests and responses.
2.“learns” which upstream server corresponds to which session identifier.

Generally, these identifiers are passed in a HTTP cookie. If a request contains a session identifier
already “learned”, NGINX Plus forwards the request to the corresponding server:

Config
upstream backend {
sticky learn
create=$upstream_cookie_examplecookie
lookup=$cookie_examplecookie
zone=client_sessions:1m
timeout=1h;

server backendl.example.com;
server backend2.example.com;

}
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*

E

E

Sticky route

assigns a “route” to the client when it receives the first request.

All subsequent requests are compared to the route parameter of the
server directive to identify the server to which the request is proxied.

The route information is taken from either a cookie or the request URI.

Config

upstream backend {
sticky route $route_cookie $route_uri;
server backendl.example.com route=a;
server backend2.example.com route=Db;

23



L7 Load Balance (HTTPs to HTTPs)

LG

http { *

server { +* https://172.16.0.21/php/login/login_ok.php
listen 443 ssl; * https://172.16.0.25/php/login/login_ok.php
server_name proxy-load.buda.idv.tw; * https://172.16.0.26/php/login/login_ok.php
location / { + https://proxy-

proxy_pass http://backend_https; load.buda.idv.tw/php/login/login_ok.php

}} + User: userO1

upstream backend_http { » Passwd: 54321
#ip_hash;

server 172.16.0.26:443;
server 172.16.0.25:443;
server 172.16.0.21:443;

J
}
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